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EZ2 E|0|S0| HIO{l= =7 JEf LTt

EE 10| SAE A, EE 40| SAE B, ZE 30| SAE (7t ¥ZE| QT 7P EHLICE

MAC address table

Flow table

Host A Host C Host B

2. BAEA ,BAEB

SAE AOIM SAE BZ lj210| MAE|M Packet-In HA|X|7F FEE| T SAE A9 MAC
FATFZE 10| SHAEILICH SAE Bo| ZEL OFE] QHX| 2517 IR0 TiZl2 Eaiglg|
12t SiE T2 SAE B SAE COA AIELICE

T g

MAC address table

Host A: Port 1

Flow table

Host A Host C

Host B

Packet-In:

in-port: 1
eth-dst: B

SAE
eth-src: SAE)
Packet-Out:
action: OUTPUT:Flooding

. SAEBSAEA

SAE BO|IM SAE A= 1fZ10] 2|RE|H E22 E[0|ZS0]
E

ZE 10| MSELC Wt SAE C= 0| HiAlE +45HA| ELIC
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1.2. OpenFlow 2|8t A9[%!

MAC address table

Host A: Port 1
Host B: Port 4

Flow table

in-port:4, eth-dst:Host A
-> output: Port 1

Host A Host C Host B

Packet-In:

in-port: 4
eth-dst: SAEA

eth-src: SAEB
Packet-Out:
action: OUTPUT:ZE1

4. SAEASAEB

St SAE AOM SAE Bz IiZl0| MEE[H ZE22 H0O| S0 52 FII5t2 £t of

’

22 ZE 40| MSELCL

MAC address table

Host A: Port 1
Host B: Port 4

Flow table
in-port:4, eth-dst:Host A
-> output: Port 1
in-port:1, eth-dst:Host B
-> output: Port 4

Host A Host C Host B

Packet-In:

in-port: 1
eth-dst: SAEB
s

eth-src:
Packet-Out:
action: OUTPUT:ZSAE4

O[H|, RyuE AHE3t0] TR E A9F 5|H 24 IEE M BSLICH
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AQ|ZE 5{HO|| CiEt AA AE= Ryu AA E2|0f QSLICH
ryu/app/simple_switch_13.py

OpenFlow B{F 0| f2} 1 54| = simple_switch.py (OpenFlow 1.0), simple_switch_12.py (OpenFlow 1.2)0] ! X|
ot 017|0fl = OpenFlow 1.32 X|¥5te 3182 &0 HZIELICE

B2 24 3E0|22, HHE 07]0f ARHEL|CY.

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vi_3

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

class SimpleSwitch13(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]

def __init__(self, *args, **kwargs):
super (SimpleSwitch13, self).__init__ (*args, **kwargs)
self.mac_to_port = {}

O@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler(self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser
install table-miss flow entry
We specify NO BUFFER to max_len of the output action due to

#

#

#

# 0VS bug. At this moment, if we specify a lesser number, e.g.,

# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets

# correctly.

match = parser.0FPMatch ()

actions = [parser.O0FPActionOutput (ofproto.0OFPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER) ]

self.add_flow(datapath, O, match, actions)

def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

inst = [parser.0FPInstructionActions (ofproto.OFPIT_APPLY_ACTIONS,

actions)]

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)

datapath.send_msg(mod)

@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg
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datapath = msg.datapath
ofproto = datapath.ofproto
parser = datapath.ofproto_parser

in_port = msg.match['in_port']

pkt = packet.Packet(msg.data)
eth = pkt.get_protocols(ethernet.ethernet) [0]

dst = eth.dst

src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})

self.logger.info("packet in ¥%s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.

self.mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [parser.0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0FPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:
data = msg.data
out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,

in_port=in_port, actions=actions, data=data)
datapath.send_msg(out)

J2{H, Zizte| 79 LHES A HASLICH

1.3.1 Salj29| He| | =7|3t

Ryu 88 Z2MO = 1345}7| 2|5l ryu.base.app_manager.RyuAppS &L &LICt EESH OpenFlow 1.32 AE3t
7| {20l oFP_VERSIONS 0] OpenFlow 1.3 HEE X|&§tL|Ct.

CESE MAC F=2 H|O|E0|| sHEHsh= mac_to_portE ™o|ghL|Ct.
OpenFlow Z2EZ2 OpenFlow A2{X|2} 9“5231 FSAIE 2la 2HRsHHE Mo|3 S| B 7HX| EHA|I7F Heol x|
Of AELICE J2{Lf, Ryul| Zaj|Je{37t 0|218t HHAISS CHEV|0f|, Ryu 88 ZEIH0|M = 0|2{8 AES MPM

X| g0t ELict.

class SimpleSwitchl13(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]

def __init__(self, *args, **kwargs):

super (SimpleSwitch13, self).__init__(*args, **kwargs)
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self.mac_to_port = {}

1.3.2 OJHIE X{2|7|
RyuOi| A, OpenFlow MAIX|S 4=A15t0 SHEH HA|X|0fl CHS3H= O|HIEZ} MM EILICE Ryu 28 TR I LAI5}
X} 5H= HA|X|of| CHS 5= O|HIE X{2]|7|S 2aigH|Ct

OME X2l o4 Hals s O|HE AHE 2E #4223

[=]

el
10
ol

b 1 St H(decorate)2 ¢ 8H

ryu.controller.handler.set_ev_cls SFEXHE AFSEILICL

set_ev_cls= =45H= HIAIXIE X[ H5tHE OHIE S22t Q10 CiEt OpenFlow A2|X|2| YEHE X|FgLICt

O|HIE Z2jA O|E2 ryu.controller.ofp_event.EventOFP + <OpenFlow H[A|X| O|E> QiL|C}. O & =0,
Packet-In M[A|X|2| B EventOFPPacketIn YLICE AtM[EH LHE2 Ryu EAM API 2| H2A & FHESMAIQ. HEY

of cisiM= Lhg & Stit EE= 2| AE2 X|FetLLf.

el Ay

ryu.controller.handler. HANDSHAKE_DISPATCHER | HELLO H|A|X| m&t
ryu.controller.handler. CONFIG_DISPATCHER SwitchFeatures H|A|X|2] =41
ryu.controller.handler. MAIN_DISPATCHER =& MY
ryu.controller.handler.DEAD_DISPATCHER AA Mt

Table-miss 222 &5 F7}

OpenFlow A Q| x|2te| HE 37} A2 E F, Table-miss Z222 & 2(entry)0] EEQ H|0| 20| =7t
Packet-In HIA|X|E 418k ZFH|E gfL|CH
PH|H o2 = Switch Features (Features Reply) HIA|X|E £=ASHXIOFX} Table-miss 222 52 F7fgtLICt

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler (self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

ev.msg O = O|MIEOf| 3l 3t= OpenFlow HA|X| 22|22 QAABATL MFE[O AFLICE O] FR0=
ryu.ofproto.ofproto_vl_3_parser.0FPSwitchFeatures ®JL|Ch

msg.datapath O & O O Al X| & & & $§ OpenfFlow A 2 X 0o s & s =
ryu.controller.controller.Datapath SEiAL| QIAEATL MFE|0| JELICE

Datapath 224 OpenFlow A9Ix|2te] AIX| 41 ®a| 2 241 HAX|0] CH25Hs O[HIE 23 So| e &t

= ™5k ASLIC

Ryu S8 Z2I0|N ALSElE F2 S48 h31 2

10


http://ryu.readthedocs.org/en/latest/

EE AMod
— o = =20

id 1A=l OpenFlow AQ|X| ID (C|0|E{ A2 ID)QIL|Ct.

ofproto AtEst= OpenFlow H{H0|| CiSst= ofproto 2 &2 E0ELICE #Xl= CHS & stLiILICH

ryu.ofproto.ofproto_vi_0O

ryu.ofproto.ofproto_vi_2

ryu.ofproto.ofproto_vi_3

ryu.ofproto.ofproto_vi_4

ofproto_parser | ofproto®} O}Xt7HX| 2 ofproto_parser RE2 HO{EL|C} Sxi= O = siLFL|CE.
ryu.ofproto.ofproto_vl_O_parser

ryu.ofproto.ofproto_vl_2_parser

ryu.ofproto.ofproto_vl_3_parser

ryu.ofproto.ofproto_vl_4_parser

Ryu 88 Z2 30| AF85t= Datapath 2242 = MMEE CH Z&LICH

send_msg(msg)

OpenFlow O Al X| & & & LI . msg= E W = OpenFlow O Al X| off th & 3 =
ryu.ofproto.ofproto_parser.MsgBase 2| A\EH Z2iAQIL|CE
A2/ 5{E = B2 Switch Features H|A|X| XtH|= S8 5| AFEoHX| 2ELICE Table-miss 222 52 F7l6t=
Efo|elg 9/3t O|HIER Ch=n YALICH
def switch_features_handler (self, ev):
#
# install table-miss flow entry
#
# We specify NO BUFFER to max_len of the output action due to
# 0VS bug. At this moment, if we specify a lesser number, e.g.,
# 128, 0VS will send Packet-In with invalid buffer_id and
# truncated packet data. In that case, we cannot output packets
# correctly.

match = parser.0FPMatch()

actions = [parser.0FPActionOutput (ofproto.0OFPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER)]

self.add_flow(datapath, 0, match, actions)

Table-miss 222 &52 2M =2|7t £[x](0)0]|11, 2= 1f3l0j OiX[=|= = lL|Ct 0] =2 W (instruction)of|
= 9+E§a1 me 2o S2ig &2 Aoz NFH0), 50O 10| BE i (rorma) B2 $23f LS| 2
O, Packet-In2 Y& = JUASLICE

ZF=M: 2014 A 1 & 3% Open vSwitch= OpenFlow 1.32| X|&!0| £2tM0|0{, OpenFlow 1.3 O| Mz} OIxIIX| 2 7|2XM o2
Packet-InO| ‘- EIL|C}. ESH Table-miss 222 50| I X[=[X| &1 F&(normal) EEL $=EO=2 FZELICK

D= fzlofl ojx|A|Z]7| 950 Bl Match2 MM BHL|CE Match= 0FPMatch 22{AE EHEIL|CE

O 0k, ZEED ZER M&st= OUTPUT M Z2fA (0FPActionOutput)?| QIAHAE MHFHLICE

7} output CHA© 2 X|ME| 1 max_lenOl|= OFPCML_NO_BUFFER 2 X|&3510] RE ij3lS0| ZHEZPE MAE T2
%I-|_||:_|-

shL|C}.

FM: EES = mizle| AE RE(Ethernet 5T 2)2H2 TE 5t LIMX|= 220X HI{0| £= 20| 28 SHO||A HIZZ
5tX| 2 Open vSwitch {115 31 Z3517| 215l 017|0fl TR 1{ZS HEEILICE O B{T= Open vSwitch 2.1.001M $=FE|ASLIC.

11
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otx|gte 2, M =2 00 ¥3)2 XI¥3510] add_flow() HIMEE A& 510] Flow Mod HIA|X|E EHLICE

add_flow() MM =2f LHE0]| CH3i M= FlollM H¥ st} gL

Packet-in H|A|X]|

ot

A
2+ 8l S5

71El A Ti3le 512517] 95 Packet-In O|HIE X{2|7|= DHSL|CT

rr

@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

X}3= AHEE|i= OFPPacketin 22|22 £42 ChZat 22 AS0| ASLICH

£40ig [ 49
match ryu.ofproto.ofproto_vi_3_parser.0FPMatch S2{AL| QIARA Of|A S0{2& i3] HE}
HEIL AHE0] AELICL
data =4 o3 Xt E LBt = O] %! GOo[E{ LY.
total_len | #=41 TfZl9| Cjo|E{ Zo|QLCt.
buffer_id | =4l T{310| OpenFlow AL XA HHEHXZ| El&= A< {2 ID7F EA|IEILICE HEXE| & X| &=
A2 ryu.ofproto.ofproto_vl_3.0FP_NO_BUFFER 7 M&ELIC}
MAC F2 H|0|Z YHI0|E
def _packet_in_handler(self, ev):
# ...
in_port = msg.match['in_port']
pkt = packet.Packet(msg.data)
eth = pkt.get_protocols(ethernet.ethernet) [0]
dst = eth.dst
src = eth.src
dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})
self.logger.info("packet in %s %s %s %s", dpid, src, dst, in_port)
# learn a mac address to avoid FLOOD next time.
self.mac_to_port[dpid] [src] = in_port
#
OFPPacketin Z2fA2| matchOf|A 241 ZE(in_port)E 7t SLICt CHA MAC T4 §I&2 MAC 4= Ryu If

21 210|222 & AF8510] 4=41 TiZl2| Ethernet S Ofl A RIOJTILICY.

72 = MAC oot 4 ZE HMSE 7[HIO = MAC F4 H|0|2S YC|0|ESHLICE

12



02 OpenFlow A2|X|2}2| °17éoi| CHE35}7| 9l3 MAC =4 H|0|2& OpenFlow AQ|X|OICt 22|SHEE E[0] Q)
LICt. OpenFlow A2|X|E AlHs}= O|0|E| HE ID & 0|85t U&LICE

o>

El

i 2E g

CH& MAC FA7F MAC =4 HIO|Z20| Exsts 22 U8E= ZE HE7 AAEL|CHL YAHEX oM £
2l(OFPP_FLOOD)E £3 ZE0| X|™SH= OUTPUT M ZzfA0| QIAHAS MAMsH [T}

def _packet_in_handler(self, ev):
#

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.0FPP_FLOOD

actions = [parser.0FPActionOutput (out_port)]
# install a flow to avoid packet_in next time
if out_port != ofproto.0FPP_FLOOD:

match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

CHe MAC 247} A2, OpenFlow 22|X[2] E22 E|0|20| &=2 F7feiLIct

Table-miss 222 3120| Z7}0} OFEI7IX| 2 Thx|2H AN X H5HT add flow(S UHsto] B2 22 %71
Lict.

Table-miss B2 &2} 22|, 0|0l X EAS MFSLICL Ol A9/ 5{20 HUME 2N BE
(in_port)2t CHAF MAC 2 (eth_dst)E KISEILICE OIS S0, TZE 10| $AI5t0 SAE B2 &, mh310] iy

o| Euct.

rx
H>
4o

24 29101 12 XIFBILICE 30 2 48 M 2907} ZOIXIT= of7|0f F715t B2S ¥2
iss B2 g=2wct oix WotELIck

ZE 10|M =415t SAE B MEE|= (i MAC F47} B) TiZlS ZE 40 H&517|

gIE: OpenFlow0OjA NORMAL ZE = =2|Xel £3] ZEJ} MO R 75t £3 LE0| NORMALS X|Y5HH AL|R|2| L2/
L3 7|52 AtE3fatn TS Malg 4= AFLICE =, ZE 1iZIS NORMAL ZE0| % I5I=5 X|A[Sh= AU =, A2 5{E
oqets ot AN e 4= AR 0f7|0f| M= 2f2te| X2|E OpenFlowE ALE510] +=ish= A= BiLCH.

EE22 59| F7I XN
Packet-In M2|7|0ll M| M2|7} OF%] ELEX| LX|TH0{7|M UEt ZEELR S=2 FIM6t= HME ZS A HIEL]
c}.

def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

inst = [parser.OFPInstructionActions(ofproto.OFPIT_APPLY_ACTIONS,

13
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actions)]

=0ll= o oizle| Z=AS LiEtL= DfX|2 TiZl0] CHer X €S LEH= AAEHM, @M 22, /= AlZt

i
olo
_o'l_-
|.|-|
Jn
nx
ox
ok
r
n

AQE 51829 £ 2 AAEZ M| Apply ActionsE AFE5H0{ X|HEl HHEZ ZA

E

[

OFX|Z2 £, Flow Mod HIA|X|E Lé&sto] 222 H|O| S0 52 F7IEL
def add_flow(self, datapath, port, dst, actions):

# ...

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)

datapath.send_msg(mod)

Flow Mod M|A|X|0j| CHS35tH= S2iA &= OFPFlowMod S2iAILICE OFPFlowMod ZaiA 2| QIAHAZ M M5t0]
Datapath.send_msg() HIMEZE A3} OpenFlow AQ|X|0]| HA|X|E EHL|CE

OFPFlowMod 2| A 2| MMXt0= B2 Q47 JASLICH, LHtMo 2 TR R Z L 7|24/2 Ol = otHELC).
235 ot2 7|27 LICt

datapath
E22 H|0|ES Z&tsl= 4 OpenFlow 22| X|0] sliEtst= Datapath S2{AL2| QIAEHAQIL|CE Ut
HO= Packet-In HIAIX] S| X2|7| o MEHE|= O|HEO|AM 7PH=2 ZL|Ch

cookie (0)

HA —

ZEE20| X|1Fst= MEX U2 =S YO|0|E = ANE | ZE ZUSZ AT 4 AFLICH
izl X2lofl= M| &L

cookie_mask (0)

8= 0| |0 e ARISHS ZS 00| OFL! 3t XIF5HE 852] cookie 24 AFBats SXH ChY &
Fo| HE{ 2 MEELCE
table_id (0)

i Yol Z=2 H|0|22| E|0|£ IDE X|IFELIC

command (ofproto_v1_3.0FPFC_ADD)

ofte XA S & AIX|E X|FFL|Ch
43 My
OFPFC_ADD NMZL =222 st=22 FJehCt
OFPFC_MODIFY Z29 S22 Ah|0|EFHL|C}
OFPFC_MODIFY_STRICT | &ASIA| Lxlot= EER &=2 AO|0|E-LICH
OFPFC_DELETE EE2R 5= Muct
OFPFC_DELETE_STRICT | HZ5H| Yot ZE2Q 5H2S AbN|EHL|C}
idle_timeout (0)
i =9 R 7|17t2 = teE X|FELICH &=50| FXE|X| %1 idle_timeoutO| M X|HE AlZHS
Ztst™ gh=0| MAELC g=0| &= & Zut AIZH2 2|AE LTt

14



50| AFH||™M Flow Removed HA|X|7F ZAEE2{0f 2] QSLICEH

hard_timeout (0)

sliiet gt=2o| @& 7(2H2 = the|2 X|™ Lt idle_timeoutdt B2, hard_timeout2 §50| Z=xE|H
2t Z3p A|Zh2 2|MEX| ESLICE F, =52 Fx o{80| 2AIglo] X[™E AlZto| Z2tsHH gt=0|

idle_timeout2} OFRI7}X| 2 20| | =] Flow Removed H|A|X|7} ELYZEIL|CE

priority (0)
aliet eh=o| M 2|8 X[FELICt Z}0| 248 2M =27t =&LICh

buffer_id (ofproto_v1_3.0FP_NO_BUFFER)

OpenFlow AQ|X|0| M BT El T{Zl2| KT IDE X|HEHLICE. H{T ID= Packet-In HIA|IX|2 SX|E| 1,
X|H5HH OFPP_TABLES £ ZE0|| X|&El Packet-Out H|A|X|2} Flow Mod HA|X| & HIA|X|S HLH
ZAx| ™ X 2|ElL|Ct. commandZ} OFPFC_DELETE EE= OFPFC_DELETE_STRICTS| A= FA|EIL|C

M IDE X|™5HX| %2, oFP_NO_BUFFER S MA LI
out_port (0)

OFPFC_DELETE EE= OFPFC_DELETESTRICTS| ZR LAt st=2 S &8 zE TE{§L|CL OF-
PFC_ADD, OFPFC_MODIFY, OFPFC_MODIFY_STRICT o] L= 2

&3 ZEO| LK E sidI5t2{™ oFPP_ANY 2 XIHEHLIC
out_group (0)
out_port2t OHEH7LX| 2 &3 O F0i|AM ZE{>EL
slixI5t2A™ oFPG_ANY 2 X|IF gL CH
flags (0)

ChE E2130f zgh2 X1Fe &~ AsL T

a}( Mod

OFPFF_SEND_FLOW_REM | FLOW_REMO| &t20| AHH|=! o Z{EZ2{0j| Flow Removed MA|X|Z

rRbgtLICh

OFPFF_CHECK_OVERLAP | OFPFC_ADDS| AR =& st59| ZAIE 48 §iLICt. == §H=0|
U= Z20ll= Flow Mod7h &4 E|1 QF 7} HESHEIL|CH

OFPFF_RESET_COUNTS ST &t=o| ujZlu} HIO|E FIREE A AEEHL|CT.

OFPFF_NO_PKT_COUNTS | 0| &t=2| mjjZl 7}2E{Z sljm|EH|Ct.

OFPFF_NO_BYT_COUNTS | O] &=0 st HIO|E F}REE sHA|ghL|Ct.

>

match (None)
MatchE& X[FgLICt
instructions ([1)

P09 FE2 XIYELICt

ozl

A =

of>

Packet-In X|2|7|2 S0t} OFX[9} X 2| THAIE S fLICt

15



Chapter 1. A2|H 5|2

CHet MAC =45 MAC F24 E||0[S0l|M 25 0{F 2t 2A210] 2|5 H 2= Packet-Out HIAIX|E H-45t0{ 24
mjzlS MEEL

def _packet_in_handler(self, ev):

# ...
data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:

data = msg.data

out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)
datapath.send_msg(out)
Packet-Out H|A|X[0f| CHE3dt= E2i A= 0FPPacketOut SEARILICE
OFPPacketOut ‘4-4dXte| Qlax= CHZ 3t Z0| [0 UELICH
datapath
OpenFlow A2|X|0|| 3iE 5= Datapath 22i22| QIAHAES X|FetL|Ct
buffer_id

OpenFlow AQ|X|0fA] T & oiZl B IDE X[FELIL). M E AHE3HX| 4™, 0FP_NO_BUFFER
= X|Fech.

in_port
o3l a4 o ZES X[FYLICh a4 1§310] Ot! Z? OFPP_CONTROLLER S X|EJLICE
actions

data

gjzle| O|Zl Cl|o|E & X| ™ gtLICt buffer_idofl 0FP_NO_BUFFER 7t X| A& A0 AL E L|CL
OpenFlow A2|X| HIHE A85H= 4 2 M2FtLICt

2l 5|B9| 15 buffer_id0|| Packet-In HIA|X| buffer_idE X|&™gtL|Ct. Packet-In M|A|X| LY buffer_id7} &

ol 4, E0{Q@L Packet-In |72 data2 X|&5t0] Tzl MAEHLICE

A

IE 52 24 FEO| HYO| ERSLILE 2oz AQF SIEE A

0

510 AN SES EolgtL|ct

M

1.4 Ryu 28 =234 M3H

AQ|El 5{Ho| M3 S 2|5l OpenFlow AQ|X|= Open vSwitch A3 &2 92 mininet2 AL EHLICH.

Ryu2| OpenFlow Tutorial VM O|0|X|7} Z&E[0f Ql2B2,0] VM O|0|X| £ O|&3H A3 2td2 & ZH|E +=
Lt
= .

VM o|O|X|
http://sourceforge.net/projects/ryu/files/vmimages/OpenFlowTutorial/
OpenFlow_Tutorial_Ryu3.2.ova (2f1.4GB)

A 2M (Wiki H|O[X])



http://sourceforge.net/projects/ryu/files/vmimages/OpenFlowTutorial/

https://github.com/osrg/ryu/wiki/OpenFlow_Tutorial
ZAM0]| = VM 0|0|X|= Open vSwitchet Ryul| H{Z0| 22 E|R47| Wi Z0i| F=2|otA|7| HEEFL|CE

0| VM O|O|X|E At8SX| 211, AAR A S FHot= A L5 HoI5| 7HsELICEL AAR SHES A FSIA 5H=
42, 12, VM 0|0|X|0f| M At8SH= 2t AZEQ A2 CH2at Z5L Ct.

Mininet VM H{# 2.0.0 http://mininet.org/download/

Open vSwitch H{H 1.11.0 http://openvswitch.org/download/

Ryu B{H 3.2 https://github.com/osrg/ryu/

017|0fl M= Ryu 8 OpenFlow Tutorial2| VM O|0|X|E AtEEHL|C}.

1.4.1 Mininet &3

mininetOi|M xtermE A|ZS17| lalf XE AF8E = U= etgo| HesfL|rh

017|0]| A= OpenFlow Tutorial VME AF238tEE, sshol|A X11 Forwarding2 AI2510] 2I0I5HAMA|L.
$ ssh -X ryue<vM F2>

MEX} 0|E2 ryu 0|1, S = ryu YLICH

2791 F, mn YHOZ Mininet S A|ZHEHL|LCE.

75 EE2 SAE 3 O, AQ{X| SfLte| ZHEReE LY YILIC

Oj7HHs | 2k Ay

topo single,3 | AIX[17l, SAEJ} 371Ql EEZX|
mac =) SR SAES| MAC FAE HEE
switch ovsk Open vSwitchE At

controller | remote | 2|5 OpenFlow ZHEE2| Al

X =) xtermZ A&

A o= Ch3at 25Tt

$ sudo mn --topo single,3 --mac --switch ovsk --controller remote -x

*x* Creating network

*** Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
**x* Adding hosts:

hi h2 h3

**%*x Adding switches:

s1

*** Adding links:

(h1, s1) (h2, s1) (h3, s1)

**x* Configuring hosts

hi h2 h3

*** Running terms on localhost:10.0
**x* Starting controller

***x Starting 1 switches

sl

*** Starting CLI:

17


https://github.com/osrg/ryu/wiki/OpenFlow_Tutorial
http://mininet.org/download/
http://openvswitch.org/download/
https://github.com/osrg/ryu/

Chapter 1. 22J%! 3|2

Al
=

Ct.

ot

813 Gl AT PCOIA 57H2] xtermO| AIRHEILICE 2f xterm@ SAE 1~3, AQI%|, 12|10 HES2{of ChS L]

AL|X[ofl CHSt xtermO| A HH S Als5H0] ALEStH= OpenFlow HH{HE M EHLICEH =2 XS 0| switch : s1(root),
(o]

ol xterm 2 AQ|X[E xtermL|LC}.
M Open vSwitch2| MENE EHQIEHL|CY,

switch: sl:

root@ryu-vm:~# ovs-vsctl show
fdec0957-12b6-4417-9d02-847654e9cclf
Bridge "s1"
Controller "ptcp:6634"
Controller "tcp:127.0.0.1:6633"

fail_mode: secure

Port "sl-eth3"
Interface "sl-eth3"
Port "sl-eth2"
Interface "sl-eth2"
Port "sl-ethl"
Interface "sl-ethl"
Port "s1"
Interface "s1"
type: intermnal
ovs_version: "1.11.0"
root@ryu-vm:~# ovs-dpctl show
system@ovs-system:
lookups: hit:14 missed:14 lost:0
flows: O
port 0: ovs-system (internal)
port 1: s1 (internal)
port 2: sl-ethil
port 3: sl-eth2
4
#

port sl-eth3

root@ryu-vm:~

ALQIX| (HE[X]) s1 0] MMEIUD, SAEO s ZETL 371 FIH=|0] AELICE

CHS OpenFlow HF S 1.322 MAH|LC}.
switch: sl:

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

root@ryu-vm:~#

EZ2 HO|ISS &elsl| ZAICL

switch: sl:

root@ryu-vm:~# ovs-ofctl -0 OpenFlowl3 dump-flows sl

OFPST_FLOW reply (OF1.3) (xid=0x2):

root@ryu-vm: ~#

ovs-ofctl Y M3lA|, SMOZ ALRSH= OpenFlow H{EE X|&s0f §HLIC} 7|23Z+2 OpenFlow10 IL|C}.

18
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DE FHJI AZREIYCORE Ryu S8 Z23H

fjo
|
ow
oo
r
n

fIE2 M= 0| controller : cO (root), Q! xtermOf|AM C}S WHS AMAMFILICE

controller: cO:

root@ryu-vm:~# ryu-manager --verbose ryu.app.simple_switch_13

loading app ryu.app.simple_switch_13
loading app ryu.controller.ofp_handler
instantiating app ryu.app.simple_switch_13
instantiating app ryu.controller.ofp_handler
BRICK SimpleSwitchil3
CONSUMES EventOFPSwitchFeatures
CONSUMES EventOFPPacketIn
BRICK ofp_event
PROVIDES EventOFPSwitchFeatures TO {'SimpleSwitch13': set(['config'])}
PROVIDES EventOFPPacketIn TO {'SimpleSwitch13': set(['main'])}
CONSUMES EventOFPErrorMsg
CONSUMES EventOFPHello
CONSUMES EventOFPEchoRequest
CONSUMES EventOFPPortDescStatsReply
CONSUMES EventOFPSwitchFeatures
connected socket:<eventlet.greenio.GreenSocket object at 0x2e2c050> address:('127.0.0.1',
53937)
hello ev <ryu.controller.ofp_event.EventOFPHello object at 0x2e2a550>
move onto config mode
EVENT ofp_event->SimpleSwitchl3 EventOFPSwitchFeatures
switch features ev version: 0x4 msg_type 0x6 xid Oxff9adi15b OFPSwitchFeatures(auxiliary_id=0,
capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)

move onto main mode

ovsete| AZ| AlZho] ZE|= FRE AR FA| 7|02 ChEat 240

1

connected socket:<....
hello ev

move onto main mode

2 HA|EL|CH

ol

[>

O[H| OovSet HAZE|} 1,
7|2l MefiLict,

sH=4|0| 27} O|20{ X Table-miss Z22 20| £} 0, A% §{H < Packet-In2
Table-miss 222 &50| F7I=|0] }=X| &telgiL|Ct.
switch: sl:

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows sl
OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=105.975s, table=0, n_packets=0, n_bytes=0, priority=0 actions=CONTROLLER
165535

root@ryu-vm:~#

M £297t 022 i X7t gl AEHO| D, A MO CONTROLLER M & H|O|Ef 37| 2 65535 (Oxffff = OF-
PCML_NO_BUFFER)7} X|HE|0] Q&L|C}.
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1.4.3 5%t gol

=1 ==

SAE 10|M SAE 22 pingS AalighL|Ct.
1. ARP request

O] A|HUM SAE 12 SAE 29| MAC FTAE 27| Ij20f ICMP echo request 0|7 0| ARP
request® HE2C F|AEIEIL|C} O| EEE JAE TFI2 SAE 2 Ol SAE 30i|A £AIEHCE

2. ARP reply
SAE 27} ARPO|| 245101 SAE 10]| ARP replyZ BtatgtL|Ct,
3. ICMP echo request
O|H| EAE 1 SAE 22| MAC TAE 271 Qo8 2 echo requestE SAE 20 HAL|CE
4. ICMP echo reply
SAE 2= SAE 19 MAC F4E 0[0] &1 17| 201, echo replyS SAE 10] BratatL|Ct.
0|Z#| S410] O|R0{X|:= A LICt
ping WHS MAl5HY| Mof| 2 SAEN| O T3S +UF=X| &l16H7| 5l tcpdump HHE HAlBiLICE

host: hi:

root@ryu-vm:~# tcpdump -en -i hl-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on hl-ethO, link-type EN10MB (Ethernet), capture size 65535 bytes

host: h2:

root@ryu-vm:~# tcpdump -en -i h2-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on h2-ethO, link-type EN10MB (Ethernet), capture size 65535 bytes

host: h3:

root@ryu-vm:~# tcpdump -en -i h3-ethO
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on h3-ethO, link-type EN10MB (Ethernet), capture size 65535 bytes

3, MX mn YIS HAs 2E0M TS YES LAE0 SAE 10|M SAE 22 pingS A BfLICL

mininet> hl ping -cl1 h2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=97.5 ms

--- 10.0.0.2 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 97.594/97.594/97.594/0.000 ms

mininet>

ICMP echo replyZ} HA& o 2 "igt=lL|C}
E22 HI0|=2 stelghL|ct

switch: sl:

20



root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=417.838s, table=0, n_packets=3, n_bytes=182, priority=0 actions=
CONTROLLER :65535

cookie=0x0, duration=48.444s, table=0, n_packets=2, n_bytes=140, priority=1,in_port=2,dl_dst
=00:00:00:00:00:01 actions=output:1

cookie=0x0, duration=48.402s, table=0, n_packets=1, n_bytes=42, priority=1,in_port=1,dl_dst
=00:00:00:00:00:02 actions=output:2

root@ryu-vm:~#

Table-miss 222 &5 0|20 24 =2|7t 12l 222 &50| 2 7] SEE[0] AFLICL

1. =M ZE (in_port):2, MAC =&l FEA(dlLdst):SAE 1 — SZH(actions): ZE1Z ML
2. =M ZE (in_port):1, MAC =8 =A(dlLdst):SAE 2 — S&H(actions): ZE22 M&
(1) &=L 2 H referenceE| I (n_packets), (2) &= 1 H referenceElL|CE ()2 SAE 20| SAE 129| EM

0|2, ARP reply & ICMP echo reply & 7}X| off &X|3l0f BILICE. (2)= SAE 10| SAE 229| S4I0j|A, ARP
request’} H2EI|AEE|DZ 0|= ICMP echo request0i| 2|5t Z4QIL|C}.

3 simple_switch_13 21 Z1}E A = A|CH
controller: cO:

EVENT ofp_event->SimpleSwitchl13 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:ff:ff 1
EVENT ofp_event->SimpleSwitchl3 EventOFPPacketIn
packet in 1 00:00:00:00:00:02 00:00:00:00:00:01 2
EVENT ofp_event->SimpleSwitchl13 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 00:00:00:00:00:02 1

A B Packet-In2 SAE 10| 23St ARP request0| 1], EEEJ|AEOQ|BEE EER & =0 SEX &£
Packet-Out B L& ElL|C}

T M= SAE 20| A BEetEl ARP replyOfl A SEX| MAC FA7F SAE 10|10 M2t 9|2 E22 &5 (10 §
EIL|C}

= N

M Eimj= SAE 10| SAE 22 M4 =l [CMP echo requestOf| M ZEEQ &= (2)0| SEElL|C}

SAE 20|M SAE 101| Ht3E =l |CMP echo reply= S22 Z222 = (1)0]| €X|517| W 20]| Packet-In2 Bl
X| % SAE 10| MAEL|C]

DX 2 2} SAEA AJlgt tcpdumpl| £3 ZIE AT FAICE
host: hi:

root@ryu-vm:~# tcpdump -en -i hl-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on hi-ethO, link-type EN1OMB (Ethernet), capture size 65535 bytes
20:38:04.625473 00:00:00:00:00:01 > ff:ff:ff:ff:ff:ff, ethertype ARP (0x0806), length 42:
Request who-has 10.0.0.2 tell 10.0.0.1, length 28

20:38:04.678698 00:00:00:00:00:02 > 00:00:00:00:00:01, ethertype ARP (0x0806), length 42:
Reply 10.0.0.2 is-at 00:00:00:00:00:02, length 28

20:38:04.678731 00:00:00:00:00:01 > 00:00:00:00:00:02, ethertype IPv4 (0x0800), length 98:
10.0.0.1 > 10.0.0.2: ICMP echo request, id 3940, seq 1, length 64

20:38:04.722973 00:00:00:00:00:02 > 00:00:00:00:00:01, ethertype IPv4 (0x0800), length 98:
10.0.0.2 > 10.0.0.1: ICMP echo reply, id 3940, seq 1, length 64
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SAE 10|M MK ARP request7t HEEEI|AEL|T QI0], A& SAE 20{|M HHEHEl ARP replyE Bt QI&L|CH O
2 C}2, SAE 1= ICMP echo request2 2Halistn, SAE 20| A HH2HEl ICMP echo replyS 4 AIEH|C}

root@ryu-vm:~# tcpdump -en -i h2-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on h2-ethO, link-type EN10MB (Ethernet), capture size 65535 bytes
20:38:04.637987 00:00:00:00:00:01 > ff:ff:ff:ff:ff:ff, ethertype ARP (0x0806), length 42:
Request who-has 10.0.0.2 tell 10.0.0.1, length 28

20:38:04.638059 00:00:00:00:00:02 > 00:00:00:00:00:01, ethertype ARP (0x0806), length 42:
Reply 10.0.0.2 is-at 00:00:00:00:00:02, length 28

20:38:04.722601 00:00:00:00:00:01 > 00:00:00:00:00:02, ethertype IPv4 (0x0800), length 98:
10.0.0.1 > 10.0.0.2: ICMP echo request, id 3940, seq 1, length 64

20:38:04.722747 00:00:00:00:00:02 > 00:00:00:00:00:01, ethertype IPv4 (0x0800), length 98:
10.0.0.2 > 10.0.0.1: ICMP echo reply, id 3940, seq 1, length 64

SAE 20| SAE 10| 2tallst ARP requestE 41511, SAE 10]| ARP replyE HEslHghL|CE O CH2, SAE 10]
M ICMP echo requestE $=415t11 SAE 10| echo replyE Ht&bshL|Ct,

—

host: h3:

root@ryu-vm:~# tcpdump -en -i h3-ethO

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on h3-ethO, link-type EN10MB (Ethernet), capture size 65535 bytes
20:38:04.637954 00:00:00:00:00:01 > ff:ff:ff:ff:ff:ff, ethertype ARP (0x0806), length 42:
Request who-has 10.0.0.2 tell 10.0.0.1, length 28

SAE 32 MK SAE 12| HEEIF|AR El ARP request Bt =41 5t31 JELICE,

1.5 Hg|

O FOMi ZICHst A9 3lE 1HS TX
H A

= FHZ Ryu 38 Z2 % A340]| Chsl 7| 2% el =Xt OpenFlowo]| [HE
OpenFlow A9[x|9| ZHEhsH MO HH S HHS}
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CHAPTER 2

|m
El

2z} DL

d

O] FOIMETALIE 512 L0 M CHEAUTE A9F 51E0f| OpenFlow 221X S YEE ELEESH= 7|52 F7I5t
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from operator import attrgetter

from ryu.app import simple_switch_13

from ryu.controller import ofp_event

from ryu.controller.handler import MAIN_DISPATCHER, DEAD_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.lib import hub

class SimpleMonitor(simple_switch_13.SimpleSwitch13):

def __init__(self, *args, **kwargs):
super (SimpleMonitor, self).__init__(*args, **kwargs)
self.datapaths = {}

self .monitor_thread = hub.spawn(self._monitor)
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@set_ev_cls(ofp_event.EventOFPStateChange,
[MAIN_DISPATCHER, DEAD_DISPATCHER])
def _state_change_handler(self, ev):
datapath = ev.datapath
if ev.state == MAIN_DISPATCHER:
if not datapath.id in self.datapaths:
self.logger.debug('register datapath: %016x', datapath.id)
self.datapaths[datapath.id] = datapath
elif ev.state == DEAD_DISPATCHER:
if datapath.id in self.datapaths:
self.logger.debug('unregister datapath: %016x', datapath.id)
del self.datapaths[datapath.id]

def _monitor(self):
while True:
for dp in self.datapaths.values():
self._request_stats (dp)
hub.sleep(10)

def _request_stats(self, datapath):
self.logger.debug('send stats request: %016x', datapath.id)
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

req = parser.0FPFlowStatsRequest (datapath)
datapath.send_msg(req)

req = parser.0FPPortStatsRequest (datapath, 0, ofproto.OFPP_ANY)
datapath.send_msg(req)

@set_ev_cls(ofp_event.EventOFPFlowStatsReply, MAIN_DISPATCHER)
def _flow_stats_reply_handler(self, ev):
body = ev.msg.body

self.logger.info('datapath !

'in-port eth-dst

'out-port packets Dbytes')
self.logger.info('------——--—-—---——-

for stat in sorted([flow for flow in body if flow.priority == 1],
key=lambda flow: (flow.match['in_port'],
flow.match['eth_dst'])):
self.logger.info('%016x %8x %17s %8x ¥%8d %8d',
ev.msg.datapath.id,
stat.match['in_port'], stat.match['eth_dst'],
stat.instructions [0].actions [0].port,

stat.packet_count, stat.byte_count)

@set_ev_cls(ofp_event.EventOFPPortStatsReply, MAIN_DISPATCHER)
def _port_stats_reply_handler(self, ev):
body = ev.msg.body

self.logger.info('datapath port
'rx-pkts rx-bytes rx-error '
'tx-pkts tx-bytes tx-error')

self.logger.info('-----------—---- ————--—-
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for stat in sorted(body, key=attrgetter('port_no')):
self.logger.info('%016x %8x %8d %8d %8d %8d %8d %8d',
ev.msg.datapath.id, stat.port_no,
stat.rx_packets, stat.rx_bytes, stat.rx_errors,

stat.tx_packets, stat.tx_bytes, stat.tx_errors)

SimpleSwitch132 Ar
H&of chst M2| £20| giELIC.

2.2.1 1™ F7| Xz

ALQ1E &He| X2|ot HAMSI| FI|Xo2 SH HEE A7| 25l OpenFlow AL2|X|0f| L= A3 =

Ct.

from operator import attrgetter

from ryu.app import simple_switch_13

from ryu.controller import ofp_event

from ryu.controller.handler import MAIN_DISPATCHER, DEAD_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.lib import hub

class SimpleMonitor (simple_switch_13.SimpleSwitch13):

def __init__(self, *args, **kwargs):
super (SimpleMonitor, self).__init__(*args, **kwargs)
self.datapaths = {}
self .monitor_thread = hub.spawn(self._monitor)

ryu.lib.hub Ofl= B 7tX| eventlet wrapper2} 7|2 SaljA 250] JAELICE 07[0 M= A8

hub.spawn () 2 AFSELICE ARN2 YME|E A EE= eventlet green thread2L|C

#
@set_ev_cls(ofp_event.EventOFPStateChange,
[MAIN_DISPATCHER, DEAD_DISPATCHER])
def _state_change_handler(self, ev):
datapath = ev.datapath
if ev.state == MAIN_DISPATCHER:
if not datapath.id in self.datapaths:
self.logger.debug('register datapath: J016x', datapath.id)
self.datapaths[datapath.id] = datapath
elif ev.state == DEAD_DISPATCHER:
if datapath.id in self.datapaths:
self.logger.debug('unregister datapath: %016x', datapath.id)
del self.datapaths[datapath.id]

def _monitor(self):
while True:
for dp in self.datapaths.values():
self._request_stats (dp)
hub.sleep(10)

AYE &% _monitor () OIM SEE ALIX|0f Ciet S4 71H Q7| QEE2 10 = Az 7

t&5H= SimpleMonitor A0 EcjEl DL 7|52 385t 47| o 20, 047|0f|= 1izl

M
0=
0x
oo
-
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AR AQIX|E DL As7| W20 A X[ F& 2 M 220 LSt EventOFPStateChange O|HIEE 0[5}
1 QU&LICE O] OJHIE= Ryu =2 937} edlist= 2=, Datapath?| AEf7} H}FAS whof s ElL|C
0§ 7| 0| M = Datapath A E{ 7t MAIN DISPATCHER 7| € W, sHE A QK= 2LIHE MO 2 SEK 1,

DEAD_DISPATCHER 7+ & i, S50| AHH|ElLICE

#

def _request_stats(self, datapath):
self.logger.debug('send stats request: %016x', datapath.id)
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

req = parser.0FPFlowStatsRequest (datapath)
datapath.send_msg(req)

req = parser.0FPPortStatsRequest (datapath, 0, ofproto.OFPP_ANY)
datapath.send_msg(req)

#
FIHMOE SEE|= _request_stats () = AP|X|0| OFPFlowStatsRequest 2 OFPPortStatsRequest
LAED ASLICH

OFPFlowStatsReques t = EER =0 oig SAE AX|0| 2FetLICt E|0|S ID, &3 ZE, cookie 2}, O
S o

ct.
FEER S 2 & + UK, 7|0M= 2E EER S 2 5t JUSLICE

n
lo
b
2
1l
Ofm
=c>'|=-
='_'=
0>

OFPPortStatsRequest = ZE 2tH 7| WEHE AL[X|0| 2HFILICL &
g 2 ASLICE 0710 M= oFPP_ANY E X|Hsl0] RE ZES| 87| FHE Q¥ st JUSLICH

2.2.2 FlowStats

AQXI2HE SHE &7 2l FlowStatsReply HIAIX|E £=415H= OHIE XZ2|7|E Y&t

#
@set_ev_cls(ofp_event.EventOFPFlowStatsReply, MAIN_DISPATCHER)
def _flow_stats_reply_handler(self, ev):

body = ev.msg.body

self.logger.info('datapath
'in-port eth-dst
'out-port packets bytes')
self.logger.info('----—----------—-

for stat in sorted([flow for flow in body if flow.priority == 1],
key=lambda flow: (flow.match['in_port'],
flow.match['eth_dst'])):
self.logger.info('%016x %8x %17s %8x %8d ¥%8d',
ev.msg.datapath.id,
stat.match['in_port'], stat.match['eth_dst'],
stat.instructions [0].actions [0].port,

stat.packet_count, stat.byte_count)

OPFFlowStatsReply 22ilA2| £49l body £ 0FPFlowStats SSO0||A FlowStatsRequest2| CHAO| =l 2t E2
@ &=9| A HEI ZtE|0f YELILC
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LM 29|74 0 9l Table-miss SRS N5t ZE Z2L $2 S MYBILICL M EEQ} Y MAC FAR
st0] 212to| B2 B2 Ofx|El= T3 HO|ES EsHC

st 01710 M = ER 2AST 230 SHE(D JX|T X[EHoz YH £ £EGHL EA5IE{H o F =39
QAL 2 ARL|Ct. O3 HL 0FPFlowStatsReply 2 LIS JSON YAIOZ WEHe &~ QIELICE

O£ E0f C}3nt 20| £ & ASLICH

import json

#

self.logger.info('%s', json.dumps(ev.msg.to_jsondict(), ensure_ascii=True,

indent=3, sort_keys=True))

"OFPFlowStatsReply":
"body": [
{
"OFPFlowStats": {

"byte_count": O,

"cookie": O,

"duration_nsec": 680000000,

"duration_sec":

"flags": O,

"hard_timeout":

"idle_timeout":

"instructions":

{
"OFPInstructionActions": {
"actions": [
{
"OFPActionOutput": {

"len": 16,
"max_len": 65535,
"port": 4294967293,
"type": O

1
"len": 24,
"type": 4

15
"length": 80,
"match": {
"OFPMatch": {
"length": 4,
"oxm_fields": [],

"type": 1

1,

"packet_count": O,
"priority": O,
"table_id": O
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"OFPFlowStats": {
"byte_count": 42,
"cookie": O,
"duration_nsec": 72000000,
"duration_sec": 57,
"flags": O,
"hard_timeout":
"idle_timeout":
"instructions":
{
"OFPInstructionActions": {
"actions": [
{
"OFPActionQOutput": {
"len": 16,
"max_len": 65509,
"port": 1,
"type": O

15
"length": 96,
"match": {
"OFPMatch": {
"length": 22,
"oxm_fields":
{
"OXMT1v": {
"field": "in_port",
"mask": null,

"value": 2

"0XMT1lv": {
"field": "eth_dst",
"mask": null,
"value": "00:00:00:00:00

o

"packet_count": 1,
"priority": 1,
"table_id": O
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}
}

2.2.3 PortStats

AR|X|2RE| SEHES &7| 2/l PortStatsReply HAIX|E =4I5t= O|HMIE X2(7|E Y giL|CE

#
@set_ev_cls(ofp_event.EventOFPPortStatsReply, MAIN_DISPATCHER)
def _port_stats_reply_handler(self, ev):

body = ev.msg.body

self.logger.info('datapath port
'rx-pkts rx-bytes rx-error '
'tx-pkts tx-bytes tx-error')

self.logger.info('----------—----- ———————-

for stat in sorted(body, key=attrgetter('port_no')):
self.logger.info('%016x %8x %8d %8d %8d %8d %8d %8d',
ev.msg.datapath.id, stat.port_no,
stat.rx_packets, stat.rx_bytes, stat.rx_errors,

stat.tx_packets, stat.tx_bytes, stat.tx_errors)

OPFPortStatsReply 221A2| £4 body 2 0FPPortStats 2| S50 }&LICH

OFPPortStats Ol ZE HE, &4l Zkzko| 2l 4~ HIO|E £, EE Tl F 7l Zai| F M, {2 Iy
=, CRCRFT 7=, & 7+ S 74 E7H M ELICH

0{7|0l M= ZE HSHE HHStD f4 Ti3 i, fAE HIO|E 4 @F 714, S T3] 4, SAHIO|E £, ME

QT HNPE %E-.E.*tht

2.3 Egfj=! DL|E{ AlH

O AX|Z2 0] EefjE ZLIEE A3 s SAICE

HXTAL|E 5 o Z0] MininetS HELIC}. 07|M A|X| OpenFlow HZ0i| OpenFlow13E HHEst= WS 9

X| DAL,
CHS, OfH|, E2{E ZLHE Mgt

controller: cO:

ryu@ryu-vm:~# ryu-manager --verbose ./simple_monitor.py

loading app ./simple_monitor.py
loading app ryu.controller.ofp_handler
instantiating app ./simple_monitor.py
instantiating app ryu.controller.ofp_handler
BRICK SimpleMonitor

CONSUMES EventOFPStateChange

CONSUMES EventOFPFlowStatsReply

CONSUMES EventOFPPortStatsReply

CONSUMES EventOFPPacketIn

CONSUMES EventOFPSwitchFeatures
BRICK ofp_event
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PROVIDES EventOFPStateChange TO {'SimpleMonitor': set(['main', 'dead'l)}
PROVIDES EventOFPFlowStatsReply TO {'SimpleMonitor': set(['main'])}
PROVIDES EventOFPPortStatsReply TO {'SimpleMonitor': set(['main'])}
PROVIDES EventOFPPacketIn TO {'SimpleMonitor': set(['main'l]l)}
PROVIDES EventOFPSwitchFeatures TO {'SimpleMonitor': set(['config'])}
CONSUMES EventOFPErrorMsg
CONSUMES EventOFPPortDescStatsReply
CONSUMES EventOFPHello
CONSUMES EventOFPEchoRequest
CONSUMES EventOFPSwitchFeatures
connected socket:<eventlet.greenio.GreenSocket object at 0x343fb10> address:('127.0.0.1"',
55598)
hello ev <ryu.controller.ofp_event.EventOFPHello object at 0x343fed0>
move onto config mode

EVENT ofp_event->SimpleMonitor EventOFPSwitchFeatures

switch features ev version: 0x4 msg_type 0x6 xid 0x7dd2dc58 OFPSwitchFeatures(auxiliary_id=0,

capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)
move onto main mode

EVENT ofp_event->SimpleMonitor EventOFPStateChange

register datapath: 0000000000000001

send stats request: 0000000000000001

EVENT ofp_event->SimpleMonitor EventOFPFlowStatsReply
datapath in-port eth-dst out-port packets

EVENT ofp_event->SimpleMonitor EventOFPPortStatsReply
datapath rx-pkts rx-bytes rx-error tx-pkts

0000000000000001
0000000000000001
0000000000000001
0000000000000001 fffffffe

rAQ|&l &2 0= ryu-manager 33 0f SimpleSwitch13 2& 0|2 (ryu.app.simple_switch_13)2 X|™&iX|ot 0f
7|0l A= SimpleMonitor2| Lt 0| (./simple_monitor.py)S X §LILCH.

0{7|Ne, EES &=0| gi1, (Table-miss E2 &F2 EA|E|X| ZELICH 2t ZEQ| I B5F OYJLICE
SAE 10|M SAE 22 ping2 Al3l5}Ix}.
host: hi:

root@ryu-vm:~# ping -cl1 10.0.0.2
PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=94.4 ms

--- 10.0.0.2 ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 94.489/94.489/94.489/0.000 ms

root@ryu-vm: ~#

al

uz

controller: cO:

of>
]3]
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oot
o
°
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datapath i -port packets Dbytes

0000000000000001 1 00:00:00:00:00:02
0000000000000001 00:00:00:00:00:01 2 140

datapath rx-pkts rx-bytes rx-error tx-pkts tx-bytes tx-error
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0000000000000001
0000000000000001

0000000000000001
0000000000000001 fffffffe

EZR = |E71I HEo| m=H, |£T£E19I E220i| 0§iX|E E2f=] 2 1142, 42 HIO|E2}L 7| EE[0 UEL
Ct. &AM ZE 20| ME 2 T3], 140 HIO|EZ 7| 2|0 Ql&LICE

ZE 7 FHo| =M, ZE 19| 4 13l = (rx-pkts)i= 3, =41 HIO|E == (rx-bytes)= 182 HIO|E, ZE 2= 3
{zl, 182 HiO|E2t1 E|0f QUELICH

E22 =0 8/ MHt oliet ZEO| B 50| YR[sHA|= LELICEL O|fs EER &=0 87 HEIsg &
20f oix|=|2 M&E D7 HEHO|7| Wi2ULICL ZF, Table-missol| 2|5l Packet-InS W&l |0 Packet-Out@ 2 M4
E 22 sy S7|2| chaboll ZetE|X| 97| WiEiL(Ct.

0] 42, SAE 10| HXN HEL J|AESH ARP R, SAE 27} SAE 10| HtalsH= ARP 2&, 12|11 SAE 10]|A
SAE 22 WHSt= echo Q& QI 3712 mizl0| U1, (BF) Packet-Out 2fsf &S EILICE 0|25 O|RE, ZE 4|
Rz EER &€=9| SAR|LC} BELICH

2.4 ¥z

- Datapath2| el 35} stol

+ FlowStats 2! PortStats £~%! 2
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REST 9=

3.1 REST API9] 7|2

Ryuoll= WSGIO| i3 Web Alte] 7150] YUBLICE 0] 715 0[83t0f T2 AIAO|LE H2te R S1t 15
o

mf R85t REST APIE THE & U&LICH

ZF=M: WSGl= PythonOllA Web 28 T2 241} Web M 1S 2|5t S8 =Y E o|o|ghL|ct

3.2 REST API%} eli A2]& 5|8 18

FA%1E 512 0|lM 2Est A9 F 5120 THS T REST APIE F71510 AT

. MAC =4 H|o|& &

an
>
T

AFI8 S1827} 212 51 MAC 32 OIS LB HEIBLICK MAC P01 EE U122l Bpain

2. MAC =2 E|0]|

T
Om
J>
e

[m

MAC 42t ZE B 9] #(pair)2 MAC F4 H|0| S0 SE3t1 A2(X| E22 &0 FItetL

C}.

J2{M AA FCEE A EAICH

import json

import logging

from ryu.app import simple_switch_13

from webob import Response

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER

from ryu.controller.handler import set_ev_cls

from ryu.app.wsgi import ControllerBase, WSGIApplication, route

from ryu.lib import dpid as dpid_lib

simple_switch_instance_name = 'simple_switch_api_app'

url = '/simpleswitch/mactable/{dpid}"'
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class SimpleSwitchRest13(simple_switch_13.SimpleSwitchi13):

_CONTEXTS = { 'wsgi': WSGIApplication 1}

def __init__(self, *args, **kwargs):
super (SimpleSwitchRest13, self).
self.switches = {}

_init__ (*args, **xkwargs)

wsgi = kwargs['wsgi'l

wsgi.register (SimpleSwitchController, {simple_switch_instance_name : self})

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler (self, ev):
super (SimpleSwitchRest13, self).switch_features_handler (ev)
datapath = ev.msg.datapath
self.switches[datapath.id] = datapath
self.mac_to_port.setdefault (datapath.id, {})

def set_mac_to_port(self, dpid, entry):
mac_table = self.mac_to_port.setdefault(dpid, {})
datapath = self.switches.get(dpid)

entry_port = entry['port']

entry_mac = entry['mac']
if datapath is not None:
parser = datapath.ofproto_parser
if entry_port not in mac_table.values():

for mac, port in mac_table.items():

# from known device to new device

actions = [parser.0FPActionOutput (entry_port)]

match = parser.0FPMatch(in_port=port, eth_dst=entry_mac)

self.add_flow(datapath, 1, match, actions)

# from new device to known device

actions = [parser.0FPActionOutput (port)]

match = parser.0FPMatch(in_port=entry_port, eth_dst=mac)

self.add_flow(datapath, 1, match, actions)

mac_table.update ({entry_mac : entry_port})

return mac_table

class SimpleSwitchController (ControllerBase):

def __init__(self, req, link, data, **config):

super (SimpleSwitchController, self).__init__(req, link, data, **config)

self.simpl_switch_spp = datal[simple_switch_instance_name]

Q@route ('simpleswitch', url, methods=['GET'], requirements={'dpid':

def list_mac_table(self, req, **xkwargs):

simple_switch = self.simpl_switch_spp
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])

if dpid not in simple_switch.mac_to_port:

return Response(status=404)

mac_table = simple_switch.mac_to_port.get(dpid, {})

dpid_1ib.DPID_PATTERN})
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body = json.dumps(mac_table)
return Response(content_type='application/json', body=body)

Q@route ('simpleswitch', url, methods=['PUT'], requirements={'dpid': dpid_lib.DPID_PATTERN})
def put_mac_table(self, req, **xkwargs):

simple_switch = self.simpl_switch_spp
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])
new_entry = eval(req.body)

if dpid not in simple_switch.mac_to_port:

return Response(status=404)

try:
mac_table = simple_switch.set_mac_to_port(dpid, new_entry)
body = json.dumps(mac_table)
return Response(content_type='application/json', body=body)
except Exception as e:

return Response(status=500)

simple_switch_rest_13.py0iA= & S2HAE Ho|st YE&LICE
Hm, HTTP ¥ S 2= URLD oY HIMES FO|sh= ZIEE2] SimpleSwitchController YLICH

T mE"ALIE 5 E E 2SI MAC 4 HO|S UH0|[EE & = AULE ¢ 22 A SimpleSwitchRest13 &
L

SimpleSwitchRest13 = AQ|X|0f| E22 =2 F71517| 25l FeaturesReply HM =& QH{2}0| =3} datapath

HANIE 20 AELC

3.3 SimpleSwitchRest13 222 318

class SimpleSwitchRest13(simple_switch_13.SimpleSwitch13):

_CONTEXTS = { 'wsgi': WSGIApplication 1}

ZafA #4 _CcONTEXT Ol A Ryul| WSGIQt S8te|= Web M 22fA S XIHstLICE J2{H ysgi 2= 7|0IM
WSGI2| Web AH{ QIAEIAZ 1S 4 QIAL|CL

def __init__(self, *args, **kwargs):
super (SimpleSwitchRest13, self).__init__ (*args, **kwargs)
self.switches = {}
wsgi = kwargs['wsgi'l
wsgi.register (SimpleSwitchController, {simple_switch_instance_name : self})

EED ZWAE SEIV| lot0], wSGIApplication 2| QIAEAEZ AT QEL|CE S5
AERILICE register HAME H#A| HEER{ Q| MMXI0|M SimpleSwitchRest13 2&i
4 UEE simple_switch_api_app 2H= 7| O|Z0|M dictionary 7HMIE HE§ILICH.

MdxtE FlolM det A
2 register HIMEE A
AO| OIAEIA Q]| HA|A S
@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler (self, ev):

super (SimpleSwitchRest13, self).switch_features_handler (ev)

datapath = ev.msg.datapath
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self.switches[datapath.id] = datapath
self.mac_to_port.setdefault (datapath.id, {})

2 ZefAQ| syitch_features_handler 2 2H{2t0|YELICE O] MM == SwitchFeatures O|HIE T}
AlZtol| OJHIE Z4A| ev Off ZZEHEl datapath JHME 71H 2 F, QIAHA WM syitches Off HERILICE ESE O[A|

7|0ll, MAC =4 E|o|20f| 7| Zt2Z Hl dictionaryS MA§tL|CL.

def set_mac_to_port(self, dpid, entry):
mac_table = self.mac_to_port.setdefault(dpid, {})
datapath = self.switches.get(dpid)

entry_port = entry['port']

entry_mac = entry['mac']

if datapath is not None:
parser = datapath.ofproto_parser

if entry_port not in mac_table.values():
for mac, port in mac_table.items():

# from known device to new device

actions = [parser.0FPActionOutput (entry_port)]

match = parser.0FPMatch(in_port=port, eth_dst=entry_mac)
self.add_flow(datapath, 1, match, actions)

# from new device to known device

actions = [parser.0FPActionOutput (port)]

match = parser.0FPMatch(in_port=entry_port, eth_dst=mac)
self.add_flow(datapath, 1, match, actions)

mac_table.update ({entry_mac : entry_port})

return mac_table

HEl AQ|X|0 MAC AL ZEE S26t= MM ESQIL|CE REST APIZ} PUT HAlo2 55

214 entry Ol= S5 Sl2{= MAC A2 AZ ZE ¥(pair)0| ZEE|0] JELICH
MAC 2 H|O|Z self.mac_to_port 2| HEE &ZEsl0] AR[X[0] S&E35t= EER =2
O|E £0{, MAC =2 H|O|20| CtZ2| MAC FA8 91Z ZE (pain)o| SEE[0] 1,
+ 00:00:00:00:00:01,1
Ql4 entry Off ME &l MAC ALt ZE ‘A (pair)0|
+ 00:00:00:00:00:02, 2
2, s 22|X|0f| SESH0F 5t E22 52 3 ZSLC
« O§&E =A: in_port = 1, dst_mac = 00:00:00:00:00:02 Z=X|: output = 2
« O§E Z=ZA: in_port = 2, dst_mac = 00:00:00:00:00:01 =X|: output =1
222 E*Esl SE2 BR 229 add_flow HIMEES A3t JELICL DXL, 2l
HEE MAC 2 HO|S0| MZfLICE

Ak

entry Of| A

=13
=

H

Al
o

Ctg
=2

i35t
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3.4. SimpleSwitchController S22 7

3.4 SimpleSwitchController 222 H§

CH22 REST APIO|| Lt HTTP 23 S 425t
Lk

rir

HEED SAYULICE S22 O|E2 SimpleSwitchController

class SimpleSwitchController (ControllerBase):
def __init__(self, req, link, data, **xconfig):
super (SimpleSwitchController, self).__init__(req, link, data, **config)

self.simpl_switch_spp = datal[simple_switch_instance_name]

MMXLOI M SimpleSwitchRest13 ZEAL| QUAHAE I ZLICE

@route('simpleswitch', url, methods=['GET'], requirements={'dpid': dpid_lib.DPID_PATTERN})
def list_mac_table(self, req, **kwargs):

simple_switch = self.simpl_switch_spp
dpid = dpid_lib.str_to_dpid(kwargs['dpid'])

if dpid not in simple_switch.mac_to_port:

return Response(status=404)

mac_table = simple_switch.mac_to_port.get(dpid, {})
body = json.dumps(mac_table)
return Response(content_type='application/json', body=body)

REST API URL2Z} dlfE Z2M|AE FoI5h= SEYLICE O Y#at URLDS| HERIFO] Ryulil M 2| & route |2
HOIHE At&st ASLIC

HF20|E{ 2 X|Fst= &2 th3at ZELIC

T
JE
L

URLS X|™gEtL|Ct. URLO| http://<AH IP>:8080/simpleswitch/mactable/<H|0|E{ ZAZID> 7}
E|=5 gL ch

- A e ol

HTTP HIMEE X|IFEL|Ct GET HIMES X|FetL|Ct

P

- Ul Hxy ol
XA QX9 A2 X|™ELICE URL(/simpleswitch/mactable/{dpid})2| {dpid} 5£0| ryu/lib/
dpid.py2| DPID_PATTERN Ol 2=l 16 X2|2 £l 16 ZI4-Z &|0{oF §L|Ct.

= B o142 X E URLOIA REST APIZ} 22 1 o] HTTP #HAl0| GET @1 Z 1ist_mac_table HAE
Z3tL|Ct o] HIMEL, {dpid} 220l M XIHE C|0|Ef ZZ DO 3iE5H= MAC F4 E|0|22 A5t JSONS 2
|0 SEXLOfA gretEuct

n

Eot, RyuO| A1ZE[X| 242, Y27t gl= A9|XI2| HO|E| = IDE X5t SH I = 4045 HrateiLct.

H

@route ('simpleswitch', url, methods=['PUT'], requirements={'dpid': dpid_lib.DPID_PATTERN})
def put_mac_table(self, req, **xkwargs):
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simple_switch = self.simpl_switch_spp
dpid = dpid_1lib.str_to_dpid(kwargs['dpid'])
new_entry = eval(req.body)

if dpid not in simple_switch.mac_to_port:

return Response(status=404)

try:
mac_table = simple_switch.set_mac_to_port(dpid, new_entry)
body = json.dumps(mac_table)
return Response(content_type='application/json', body=body)
except Exception as e:

return Response(status=500)

CI2e MAC 2 E|0|28 SE35H= REST APILICE.

URL2 MAC 2 H|O| 2 FSAI2| API2I S YSIX|THHTTP

EgtLiCt ol HMEE LiEEo=z AQIE FE °._¢E._¢°| set_mac_to_port HME SgLCL
put_mac_table HIAE LHOIA 0f|2|7} & st SE ZE BrEtSHLICE E8t 1ist_mac_table HIME
OFL|2} Ryuofl G1Z5HX| 42 O|X|2| AQ|X|2| C|O|E] B2 IDE Xléﬁf'ﬂ SE IE 4043 gratetL|Ct

HAMEZL PUTS| B2 put_mac_table HIMEE
CC

FE'- ro fol

REST APIE 713t A9|F 5{2E Adlal SAICH

MXrAC|Zl 5|2 9 20| MininetS AlS#BHL|C}. 047|ME ALQ|X| OpenFlow B{Z 0|l OpenFlow132 MAsl= ZHS
QUX| OHA|R. 0]0f REST APIZ F7}8

\J
-

F AQIE SIS AR

ryu@ryu-vm:~/ryu/ryu/app$ cd ~/ryu/ryu/app
ryu@ryu-vm:~/ryu/ryu/app$ sudo ovs-vsctl set Bridge sl protocols=0penFlowl3

ryu@ryu-vm:~/ryu/ryu/app$ ryu-manager --verbose ./simple_switch_rest_13.py

loading app ./simple_switch_rest_13.py
loading app ryu.controller.ofp_handler
creating context wsgi
instantiating app ryu.controller.ofp_handler
instantiating app ./simple_switch_rest_13.py
BRICK SimpleSwitchRest13
CONSUMES EventOFPPacketIn
CONSUMES EventOFPSwitchFeatures
BRICK ofp_event
PROVIDES EventOFPPacketIn TO {'SimpleSwitchRest13': set(['main'])}
PROVIDES EventOFPSwitchFeatures TO {'SimpleSwitchRest13': set(['config'])}
CONSUMES EventOFPErrorMsg
CONSUMES EventOFPPortDescStatsReply
CONSUMES EventOFPEchoRequest
CONSUMES EventOFPSwitchFeatures
CONSUMES EventOFPHello
(31135) wsgi starting up on http://0.0.0.0:8080/
connected socket:<eventlet.greenio.GreenSocket object at 0x318c6d0> address:('127.0.0.1"',
48914)
hello ev <ryu.controller.ofp_event.EventOFPHello object at 0x318ccl10>
move onto config mode
EVENT ofp_event->SimpleSwitchRest13 EventOFPSwitchFeatures
switch features ev version: O0x4 msg_type 0x6 xid 0x78dd7a72 OFPSwitchFeatures(auxiliary_id=0,
capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)
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move onto main mode

A= RE HA|X[0 * " (31135) wsgi starting up on http://0.0.0.0:3080/" * &0| =0, 0= Web MH{7} ZE
S 808022 AIHE|HSS LIEHALICE

Ct2 mininet shelloflA h10| A h22 pingS AldiEL|C}.

mininet> hl ping -c 1 h2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=84.1 ms

--- 10.0.0.2 ping statistics
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 84.171/84.171/84.171/0.000 ms

oll Ryu2| Packet-In2 3t YhAliSt D QU&LICE

EVENT ofp_event->SimpleSwitchRest1l3 EventOFPPacketln
packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:ff:ff 1
EVENT ofp_event->SimpleSwitchRest13 EventOFPPacketIn
packet in 1 00:00:00:00:00:02 00:00:00:00:00:01 2
EVENT ofp_event->SimpleSwitchRest13 EventOFPPacketIn
packet in 1 00:00:00:00:00:01 00:00:00:00:00:02 1

07| M, A2|F 31E2| MAC El|0|=2 AMSH= REST APIE &35l FAICE. O'H0fl= REST APIE SE517| 2I3H curl
YIS A S

ryu@ryu-vm:~$ curl -X GET http://127.0.0.1:8080/simpleswitch/mactable/0000000000000001
{"00:00:00:00:00:02": 2, "00:00:00:00:00:01": 1}

h1at h2 &= SAEJI MAC 2 HIO|20|M SH&E A2 2 4 ASLIC
O|Hofl= hi, h29] = SAEE 0|2 MAC =2 HIO|Z20]| &St ping2 A8 SLICEL HX AQE sEHQ}
MininetE £X|gtLICt. O Ct2 CHA| MininetE A|ZH5HD OpenFlow H{E S OpenFlow132 4™ § AQ|A F{EE

AIZFELC.

(26759) wsgi starting up on http://0.0.0.0:8080/

connected socket:<eventlet.greenio.GreenSocket object at Ox2afe6d0> address:('127.0.0.1"',
48818)

hello ev <ryu.controller.ofp_event.EventOFPHello object at Ox2afecl10>

move onto config mode

EVENT ofp_event->SimpleSwitchRest13 EventOFPSwitchFeatures

switch features ev version: O0x4 msg_type 0x6 xid 0x96681337 OFPSwitchFeatures(auxiliary_id=0,
capabilities=71,datapath_id=1,n_buffers=256,n_tables=254)

switch_features_handler inside sub class

move onto main mode

0|%, MAC F& Ei|°|§ YUHO|EE 2|8t REST APIE 2} SAEDILH SERILICE REST APIE S i HI0|E &4
2 { "mac" ""MAC A", “port": 914 LE S} | = §HL|C}
ryu@ryu-vm:~$ curl -X PUT -d '{"mac" : "00:00:00:00:00:01", "port" : 1}' http

://127.0.0.1:8080/simpleswitch/mactable/0000000000000001
{"00:00:00:00:00:01": 1}

ryu@ryu-vm:~$ curl -X PUT -d '{"mac" : "00:00:00:00:00:02", "port" : 2}' http
://127.0.0.1:8080/simpleswitch/mactable/0000000000000001
{"00:00:00:00:00:02": 2, "00:00:00:00:00:01": 1}
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O] YIS HASIH h1, h20|| CiS5h= 222 &F0| 29(X|0| SEELICE
0]0f h10j|A h22 pingS A&ligHL|Ct.
mininet> hl ping -c 1 h2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=4.62 ms

--- 10.0.0.2 ping statistics

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 4.623/4.623/4.623/0.000 ms

move onto main mode

(28293) accepted ('127.0.0.1', 44453)

127.0.0.1 - - [19/Nov/2013 19:59:45] "PUT /simpleswitch/mactable/0000000000000001 HTTP/1.1"
200 124 0.002734

EVENT ofp_event->SimpleSwitchRest13 EventOFPPacketIn

packet in 1 00:00:00:00:00:01 ff:ff:ff:ff:ff:ff 1

h=)
£
>
]
Rl
=2
rr
o
a
e
it
40
oot
i
i=)
I'PH
o

t7] 2 0ll Packet-In2 h10jlM h22 ARP 2F0| IS witt 2di5ta, of

3.6 de|

O] FUIALS MAC T4 BIOI2S AL YBI0IESH: 7158 SAOE REST APIS Z7F5Hs Wil s M3
LICE & SiLfo] 8Ol S QI%(0| Ysts B2 22 S7H5H 24T 20| REST APIS HED 52t
ol

A
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3 o{az|Ao|M

O olM= RyuE 0I8310{ 3 0{a2|A0|M 7|52 Foists WS 2EeiLCh

4.1 23 ojae|7o|M

213 o{32[AH|0|M2 IEEE802.1AX-20080]| A{ ’“°|El°*3'_ 02| S2[A 3ME [ otLte] =2[d H3IE X2lst=
7|=ILICt &3 ofaz2[70|M 7|52 EF HERT HX| 7t SA £ E SHAE £ Qo] SA0 E542 &t
Heto 2 Ast ZZ(fault tolerance)S SHAA|Z! 4= QI&LICEH

200Mbps bandwidth Not failed

Only line used

100Mbps V

100Mbps
Faster Higher fault-
communication tolerance

g3 o{a2|A0]M 7SS ME5IEH ZF HERIA ZH|0|M of'H QIEJHO|AE O OAFo= FE AIst= 8
= 0|2| si50{0f BfLCt.

23 o{32[A0|M 7|52 AMEste W= ZH2te| UE 3 EH|ofl chs =1 X[™st= FA ol dtdat LACP (Link
Aggregation Control Protocol)2tes Z2EZES AH2510] 7|52 Al&tol= SAQ1 Wio| QlELICH

S0l W2 Mejsts 9, 2 WIE T B0 ChSsts QIEIHOIANA LACP HIOlE R4S M7|Moz Mt
0f E410] 7H5BICH 242 M2 A& 81 SHIBLICE LACP HOJE R4 m8H0| SEHE|® DH0| LSt 202 215
Bh3 BEr LSS Bl Atg B7Hs et AE7H EILICL 1 2T, T2 ML L 2412 LoI| QIEIT0| A0 o3 ARt
O|ZO{ZILIC. O] W LIEYT FH|ZH| DICIof ZIHE| So| 7 FXI7H ZXfsts ZR0IE 57 x|l wroin
23 0128 URIE 4 QUCHs FHO| YBLICE 0 HOME LACPE 0183 S5 33 {12014 7158 THELCE
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Ryu &4 E2|0f Z&HE|0] )= sim
ME7| OpenFlow 1.30l CHE3}H= simple_switch_lacp_13.py2 SHSLIC} O] =
3 o{a2|AHo|M 7|52 F7I5t 28

LA

from
from
from
from
from
from
from
from
from

from

O|§

ryu.
ryu.
ryu.
ryu.
ryu.
ryu.
ryu.
ryu.
ryu.

ryu.

mple_switch_lacp.py= OpenFlow 1.0 M 22 =271
=

2H
[=]

Z2IAYLICE

- simple_switch_lacp_13.py

base import app_manager

controller import ofp_event
controller.handler import CONFIG_DISPATCHER
controller.handler import MAIN_DISPATCHER
controller.handler import set_ev_cls
ofproto import ofproto_vi1_3

lib import lacplib

lib.dpid import str_to_dpid

lib.packet import packet

lib.packet import ethermnet

class SimpleSwitchLacpl3(app_manager.RyuApp):

OFP
_con

def

Q@set
def

def

def

_VERSIONS = [ofproto_vi_3.0FP_VERSION]

TEXTS = {'lacplib': lacplib.LacpLib}

__init__(self, *xargs, x*xkwargs):

super (SimpleSwitchLacpl13, self).__init__ (xargs, *xkwargs)
self.mac_to_port = {}

self._lacp = kwargs['lacplib']

self._lacp.add(

dpid=str_to_dpid('0000000000000001"'), ports=[1, 2])

_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
switch_features_handler(self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser
install table-miss flow entry
We specify NO BUFFER to max_len of the output action due to

#

#

#

# 0VS bug. At this moment, if we specify a lesser number, e.g.,

# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets

# correctly.

match = parser.0FPMatch()

actions = [parser.0FPActionOutput (ofproto.0FPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER)]

self.add_flow(datapath, O, match, actions)

add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

inst = [parser.0FPInstructionActions (ofproto.OFPIT_APPLY_ACTIONS,

actions)]
mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)

datapath.send_msg(mod)

del_flow(self, datapath, match):
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>
o2

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

mod = parser.0FPFlowMod(datapath=datapath,
command=ofproto.0FPFC_DELETE,
out_port=ofproto.0FPP_ANY,
out_group=ofproto.0FPG_ANY,
match=match)

datapath.send_msg(mod)

@set_ev_cls(lacplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

in_port = msg.match['in_port']

pkt = packet.Packet(msg.data)

eth = pkt.get_protocols(ethernet.ethernet) [0]
dst = eth.dst
src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault(dpid, {})

self.logger.info("packet in %s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.

self.mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [parser.0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0FPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:

data = msg.data

out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,

in_port=in_port, actions=actions, data=data)

datapath.send_msg(out)

O@set_ev_cls(lacplib.EventSlaveStateChanged, MAIN_DISPATCHER)
def _slave_state_changed_handler(self, ev):

datapath = ev.datapath

dpid = datapath.id

port_no = ev.port

enabled = ev.enabled

self.logger.info("slave state changed port: ’%d enabled: %s",
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port_no, enabled)
if dpid in self.mac_to_port:
for mac in self.mac_to_port[dpid]:
match = datapath.ofproto_parser.0FPMatch(eth_dst=mac)
self.del_flow(datapath, match)
del self.mac_to_port[dpid]
self.mac_to_port.setdefault (dpid, {})

4.2.1 &8 3F 74

Mininet APIE &
22 0|5 : link_aggregation.py

#!/usr/bin/env python

from mininet.cli import CLI

from mininet.link import Link

from mininet.net import Mininet

from mininet.node import RemoteController

from mininet.term import makeTerm

if '__main__' == __name__

net = Mininet(controller=RemoteController)

cO = net.addController('cO')
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sl = net.addSwitch('s1')

hl = net.addHost('h1l')

h2 = net.addHost('h2', mac='00:00:00:00:00:22")
h3 = net.addHost('h3', mac='00:00:00:00:00:23")
h4 = net.addHost('h4', mac='00:00:00:00:00:24")

Link(s1l, h1)
Link(s1l, h1l)
Link(s1l, h2)
Link(s1, h3)
Link(sl, h4)

net.build ()
cO.start ()
sl.start ([c0])
net.startTerms ()

CLI(net)

net.stop ()

ryu@ryu-vm:~$ sudo ./link_aggregation.py

Unable to contact the remote controller at 127.0.0.1:6633

mininet> net

cO

sl lo: sl-ethl:hl-ethO sl-eth2:hl-ethl sl-eth3:h2-ethO sl-eth4:h3-ethO sl-ethb5:h4-eth0
hl hl-ethO:sl-ethl hl-ethl:sl-eth2

h2 h2-ethO:sl-eth3

h3 h3-ethO:sl-eth4

h4 h4-ethO:sl-ethb

mininet>

4.2.2 SAE h10|M &3 ojaz|Ao|M M
SAE h19] Linux0fl 28 AHM AF S HAIFAICE 2 FollMe B 2o tisiM=, SAE h12] xtermoi| &4
5l FHIL.

X &3 o{3az|A0|ME Qlst E2to|H BES ZEEHLICE LinuxOA= 23 o{32(7[0|M 7|52 24 E210|H
EHEESt QIELICE D|2] E2t0|H el 714 ntdE /etc/modprobe.d/bonding.conf2 &M EHLICL,

It 0|&: /etc/modprobe.d/bonding.conf

alias bondO bonding

options bonding mode=4

Node: h1:

root@ryu-vm:~# modprobe bonding
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mode = 4i= LACPE 0|88t SX 23 0{12|7|0[ & NS LIEFHLICE 7[=22017] 2ol 20| Y2x|0] ASLI
Chak, LACP H[O|E] X W8t F7|= SLOW (30 = M) =, 2l 2X2 SHX| MAC FAE 7|He =z St E 4L
o ASLIL

0[0{ bond00|2t= =2| QAEJH[O|AE M= ZHELICE L8 bond0 MAC Fa= XEst tS AFsiLCt

Node: h1:

root@ryu-vm:~# ip link add bond0 type bond

root@ryu-vm:~# ip link set bond0 address 02:01:02:03:04:08

o 2] Pletmo| ol B0l hi-eth02t hi-etho] S2/%| eIEfE0|AS HofAlLICk of uf, B2l Sletsolx
S e YEl2 § Tt UALICH Eat HHOR A= B2lF lE/HO|A| MAC FAS 27 42 ZoR YA
ot gick

root@ryu-vm: i i hl-ethO down

root@ryu-vm: i i hli-ethO address 00:00:00:00:00:11
root@ryu-vm: i i hli-ethO master bondO

root@ryu-vm: i i hi-ethl down

root@ryu-vm: i i hi-ethl address 00:00:00:00:00:12
root@ryu-vm: i i hi-ethl master bondO

2| QIE{HO|A0] IP A HEHEILICE 07]0 10.0.0.12 STELICE T3t hi-eth00] 1P 47} #2felof loa
2 0|2 Rzt

Node: h1:

root@ryu-vm:~# ip addr add 10.0.0.1/8 dev bondO
root@ryu-vm:~# ip addr del 10.0.0.1/8 dev hl-ethO

Opx|gtez, =2| QAHm|0|AE -datA|ZL|T,.

Node: h1:

root@ryu-vm:~# ip link set bondO0 up

Of|, zt 2lE{f|o] 22| HENE SFQIgtAILY.

=

Node: h1:

root@ryu-vm:~# ifconfig

bondO Link encap:Ethernet HWaddr 02:01:02:03:04:08
inet addr:10.0.0.1 Bcast:0.0.0.0 Mask:255.0.0.0
UP BROADCAST RUNNING MASTER MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:10 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:1240 (1.2 KB)

hl-ethO Link encap:Ethernet HWaddr 02:01:02:03:04:08
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:5 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:620 (620.0 B)

hl-ethl Link encap:Ethernet HWaddr 02:01:02:03:04:08
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UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:5 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:620 (620.0 B)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

=2|& QIE{m|0| A bondO7} MASTERO| 11, 22| QIE{H|0|A h1-eth02} h1-eth10| SLAVEE E|0{Q)
&LICL EESE bondO, hi-eth0, h1-eth12] MAC A7t & SYUSH| 0= HE & £ UELICEH

=) Sato|uio| Ml SHolshof Ehick

=

root@ryu-vm:~# cat /proc/net/bonding/bond0
Ethernet Channel Bonding Driver: v3.7.1 (April 27, 2011)

Bonding Mode: IEEE 802.3ad Dynamic link aggregation
Transmit Hash Policy: layer2 (0)

MII Status: up

MII Polling Interval (ms): 100

Up Delay (ms): O

Down Delay (ms): O

802.3ad info
LACP rate: slow
Min links: O
Aggregator selection policy (ad_select): stable
Active Aggregator Info:
Aggregator ID: 1
Number of ports: 1
Actor Key: 33
Partner Key: 1
Partner Mac Address: 00:00:00:00:00:00

Slave Interface: hl-ethO

MII Status: up

Speed: 10000 Mbps

Duplex: full

Link Failure Count: O

Permanent HW addr: 00:00:00:00:00:11
Aggregator ID: 1

Slave queue ID: O

Slave Interface: hl-ethl

MII Status: up

Speed: 10000 Mbps

Duplex: full

Link Failure Count: O

Permanent HW addr: 00:00:00:00:00:12
Aggregator ID: 2

Slave queue ID: O
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LACP Hi[0|E]| @4lo| m&tET| (LACP rate : slow)2t 28 %! AX (Transmit Hash Policy : layer2 (0)) &tol&t &
QI&LICE 5 22|A QIE{H|O|A h1-ethO2t hi-eth12] MAC FAE &tolgt 4 QAL|LCY.

0|7 SAE h12| AFH MH0| b2 E|&LICE.
4.2.3 OpenFlow HH 43

AR|X| s12| OpenFlow HE 2 1.3 2 MHEL|CE 0] HH U AQ|X| s12| xtermOi|A] A& 5F4A| 2.

Node: sl:

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

4.2.4 228 5|22 &

oct

O[Z7| ZH| 2Y0| AI=E[A, [i2tA] J2iM XZ0] 2H= Ry

c
0[0
olo
[kl
Hu
|
I
fjo
>
ol
ol
r
n

2IE 2 H|Z20|"Node: cO (root) 2! xtermOi|A] Ct2 HE S MalishL|C}

Node: cO:

ryu@ryu-vm:~$ ryu-manager ./simple_switch_lacp_13.py

loading app ./simple_switch_lacp_13.py
loading app ryu.controller.ofp_handler
creating context lacplib

instantiating app ./simple_switch_lacp_13.py

instantiating app ryu.controller.ofp_handler

SAE h12 30 201} 3 LACP BlOJEf RS BEBILICH AIHE EHA| 0|50, A9IXIE SAE h1O|A LACP
OlE| RIS 415101 413 20| F2iBLICt

Node: cO:

[LACP] [INFO] SW=0000000000000001 PORT=1 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=1 the slave i/f has just been up.
[LACP] [INFO] SW=0000000000000001 PORT=1 the timeout time has changed.
[LACP] [INFO] SW=0000000000000001 PORT=1 LACP sent.

slave state changed port: 1 enabled: True

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=2 the slave i/f has just been up.
[LACP] [INFO] SW=0000000000000001 PORT=2 the timeout time has changed.
[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.

slave state changed port: 2 enabled: True

2= O3S HEFLCY.
+ LACP received.
LACP Gl0|Ef Et9IS 4MBLICY.
+ the slave i/f has just been up.

HIghdst SEHATE ZETL 2dst SEf 2 HAE[ASLICL
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« the timeout time has changed.

LACP Cf|lO|H SX0of cist S41 RLIE{Z A[ZHO| HAKIQASLICH (0] 2 =7| &Ef 0 =Of|A
LONG_TIMEOUT_TIME 90 =& HZA=EIL|C}.

« LACP sent.

Bl CHEF LACP Cll0[H RS MERSLIC

00
mh

- slave state changed ...

LACP 2t0|E22{2|0j|A] ~* EventSlaveStateChanged "~ O|HIEEZ 28 T2 20| A5 SLICH
(O|HIEQ| XtA|SH LHE-2 of2lf &=x).

AQ|X|= SAE h10]|A LACP G|O|E| 942 AAl8H mjofC} LACP H|0|E] WS Sctoz MAFH|C}

Node: cO:

[LACP] [INFO] SW=0000000000000001 = received.
[LACP] [INFO] SW=0000000000000001 = sent.
[LACP] [INFO] SW=0000000000000001 = received.
[LACP] [INFO] SW=0000000000000001 = sent .

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=14.565s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809 actions=
CONTROLLER:65509

cookie=0x0, duration=14.562s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=1,dl_src=00:00:00:00:00:11,d1_type=0x8809 actions=
CONTROLLER :65509

cookie=0x0, duration=24.821s, table=0, n_packets=2, n_bytes=248, priority=0 actions=
CONTROLLER:65535

ARIX|E
+ h19| hi-eth1 (&3 ZE 7} s1-eth20| Al MAC =47} 00:00:00:00:00:12)0{| A LACP H|O|E{ @Y (ether-
type7} 0x8809)0| MAE|™ Packet-In HA|X] E HH

+ h12| hi-ethO (22 ZE7} sl-eth10f|A MAC =27} 00:00:00:00:00:11)0| A LACP H|0|E{ 84 (ether-
typeZ} 0x8809)0| & &M Packet-In HA|X] & B

o TALQIZEI 5{H QF Z+2 Table-miss E2L &=
N 7tX| EE22 &50| SEE|0f J&LIC

4.2.5 23 o{az|Ao|M 7|5 &tol

-

1y

ofm
r=
I
H1
0ok

M, 3 o{az[Ao|Mof 2lgt 4l Ko gFatS SQIRtLICH SAl0)| [t 02| A3 E A8dt= BES AL EA
c}
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MK SAE h20|A SAE h10]| sl pingS AlstistL|Ct
Node: h2:

root@ryu-vm:~# ping 10.0.0.1

PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.

icmp_req=1 ttl=64 time=93.0 ms

icmp_req=2 ttl=64 time=0.266 ms

1
.1
.1: icmp_req=3 ttl=64 time=0.075 ms
1

icmp_req=4 time=0.065 ms

ping2 7% ELE S0, AQIX| s12| 222 =8 &olghLCt
Node: sl:

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=22.05s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809 actions=
CONTROLLER :65509

cookie=0x0, duration=22.046s, table=0, n_packets=1, n_bytes=124, idle_timeout=90,
send_flow_rem priority=65535,in_port=1,dl_src=00:00:00:00:00:11,d1_type=0x8809 actions=
CONTROLLER :65509

cookie=0x0, duration=33.046s, table=0, n_packets=6, n_bytes=472, priority=0 actions=
CONTROLLER :65535

cookie=0x0, duration=3.259s, table=0, n_packets=3, n_bytes=294, priority=1,in_port=3,dl_dst

=02:01:02:03:04:08 actions=output:1

cookie=0x0, duration=3.262s, table=0, n_packets=4, n_bytes=392, priority=1,in_port=1,dl_dst

:00:00:00:00:22 actions=output:3

U &l AN F E22 &=0| FIHE|0 ASLILE. duration 20| X2 4 MM} 5 B SF=QiL|Ct.

M LHELHZ|

root@ryu-vm:~# ping 10.0.0.1

PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.

64 bytes from 10. 1: icmp_req=1 ttl=64 time=91.2 ms

64 bytes from 10. 1: icmp_req=2 ttl=64 time=0.256 ms

64 bytes from 10.0.0.1: icmp_req=3 ttl=64 time=0.057 ms
1

64 bytes icmp_req=4 time=0.073 ms

ping2 7% EUE S, AR s12] 22 &52 EQIELCL
Node: sl:

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows sl

3 ZE (s1-eth3, & h2 Ci&k QIE{H|0|A)0 A h12] bondOL 2 &5t T3l S 4=4161M 18 ZE (s1-eth1)0f|

OFPST_FLOW reply (OF1.3) (xid=0x2):
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cookie=0x0, duration=99.765s, table=0, n_packets=4, n_bytes=496, idle_timeout=90,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809 actions=
CONTROLLER :65509

cookie=0x0, duration=99.761s, table=0, n_packets=4, n_bytes=496, idle_timeout=90,
send_flow_rem priority=65535,in_port=1,dl_src=00:00:00:00:00:11,d1_type=0x8809 actions=
CONTROLLER :65509

cookie=0x0, duration=110.761s, table=0, n_packets=10, n_bytes=696, priority=0 actions=
CONTROLLER :65535

cookie=0x0, duration=80.974s, table=0, n_packets=82, n_bytes=7924, priority=1,in_port=3,
dl_dst=02:01:02:03:04:08 actions=output:1

cookie=0x0, duration=2.677s, table=0, n_packets=2, n_bytes=196, priority=1,in_port=2,dl_dst
=00:00:00:00:00:23 actions=output:4

cookie=0x0, duration=2.675s, table=0, n_packets=1, n_bytes=98, priority=1,in_port=4,dl_dst
=02:01:02:03:04:08 actions=output:2

cookie=0x0, duration=80.977s, table=0, n_packets=83, n_bytes=8022, priority=1,in_port=1,
dl_dst=00:00:00:00:00:22 actions=output:3

UZ Eelet AN F E2L &F0| 7|0 JAELICE duration 20| 22 THI Mt 0141 s SSLICE
ZtzE
i e |

« 2 ZE (s1-eth2)0l|M h30f|A| ZHZIE £2161H 4 H EZE (s1-eth4) 2 LHELH7|

4 H ZE (sl-eth4 & h30|| Cf S5t= 2 H 0| A)0|M h12] bondOSE &ste= T3S £ ASIH 2 H ZE
(s1-eth2)2 L{EHL}7|

2= B2 F2YLICH h3eth1 AL0]e] SHOE si-eth27t AL E 22 2 4 ABLICH

rr

£8 S2E h40|M SAE h1ZE pingS 2¥E & ASLICL X[S7HXI OEPVIXZ M22 E22 50| SEH
AL, hagt hl Ato]2] S410]= s1-eth10] ALEELICE

CHa SAE | A8 ZE
h2 1
h3 2
h4 1
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olet Zo| Siloff w2t 02 I E A3t

rir
H
o>
jo
ol
©
o

4 123

o

m

=8

ﬂ2'.'
0

g3 o320l Me| 2tz

Zsh 2
h1t SAIe off s1-eth2E AR5},

St
=

2(fault tolerance)0f| L3t 8kAt0| QI=X|Z &tOIBHL|C} A A& h2Qt h47}
h30| h1et S48 = s1-eth12 Argguq_

017|M s1-eth1 QIE{H|O| A0|| CH25}= hi-ethOE 213 o{a2|A 0| JZ0|M E2|A| 2L

Node: hi:
root@ryu-vm:~# ip link set hl-ethO nomaster

h1-eth00| ZX|=|A7[0l, ZAE h30j|A SAE h10] ping0| HLHX|X| tELICE S410] EX| = ELER AlZHO|
90 =7} d1fstM HEEC|2| S& =10]| Ch3at 22 HAIXIZF S ELICt

Node: cO:

[LACP] [INFO] SW=0000000000000001 PORT=1 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=1 LACP sent.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP received.

[LACP] [INFO] SW=0000000000000001 PORT=2 LACP sent.

[LACP] [INFO] SW=0000000000000001 PORT=1 LACP exchange timeout has occurred.

slave state changed port: 1 enabled: False
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LT O17]0f|l M= st

FLACP exchange timeout has occurred..2 &
o
=

SEIUE ZE MAC A ME0 EER 85 S ARIRIE AERH 5.—?— | &EiE = ST
c}.
M2 S0 MM MZ2 MAC FAT} SHEE(1 0Il= 230 085101 222 &30| CiA| SEELICL

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

duration=364.265s, table=0, n_bytes=1612,
send_flow_rem priority=65535,in_port=2,dl_src=00:00:00:00:00:12,d1_type=0x8809 actions=
CONTROLLER :65509
duration=374.521s,
CONTROLLER :65535

cookie=0x0, n_packets=13, idle_timeout=90,

cookie=0x0, table=0, n_packets=25, n_bytes=1830, priority=0 actions=

cookie=0x0,

=02:01:02:03:

cookie=0x0,

=00:00:00:00:

cookie=0x0,
=02:01:02:03
cookie=0x0,
=02:01:02:03

cookie=0x0,

=00:00:00:00:

cookie=0x0,

=00:00:00:00:

duration=5.738s,
04:08 actions=output:2
duration=6.279s,
00:23 actions=output:5
duration=6.281s,

duration=5.506s,

duration=5.736s,
00:21 actions=output:3
duration=6.504s,
00:22 actions=output:4

table=0,

table=0,

table=0,
:04:08 actions=output:2
table=0,
:04:08 actions=output:2
table=0,

table=0,

n_packets=5,

n_packets=5,

n_packets=5,

n_packets=5,

n_packets=5,

n_packets=6,

n_bytes=490,

n_bytes=490,

n_bytes=490,

n_bytes=434,

n_bytes=490,

n_bytes=532,

priority=1,in_port=3,dl_dst
priority=1,in_port=2,dl_dst
priority=1,in_port=5,dl_dst
priority=1,in_port=4,dl_dst

priority=1,in_port=2,dl_dst

priority=1,in_port=2,dl_dst

SAE h3 0f gt ping0| ST E[ACH AL ELIC

Node: h3:

144
icmp_req=145
146
icmp_req=237

time=0.193 ms
time=0.081 ms
time=0.095 ms

icmp_reqg=

icmp_req=
time=44.1 ms
52 ms
371 ms
103 ms
067 ms

icmp_req=238 time=2.
239

icmp_req=240

icmp_req= time=0.

time=0.

o O O O © O o o
OO O O O © O o o
T

time=0.

icmp_req=241

T

4.3 Ryu2| &3 0o{a2|AH|0|M 7|5

O|H| OpenFlowE 0|&3t0] 02| 23 0{12|A|0|M 7|50| MBS ==%| 2ot HAEL|CE

LACPE 0|83+ 23 0j12]0|42 ChEAIZ SAEILICH TLACP Hl0|E 512 m$H0| MBHOR 0|20{K|2 Yl
4 O|E o

Seto= stie 22| B H|o|A= AL, "LACP HIO|E fRlo| weto]| #7|HM sy E2|X AEH0|AE RE. =
2| QIE{H|0|AE HIgHYSlst= A2, O QIE{H0|AE MESHE E22 &F0| EXHA| §h=Ch= 2|0l ASLICH

tEkA,
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3 ojaz|#Ho|Md

+ LACP HIO[E| 412 $M51H SEHS AA510 bt
+ LACP Hl0[E| 50| & AIZ 241 & £ 8l A9 ST 22| QIE{HO|AS AS B2 20l ARI5ta
0% 8Tt QIEIHOIAS AISSIEE B2 $20| 52
. 2571 € 22| IEHO0|A0A LACP HlOJE| RLIS W2 AL STt QIE{H|0|AS ChA| E5H
- LACP 0[5 S Ol2lo| THZISrA9ls! 51 M2 shey HE
st M2|S FHIsHH Y3 oja2|A(o|Me] 7|2 S2t0| JHSETILICL LACPY| BEiEls RED QUx| gk KE0|
wafshA| Lhel0f 917] 0]l LACPO| B8t HES LACP Blo|2{a|2 Salstn, 13X| 22 BEErAE 5u A
913 5|22 SR HEj2 TEE,
LACP GOJE| R4 241A] SE T T4 S22 gHEgtozE A3 27H55l7| H20f Packet-In HA|X|S AHR510]
OpenFlow ZHEZ{0M H2|S SaELIct
ZM: LACP LIOJE| R418 Mot 2| QIE{H0| AL 1 ofalo] mfa} ACTIVES} PASSIVER ERELICH ACTIVES 2 AlZin}
Ch LACP HIOJE| R518 EUIT S41 MEIS 5SSO SOIEHLITh PASSIVEE ACTIVEOIA H&E LACP HIOJE S4IS 4413
S 0 SES BHEHS10] B4l AEHE 2EHOR Solgt|c

Ryu &3 o{2|7|0|M

=

2UH AlZt LACP Cl|OJE

oL HEX| 25t

O X2[5t7| i =20,

TTAE & — o
LACP H|O|E] 40| CHEt Packet-In 2 Yo7 |= E2R EFEOH |dIe_t|meout.§ MA3ID Or=2 A| FlowRemoved |
AXIE 2L E=E 5101 OpenFlow ZAEZ2{0f| A S CIE{H|O| AT} H|EHM S} ME{C|2tE X217t 7HsSHELICH
H| 29 SHEl CIE{H| 0| A0 A LACP H|O|E SiIo| mEto| R7HEl Z L X2|= LACP HIO|E| {1 £=4IA|2| Packet-In
HIAIX] siS2{0llM ST QIE{H|O| A | 2N} / H|ZH M3 MEE &Hol-Hot0] M| SELICH
RS = ‘|ﬂ|0|*7f H|g-d3t £ S M, OpenFlow ZIEE2{0|AM2| XME|2 " 5T QUE{L|0|AE AEdH= EEQ
StE APH"E sl SHH B A HO|X|2t, O2{Lt 0|2 6K = L&LIC
OIE =01, 3719 22|A QE{H|0|AE O E5Ist0] At2st= =2|H QIE{H|0|ATF Q1 2l =2|7t * " S1pF 2l olF

H|0[A £=0f 2|3t MAC F& LIHA[" 2f11 E|0{l= BRE 7P RiLC.
QIE{H 0| A1 QIE{H 0|22 QIE{H 0|23
MAC F=A9| LIHX|:0 | MAC 29| LIHX[:1 | MAC FA9| LIHX|:2
a2|3 zh 221X QB H|0|AE AIESH= 222 &=0| Ch32t 20| 3 714 SEE[0f AU BL|ch

QIE{H|0] A1

QIE{H|0] A2

QIE{m|0] A3

Z2:00:00:00:00:00:00
FA:00:00:00:00:00:03

F2:00:00:00:00:00:06

Z=2:00:00:00:00:00:01

FA

00:00:00:00:00:04
F=2:00:00:00:00:00:07

Z=2:00:00:00:00:00:02
ZF=A:00:00:00:00:00:05

F=2:00:00:00:00:00:08

FA9| LM X| 2hs 24l =20 w2t

017|M QIE{H|0|A 10| H|Z-gatE = utH el QI T 0] A £0f 2|3 MAC
CtSat 20| 2HH=I0{of & A LICt:

QIE{HO|AL | QIE{H|O]A2 QIE{H|0] A3

H| &5} MAC F22| LIHX|:0 | MAC F4A2| LHHX|:1
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QIE{m|0] A1 IE{H| 0] A2

QIE{m|0] A3

A
00:00:00:00:00:00
Z2:00:00:00:00:00:02
F2:00:00:00:00:00:04
ZF2:00:00:00:00:00:06

4| re

ZF2:00:00:00:00:00:08

F2:00:00:00:00:00:01

FA:00:00:00:00:00:03
F4:00:00:00:00:00:05
Z2:00:00:00:00:00:07

QIE{H 0| A 10| AtESIH E22 &
St o o

EE3k ChA| ZHAE|0{0} 8 T}
274%] QLich

ot ofL|2} 07| A
Ct. 0|2 22X QIE{H|0|A S AHE ot

Eh
T

QIE|H|0|A 32| Z2R &5
OtL|2} g3tz S = Of

2 2 9l=(|
=2 T MA

OIE{T{|O| A 2

kA, 22 QlE oA gdst / H|gdst SEf7 HAEIS 2 Mel= sl 22X QlEmojA7t 2
B =2|& QEjH 0| A0 Z3tE|= BE S2IH QEH0|AS AESH= E22 &5S AMN|=|0{0F §LICH

FM: 28] =2|0fl chaiM = Amo = Fol|of JUX| 1, 2t 7|7[2] Foof| #E = ASLICE Ryu P32 0{O2|A0|M S8 =2
O2 s 2 X2 BAS AE3HX| 81, thEsh= % il | o5l ZHliE B2E A5t AFLIT

oi7[0ME CHE 2
LACP 2jo|=a{2|
- LACP H|O|Ef 8%
- LACP |0l R2f
+ LACP H|O|E] |49

N LEE

- LACP 2fo|E2]{2|e| SXIE ot =7|3t7t

+ LACPOIO|E &
LACP 2to|H2{2| Y AR|F &
ryu/lib/lacplib.py

ryu/app/simple_switch_lacp.py

S oleof mfzl2 7| &=

FM: simple_switch_lacp.py= OpenFlow 1.0 M &

21 OpenFlow 1.30]| CHS5}= simple_switch_lacp_13.

228 o=
py E7

0[7| mE20i| O] FolME="Ryu A oM ME

oz 28 mZ=a2Mo| XtM|5H LI

4.3.1 LACP ZfojEg{2| &

o= ’é*oilklf flel 715

ot HAHA 3

=2

—

& QIE{m|0|A Y
g3 o{azZ|Ao|M 7|2
s
def add(self,
# ...

assert isinstance(ports, list)

dpid, ports):

Of LACP 20|22 2|0f| A OfEH FREIRAE=XIE 2T LI 2AEE
Zl0fl CHsli M= ARl AAE FHESHIAIR.

Argsl2{H oftd HE|3 7|7|0|A o™ QIE{H[0[AS o™
o|2| sjof L|Ct LACP 2to|E2{2|= CHeT

|.er |:||-|:Ho§ o| )L'IX-IO ol'[_||:|-
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assert 2 <= len(ports)
ifs = {}
for port in ports:
ifs[port] = {'enabled': False, 'timeout': 0}
bond = {}
bond [dpid] = ifs
self._bonds.append (bond)

2l4=o| L2 Ct3 1t ZELIC.

dpid

OpenFlow A2|X|2| Cf|0|E] AE IDE X|HgLICE
ports

JEste ZE WS 253 X|FEL L

i

0| IMEE S&5}0f LACP 2t0|E2{2|= X|HE H|0|E| A= ID2| OpenFlow AL|X[e| X|HE ZEE slLIQ| OF
O 7tFgiL|Ct. 012 35S PHS2M add() HIMEE Bt5st0] SE§LICE EESH =2|H QIE{m[0] A0 &EHE MAC
FAE OpenFlow AR|X|7} 71X = LOCAL ZELQ U517 XAtSO 2 AIZEIL|CE

#3: OpenFlow 22|X[0|M 22(X| Xx| 7|S2Z 3 0{22|A0|M 7|58 HSst= A AFLITH (ODen vSwitch S). 017
OlME J2{gt A2|X| XtH[2| 7|52 AsHA| 241, OpenFlow ZIEE2{2| X[0{0]| 2fa 23 o{T2|A|o|M 7|5S F&stL|ct

Packet-In X2|

FAQIE o ;2 i MAC A7} ehEE[X| 942 42 B2 13l 2 flooding®fL|Cl LACP Ci|0|E X2 2IFsH 4|
E |3 ZH|ZHof| A2t E_ E|ofof 5t, CHE 7|70l M &M &3 o{J2[A|0|M 7|s0| M2 SEFsHX| &
J2§A " Packet-In =41 THZI0| LACP G[O|E{ S0 XxtEkstil LACP G[O|E f4 0|2[2] mizlo[M A sEQ|
SEHof| Z7ICH 2t X1EI§ Moo, A2|ZE 5{H0|M= LACP C|O|E RAE HO|X| Z=E FLIC

@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def packet_in_handler(self, evt):
"""PacketIn event handler. when the received packet was LACP,
proceed it. otherwise, send a event."""
req_pkt = packet.Packet(evt.msg.data)
if slow.lacp in req_pkt:
(req_lacp, ) = req_pkt.get_protocols(slow.lacp)
(req_eth, ) = req_pkt.get_protocols(ethernet.ethernet)
self._do_lacp(req_lacp, req_eth.src, evt.msg)
else:

self.send_event_to_observers (EventPacketIn(evt.msg))

O|HIE $HS2 XtHE"ARE 52 2 Z&LICE BH2 HA|X|0f| LACP Ci|O|E| RR0| Z&t=|0 QU=X| o1 &0 w2} 3
=o10{ X¢2|5t1 JUSLICH

LACP |0l g% 0| =& =l Z < LACP 2to|E2{2|7} 415t LACP HIO|Ef R & XMa|&L|Ch. LACP
O olE 40| Z&HEX| ¥ 2§-?— send_event_to_observers()2t= HMEE &5t YSLICL oA

ryu.base.app_manager.RyuApp Z2{A0| H2|El O[HIEE M&3517| IS e L.

FAR|ZE 512 0l A Ryuoi| H2|El OpenFlow HIA|X| =21 OJHIEOf| CHal QAZotRAKX|CH AHXLZL ZIF O|HIE
& &5 QIALICE o2 AAO|M XE|6H= EventPacketIn O|HIELS LACP 2t0|E2{2|0f| A MM EI AFRX}
B

ol

9| 0|

ox mlm
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class EventPacketIn(event.EventBase):
"""a PacketIn event class using except LACP."""
def __init__(self, msg):
"""initialization."""
super (EventPacketIn, self).__init__()

self.msg = msg

AH2X} ol O|HIE = ryu.controller.event.EventBase S| A S A£510] BHSL|CH O[HIE ZejA0||M Z 6= O
O|E{0l| st M|SH2 QI&LICE EventPacketIn 22iA = Packet-In HIA|X|0f| 2|5l 22 ryu.ofproto.OFPPacketin
QIAHAZS OH2 ANt Q&L

ALEAL F2| O|MIEE +~4I5Hs B TS M= FlolA et Ct.

ol

EE st Aell A0 M2 X2

1]
nl

g3t / H|

1. LACP HIOlE} R4S Ure EE7} HIZHst MEfOIT EHA5t MEZ HZstn M7}t RIS S OMER §
Rgtict

2. E410] E[X| 9= C7] AlZtEFRIOLR0| HAEl AL, LACP HIO[E 518 4418 0 Packet-Ing HLj= B2
2 =22 CH| S2Lict

3. 22 LACP Ho|H |40 chet SES 2yt HL|ct

ow

20| chet M2| L2 Of{|"LACP H|O|E| R0 CHEF Packet-InS HLi= Z22 = X
LH&2 Of22|"'LACP H|O|E] RA0f Cist &40 M2[ JoflM b2t AygtL(ch 0f7|of 1E 10 cist X2| 222 29
sH|C}.

=

def _do_lacp(self, req_lacp, src, msg):

# when LACP arrived at disabled port, update the status of
# the slave i/f to enabled, and send a event.
if not self._get_slave_enabled(dpid, port):
self.logger.info(
"SW=%s PORT=%d the slave i/f has just been up.",
dpid_to_str(dpid), port)
self._set_slave_enabled(dpid, port, True)
self.send_event_to_observers(
EventSlaveStateChanged (datapath, port, True))

_get_slave_enabled() HIME= X|H™HEl AQ|X|2| sIE EZETI R=55HK| {82 E 71 ZLIC} _set_slave_enabled() H| A
EE= XFE AQX|| s ZEof CHSt 25} / HIZHg St AEiE ME gL o).

Pl 220N HIEY HEf2] ZEO|M LACP HO|E RRS H2 42 ZE YEi7 HEE UYL= AS LIEIW=
EventSlaveStateChanged 2h= AFEXAL 2| O|HIES MEBiLILCY.

class EventSlaveStateChanged(event.EventBase):
"""a event class that notifies the changes of the statuses of the
slave i/fs."""

def __init__(self, datapath, port, enabled):
"""initialization."""

super (EventSlaveStateChanged, self).__init__()

self.datapath = datapath

self.port = port
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self.enabled = enabled

EventSlaveStateChanged O|HIE= ZEJ} #43IE|RlS W CHE ZEJI HIZY3IE ZR0 = MEELICH HIE

Mg o] X2|="FlowRemoved HA|X|2] =41 K2| 0l =] YE&LICE.

EventSlaveStateChanged S2iA0= CHS HE 7t ZetELICE

- EES BYSH/ HIEAE} Ml HHO| LAIE OpenFlow A9

foh

+ EAEH/ HIZE MEf 0| WA ZE

o

0 ==
= =

ojn

LACP HIO|E| {40 CHgt Packet-Ing ELi= E22

LACP Cf|O[E| R%I2| Wt F7|i= FAST (ZE)2t SLOW (30 =0tthe| 2 ZF77F F2l=|of AELCh 3 o{32(#(0]
Mol AtFoIM = wetFE719] 3 Hie| AjZkESet S210| E|X| eh= HEN7E AILEE 42, O EEo|A= 3 ofa2[7
o] aF0A He|=|2 T2 MEf| AEE|X| FELIT

[l — ]

[E=

LACP 20|E22{2|= LACP H[O|E] RIS &S W Packet-In0fl st 2=
AlZt (SHORT_TIMEOUT_TIMEE 3%, LONG_TIMEOUT_TIMEE 90 X
BLIHYE A5t SHT

WEHE7|7t HFE F2 idle_timeout A|ZH= CHA| EE3H{0F 5tE2 LACP 2t0|22{2]= Ch3at Z0| =0 A5
Ct.

=S EYsts B, wetE7|9| 3 HiQ|
3l

dle_timeoutzZ M 3510{ H|&AM3}0] Chst

def _do_lacp(self, req_lacp, src, msg):
#

# set the idle_timeout time using the actor state of the
# received packet.
if req_lacp.LACP_STATE_SHORT_TIMEQUT ==
req_lacp.actor_state_timeout:
idle_timeout = req_lacp.SHORT_TIMEOUT_TIME

else:

idle_timeout req_lacp.LONG_TIMEOUT_TIME
# when the timeout time has changed, update the timeout time of
# the slave i/f and re-enter a flow entry for the packet from
# the slave i/f with idle_timeout.
if idle_timeout != self._get_slave_timeout(dpid, port):
self.logger.info(
"SW=%s PORT=%d the timeout time has changed.",
dpid_to_str(dpid), port)
self._set_slave_timeout (dpid, port, idle_timeout)
func = self._add_flow.get(ofproto.0FP_VERSION)
assert func
func(src, port, idle_timeout, datapath)

3 )| idle_timeout Z} 2 7} § 2 L| Ct
idle_timeout 2} SE¢&rL|CE =7| AEj 2l 2
OZ MHL|0] Q7| W20l {22 LACP HO|E| &

_getslave_timeout() Ml M E = X[ H & A 2 X[ 2 &Y
_set_slave_timeout() M E = X| A=l
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At&3H= OpenFlow H{FO| L2t OFPFlowMod 22 A2 *”“X}°|*7PEFE7I 20l HH IEFEFI*"*?J% b

S 52 #¥S B2 FLIC, 22 OpenFlow 12 0401 AIBSHE B2 812 S5 wiLich

Hu

ool

o
T

def _add_flow_vi1_2(self, src, port, timeout, datapath):
"""enter a flow entry for the packet from the slave i/f
with idle_timeout. for OpenFlow verl1.2 and ver1.3."""
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

match = parser.0FPMatch(
in_port=port, eth_src=src, eth_type=ether.ETH_TYPE_SLOW)
actions = [parser.0FPActionOutput(
ofproto.0FPP_CONTROLLER, ofproto.OFPCML_MAX)]
inst = [parser.O0FPInstructionActions(
ofproto.0OFPIT_APPLY_ACTIONS, actions)]
mod = parser.0FPFlowMod(
datapath=datapath, command=ofproto.0FPFC_ADD,
idle_timeout=timeout, priority=65535,
flags=ofproto.0OFPFF_SEND_FLOW_REM, match=match,
instructions=inst)

datapath.send_msg(mod)

2l 220 M ="CHESH= QB H|0[AM LACP H|O|E RS #2 Z2 Packet-In2 2.0l sligsts Z222 52
S410| & A5HX| b= ELIEIR™ AlZtol| Cish 71 52 @M &=2l= ¥t AsU T

LACP HIO|E| |4lof CH

2

S X2

LACP H|O|H RS &

S MTZE SY3/ HEYS JEf HFE0| I E 2| EEETLACP CIOJE RS0 Cist
Packet-In2 HLi= Z22 ¢ SE S At E S

Bl CHEr LACP Cilo[E fXS BHS0{ T&eL|Ch

def _do_lacp(self, req_lacp, src, msg):

# create a response packet.

res_pkt = self._create_response(datapath, port, req_lacp)

# packet-out the response packet.

out_port = ofproto.0OFPP_IN_PORT

actions = [parser.0FPActionOutput (out_port)]

out = datapath.ofproto_parser.0FPPacketOut (
datapath=datapath, buffer_id=ofproto.0FP_NO_BUFFER,
data=res_pkt.data, in_port=port, actions=actions)

datapath.send_msg(out)

2 220M ZEE|= create response() HIME= SEHE W20 Cigt MY M2|YLICE. O F, SEE= cre-
ate_lacp() HIME SEHOI| CHEF LACP HO|H XIS 2HE1 ASLICH 2dst SEHE A2 LACP HO|H {4 4

FZE0|A Packet-OutA|ZIL|CE.

LACP H|O|E] R%l0ll= &S (Actor) HELL #4F (Partner) YEE HFFILICH 22 LACP IO |40 = H
&5 YEol= ti83t= AHH|0[A HEIL 7|1ZE|0 A2E =, OpenFlow A9|X|0f|A SES gheret mj OAS Bh=

HEZ Aot

def _create_lacp(self, datapath, port, req):
"""create a LACP packet."""
actor_system = datapath.ports[datapath.ofproto.0OFPP_LOCAL].hw_addr

res = slow.lacp(
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#
partner_system_priority=req.actor_system_priority,
partner_system=req.actor_system,
partner_key=req.actor_key,
partner_port_priority=req.actor_port_priority,
partner_port=req.actor_port,
partner_state_activity=req.actor_state_activity,
partner_state_timeout=req.actor_state_timeout,
partner_state_aggregation=req.actor_state_aggregation,
partner_state_synchronization=req.actor_state_synchronization,
partner_state_collecting=req.actor_state_collecting,
partner_state_distributing=req.actor_state_distributing,
partner_state_defaulted=req.actor_state_defaulted,
partner_state_expired=req.actor_state_expired,
collector_max_delay=0)

self.logger.info ("SW=%s PORT=%d LACP sent.",

dpid_to_str(datapath.id), port)
self.logger.debug(str(res))

return res

FlowRemoved HA[X|2] =M X{2|

K™=l A|ZH SOt LACP 4|0|E| 84l mzto| O|F 0 X|X| 222 ™ OpenFlow A%< FlowRemoved HA|X| &
OpenFlow ZIEE2{0]| EHL|C},

L — —

@set_ev_cls(ofp_event.EventOFPFlowRemoved, MAIN_DISPATCHER)
def flow_removed_handler(self, evt):

FlowRemoved M| A|X|E £l

"""FlowRemoved event handler. when the removed flow entry was
for LACP, set the status of the slave i/f to disabled, and
send a event."""
msg = evt.msg
datapath = msg.datapath
ofproto = datapath.ofproto
dpid = datapath.id
match = msg.match
if ofproto.O0FP_VERSION == ofproto_v1_0.0FP_VERSION:
port = match.in_port
dl_type = match.dl_type
else:
port = match['in_port']
dl_type = match['eth_type'l
if ether .ETH_TYPE_SLOW !'= dl_type:
return
self.logger.info(
"SW=%s PORT=%d LACP exchange timeout has occurred."
dpid_to_str(dpid), port)
self._set_slave_enabled(dpid, port, False)
self._set_slave_timeout (dpid, port, 0)
self.send_event_to_observers(
EventSlaveStateChanged (datapath, port, False))

72
HA =

o] H&t M3l MEHE M A5t _set_slave_timeout() HI M EE AIE5}10{ idle_timeout

send_event_to_observers() HIA{{E& At&38}0] EventSlaveStateChanged O|HIEE HHML|CL
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Ryu 22 T2 2 A3 ,0f L}t = OpenFlow 1.3 0f Ci25t= 23 ofa2|AH 0| 28 T2 (sim-
ple_switch_lacp_13.py)2F A 2| 512 AR §{Eeto| X}0|E Rl =2 MYgh|Ct.

r_CONTEXTS.&%™

ryu.base.app_manager.RyuAppS &= Ryu 2 T2 22 CONTEXTS dictionarydll C}2 Ryu 22 =271
S MMot0{ CI2 88 T2 IS WO A oM M#AIZ 5~ UAELICE 017]0| M= LACP 2t0|E2{2| LacpLib
S2jAEacplib,2H= 0|22 27 CONTEXTS,ZS MAFHL|C}.

from ryu.lib import lacplib

class SimpleSwitchLacpl3(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_vi_3.0FP_VERSION]
_CONTEXTS = {'lacplib': lacplib.LacpLib}

[El

T CONTEXTS.2 83st 38 T2 _init_() MME kwargsO[A] QIARAR AZ 4 QEL|C

3 o000

def __init__(self, *args, **kwargs):
super (SimpleSwitchLacpl13, self).__init__(*args, **xkwargs)
self.mac_to_port = {}
self._lacp = kwargs['lacplib']

glo|=e{2|e] =7|5t MH

_CONTEXTS,0f| 47835101 LACP 2t0|22{2|E =7|stetLCt. =7|3t BE S 2l LACP 2t0|H2{2[7} M| E3t= add()

HAMEES MABLIC CHS 2SS FELIch

oS | % EE
dpid str_to_dpid(' 0000000000000001°) | HIO|JE{ B2 ID
ports [, 2] S35l ZIE B2

0] &2 H|o|E{ ZZ2 ID0000000000000001,2| OpenFlow AQ|X|e| ZE 1Tt ZE 27} tLte| &3 of 12|
0l 1F o TS ELICt
3 coo
self._lacp = kwargs['lacplib']
self._lacp.add(
dpid=str_to_dpid('0000000000000001 '), ports=[1, 21)

AFERH el OIMES A5t iy

LACP 2to|=2{2| 715 ofl M MYSHHE LACP 2t0|=2{2|= LACP Hl|0|E] R4 0] ZHE|X| 242 Packet-In HAIX|E
EventPacketIn 2t= AEX F2| O|HIEZ HIML|CE ALEX} Fe| O|HIES| O|HIE X2|7| EESH RyuO| M H|S L
Ct O|HIE X2|7|X& ryu.controller.handler.set_ev_cls C|Z2|0|E{2 ZAIEL|CE.
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@set_ev_cls(lacplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

in_port = msg.match['in_port']

#
EESHLACP 210|222z ZE &3 / H|Zd3} HElf7I tHEE|™ EventSlaveStateChanged O[HIE
m2of, szt F=0M T O[HIE HSEZHE TS0 SLICt

@set_ev_cls(lacplib.EventSlaveStateChanged, lacplib.LAG_EV_DISPATCHER)

def _slave_state_changed_handler(self, ev):
datapath = ev.datapath
dpid = datapath.id
port_no = ev.port
enabled = ev.enabled
self.logger.info("slave state changed port: %d enabled: %s"
port_no, enabled)
if dpid in self.mac_to_port:
for mac in self.mac_to_port[dpid]:
match = datapath.ofproto_parser.0FPMatch(eth_dst=mac)
self.del_flow(datapath, match)
del self.mac_to_port[dpid]
self.mac_to_port.setdefault (dpid, {3})

O] & AlZf REO|AM Y= st/ Hlgdst eIt

;‘T‘; — =
2N 22| AT 0| AT HAE + JSLICL 0|2{8 O|RE SEE E2R S22

def del_flow(self, datapath, match):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

mod = parser.0FPFlowMod(datapath=datapath,
command=ofproto.0FPFC_DELETE,
match=match)
datapath.send_msg(mod)

OFPFlowMod 22| AAHANM E22 FS AL,

olet o], F3 oaz|Ao|M

7
AolH 7152 7HE! 2918 5

4.4 He

O] FoiM= &3 o{2|A[0|M 20222 A ES FHI2 3 &= s 23

+ T_CONTEXTS,Z 0|&%t 2j0|HE{2| AE Y

+ ABAFO| OMES Folsts Wm OME E2|7o| way Wi
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A E2lE= REX(loop) FEE 7HE UEKINAM EREINAET} H|E Willst= 22 ANIst= 7|SLICE £
ot o E WX|SCH=E 2efje] 7|52 S8510{ HERR nHo| WHsHS o XtSo=2 H2E Matet= HERA 55
HEo| £Eto 2% O[FLICE

Ay E2|0j= STP, RSTP, PVST + MSTP S 0{2{7}X| Z27} Q!&L|Ctot 0] ZH|Ms 7F&H 7| 2X0l STP 1S
A BASLCE

STP (spanning tree protocol : IEEE 802.1D)= HEQYIE =2|X E2|Z F|Z5}1, ZH AQ|X| (0] &o|M= EE|X|
gtz RELLCH ZES =3[ 2 2 AXEJIF HEYIAM HE

2
 IHAET} Ae] st HS YBLIC

Loop occurred

STP= E2[X|7H0 BPDU (Bridge Protocol Data Unit) IiZl S &S wgt st
ZEO| mzf|g] HE 08 E ZFELICL

| II
n
A
o
H:
[m
0x
I-II
11
=
El
ol
0
Hu
X
N

TRz E 31t 22 =A0) K2t O|Fo{EL|Ct
1. RE Eg|X| M=

LS|

H2|x| Ato]2| BPDU Wizl wets Salf 7 =2 E2|X| ID 22 d= BE2|X[7t RE BE|X|z2 MEE
LICt O|=0l= FE Ha|X|0of| A2 22 BPDU T2l S &35t THE HE|X|7F RE HE|X[0f| A 418t
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BPDU mjZl2 A& C}.

M. HEZ|X| ID= 2 22|X|ofl @™ =l 22|X| priority?t £ ZEQ| MAC F=A0| ZFOE ASEIL|CE

2
i

Ba2|X| ID
A2l2byte 5l?{6byte
HE2|X[priority | MACEA

12t 2

2. XE

JO

H

2t LEO| RE HE|X|7HX|2| H|&(cost)E HIYL =, ZE A4S ZFeiL|Ct

E I E (Root port)

Ha|X[olM RE HE|X|IHX|Q| H|E0| 7t A2 ZE. siY ZEM RE EE|X|ZRE

BPDU mjZl S s=AlgtLCt.

+ H|X|® ZE (Non designated port)

FEZE XM ZE 0|2/ ZE, =g MEE Axlst= ZEQL|CL

R:  Root port
D: Designated port
ND: Non designated port

ZM: 2E Ha(XIIXIe HIL 2 ZEO|A A5 BPDU 12! AFollA Che2t Z¢o| HlmEIL|CH,

Priority 1 : root path cost 2}2| H| 1
Zt =2|X|= BPDU WIS M&E ulf £8 ZE0f| HFEl path cost 242 BPDU Tl | oot path cost
240l i §tL|C O|ZA|3HH root path cost Zf2 FE HE|X[of| =2 & mlf7tX| S35H 2+ 213 9| path cost
el A ULICE

Priority 2 : root path cost 2}0| Z2 ™M L S5t= H2|X|2| HE|X| IDEZ H|u.

=
Priority 3 : LiS3t= E2|X|9| HE|X| ID7} 22 32 (2 ZE7} et HE|X(0f| AZE A 0|2), thSdh= ZES

HEE |DHEZ H|w.

ZEID
2%/2byte 5t22byte
ZE priority | ZE HS
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HE st AN & (STP 7|ite] b2 A|), 2t LE = LISTEN MEHRILICE T CHS LIEHHE= Oof2iet Z2H0] &
Ef7} HZA |0, 2t TE | o15H0|| 2} X FORWARD AE{ EE= BLOCK AME{ 2 HAEIL|CE AN
AEEl H|2Hd st LE = DISABLE HEH7tE|1, 0| 0fl= AEH 0] LO{LIX| et&LICE

Non-designated port

@ FORWARD
R

BLO(ﬂ—> LISTEN | LEARN
TP calculatio | fwd delay j ——

fwd delay
A completed (by default 15 sec.) (by default 15 sec.) o o oot
elapsed elapsed 9 P
STP calculation STP calculatio STP calculatio
started started started

O[=18h 20| Zt 22| X|of| M HAlE mff, Z2|Y HE0| O|R0X|= ZEL} =&Y HES A= ZET7L 2HE0]
HESR3S W F=7} s FLC.

Al E2| 7|

or

2 OpenFlowE 0|85t0{ 1515t Ryu ATl E2| S8 T2 Al 5 FLIC}

Ryu &A E2|0]| ZE&tE|0] QL= simple_switch_stp.py= OpenFlow 1.0 & 38 TE20|7| mjE0]| 6{7[0f| M=
ME7| OpenFlow 1.30] C{S5tH= simple_switch_stp_13.pyS BHSL|Ct. O| =213
7leg FoIst 38 T2 elL|ct

- oo

AA O|E : simple_switch_stp_13.py

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vi_3

from ryu.lib import dpid as dpid_lib

from ryu.lib import stplib

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

class SimpleSwitch13(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'stplib': stplib.Stp}

def __init__(self, *args, **kwargs):
super (SimpleSwitch13, self).__init__(*args, **kwargs)
self.mac_to_port = {}

self.stp = kwargs['stplib']

# Sample of stplib config.
# please refer to stplib.Stp.set_config() for details.
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config = {dpid_lib.str_to_dpid('0000000000000001"):
{'bridge': {'priority': 0x8000}},
dpid_lib.str_to_dpid('0000000000000002") :
{'bridge': {'priority': 0x9000}},
dpid_lib.str_to_dpid('0000000000000003"'):
{'bridge': {'priority': 0xa000}}}
self.stp.set_config(config)

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler(self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

# install table-miss flow entry

#

# We specify NO BUFFER to max_len of the output action due to

# 0VS bug. At this moment, if we specify a lesser number, e.g.,
# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets
# correctly.

match = parser.0FPMatch ()

actions = [parser.0FPActionOutput (ofproto.0OFPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER)]

self.add_flow(datapath, O, match, actions)

def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

inst = [parser.0FPInstructionActions (ofproto.OFPIT_APPLY_ACTIONS,

actions)]

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)

datapath.send_msg(mod)

def delete_flow(self, datapath):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

for dst in self.mac_to_port[datapath.id].keys():
match = parser.0FPMatch(eth_dst=dst)
mod = parser.0FPFlowMod (
datapath, command=ofproto.O0FPFC_DELETE,
out_port=ofproto.0FPP_ANY, out_group=ofproto.0FPG_ANY,
priority=1, match=match)

datapath.send_msg(mod)

@set_ev_cls(stplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser
in_port = msg.match['in_port']
pkt = packet.Packet(msg.data)

eth = pkt.get_protocols(ethernet.ethernet) [0]
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dst eth.dst

src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault (dpid, {})

self.logger.info("packet in %s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.

self.mac_to_port [dpid] [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.OFPP_FLOOD

actions = [parser.0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0FPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer_id == ofproto.0FP_NO_BUFFER:
data = msg.data

out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)

datapath.send_msg(out)

@set_ev_cls(stplib.EventTopologyChange, MAIN_DISPATCHER)
def _topology_change_handler(self, ev):

dp = ev.dp
dpid_str = dpid_lib.dpid_to_str(dp.id)
msg = 'Receive topology change event. Flush MAC table.'

self.logger.debug(" [dpid=¥%s] %s", dpid_str, msg)

if dp.id in self.mac_to_port:
self.delete_flow(dp)
del self.mac_to_port[dp.id]

@set_ev_cls(stplib.EventPortStateChange, MAIN_DISPATCHER)
def _port_state_change_handler (self, ev):
dpid_str = dpid_lib.dpid_to_str(ev.dp.id)
of_state = {stplib.PORT_STATE_DISABLE: 'DISABLE',
stplib.PORT_STATE_BLOCK: 'BLOCK',
stplib.PORT_STATE_LISTEN: 'LISTEN',
stplib.PORT_STATE_LEARN: 'LEARN',
stplib.PORT_STATE_FORWARD: 'FORWARD'}
self.logger.debug (" [dpid=¥%s] [port=Yd] state=ys",
dpid_str, ev.port_no, of_statel[ev.port_statel])

FM: A85H= AQIX|7t Open vSwitchQl Z L, BT 2 Mo ml2t BPDUZt MEE|X| ofn, 2 S& T2 0| NCHE S&tst
x| 942 £ ELICE Open vSwitche AQ|X| XpAlo| 7|52 2 STPE Foist Q= 0] 7|5 HIEMs; (7I% ME)ste 82
IEEE 802.1D0|M FAE ATy E2|o| HE| JHAE MAC T4 " 01:80:c2:00:00:00"2 CHAC 2 ot= T3S MA6HK| 97|
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HERILICEL 2 S8 Z2OMS SAAIZ = of2iet 20| £AE 75101 sliE A2 |

ryu/ryu/lib/packet/bpdu.py:

# BPDU destination
#BRIDGE_GROUP_ADDRESS
BRIDGE_GROUP_ADDRESS

'01:80:¢c2:00:00:00"'
'01:80:¢c2:00:00:0e"'

Al

o Al

o

=X

0

C

L3 Btdst7| flsl Cts Y2

ASHYAIR.

$ sudo python setup.py install

running install

running install_scripts

Installing ryu-manager script to /usr/local/bin

Installing ryu script to /usr/local/bin

r2l3 ofae(Ao|M Lol X
mininet 248 LE§HLICE
A

A O|E : spanning_tree.py

#!/usr/bin/env python

from mininet.cli import CLI
from mininet.link import Limnk
from mininet.net import Mininet
from mininet.node import RemoteController
from mininet.term import makeTerm
if '__main__' == __name__
net = Mininet(controller=RemoteController)
cO = net.addController('cO')
sl = net.addSwitch('s1')
s2 = net.addSwitch('s2')
s3 = net.addSwitch('s3')
hl = net.addHost('hl')
h2 = net.addHost('h2')
h3 = net.addHost('h3"')
Link(sl, h1)
Link(s2, h2)
Link(s3, h3)
Link(sl, s2)
Link(s2, s3)
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Link(s3, s1)

net.build ()
cO0.start ()
sl.start([c0])
s2.start ([c0])
s3.start ([c0])

net.startTerms ()

CLI(net)

net.stop ()

VM EHZolM o] Z23M S MEHSHH AQ|X]| 51, 52, s3 AIO[O|M RXIt EXHst= EEZX|7t ELICE

ryu@ryu-vm:~$ sudo ./spanning_tree.py

Unable to contact the remote controller at 127.0.0.1:6633
mininet> net

c0

sl lo: sl-ethl:hl-ethO sl-eth2:s2-eth2 sl-eth3:s3-eth3
s2 lo: s2-ethl:h2-eth0 s2-eth2:sl-eth2 s2-eth3:s3-eth2
s3 lo: s3-ethl:h3-eth0 s3-eth2:s2-eth3 s3-eth3:sl-eth3
hl hl-ethO:sl-ethil

h2 h2-eth0O:s2-ethil

h3 h3-eth0O:s3-ethl

5.2.2 OpenFlow H# 43

A&3}= OpenFlow H{TE 1.322 HFBILICE Of2 HHE AQIR] 51, 52, s32] xterm0f|A] HsH FHAL.

Node: sl:

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3
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Node: s2:

root@ryu-vm

Node: s3:

root@ryu-vm:~# ovs-vsctl set Bridge s3 protocols=0penFlowl3

etZ g

root@ryu-vm:

loading app
loading app
loading app

:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

8 sjzo| Ay
Qo0 Z Ryu 28 T2IWZ MallStL|Ct 2I=L H|F0|"Node: cO (root).2! xtermO|A] C}S

~$ ryu-manager ./simple_switch_stp_13.py
simple_switch_stp_13.py
ryu.controller.ofp_handler

ryu.controller.ofp_handler

instantiating app None of Stp

creating context stplib

instantiating app simple_switch_stp_13.py of SimpleSwitchil3

instantiating app ryu.controller.ofp_handler of OFPHandler

OpenFlow 22]X| AIZfA] STP A&t

OpenFlow
AU EE

[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]

AQ|X|et HEE2 9| AZ0| t=&|H BPDU I{Zl2| wto] A== £

[m

e 4Z80] O|RO{FLICE.

dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:

Join as stp bridge.

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT

Join as stp bridge.

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT /
[port=3] DESIGNATED_PORT /
[port=2] Receive superior BPDU.
[port=1] DESIGNATED_PORT /
[port=2] DESIGNATED_PORT /
[port=3] DESIGNATED_PORT /
Root bridge.

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT /
[port=3] DESIGNATED_PORT /
[port=2] Receive superior BPDU.
[port=1] DESIGNATED_PORT /
[port=2] DESIGNATED_PORT /
[port=3] DESIGNATED_PORT /
Non root bridge.

[port=1] DESIGNATED_PORT
[port=2] ROOT_PORT

[port=3] DESIGNATED_PORT

LISTEN
LISTEN
LISTEN

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK
/ LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

Join as stp bridge.
[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT

LISTEN
LISTEN

o2y

2
=
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[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]
[STP][INFO]
[STP1[INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP][INFO]
[STP] [INFO]
[STP] [INFO]
[STP][INFO]
[STP] [INFO]

dpid=0000000000000003:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000001:

[port=3] DESIGNATED_PORT /
[port=3]
[port=1]
[port=2]

[port=3]

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /
bridge.

DESIGNATED_PORT /
ROOT_PORT /
DESIGNATED_PORT /

Non root
[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=2]
[port=3]

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /
Root bridge.

[port=1] DESIGNATED_PORT /
[port=2] DESIGNATED_PORT /
[port=3] DESIGNATED_PORT /
[port=2]
[port=1]
[port=2]
[port=3]

Non root

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /
bridge.

DESIGNATED_PORT /
ROOT_PORT /
DESIGNATED_PORT /

[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=2]
[port=3]

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /
bridge.

DESIGNATED_PORT /
NON_DESIGNATED_PORT /
ROOT_PORT /

Non root

[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=2]
[port=3]

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /
Root bridge.

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] ROOT_PORT

[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] NON_DESIGNATED_PORT
[port=3] ROOT_PORT

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] ROOT_PORT

[port=3] DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=2] NON_DESIGNATED_PORT
[port=3] ROOT_PORT

[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT

N T N N N

Receive superior BPDU.

Receive superior BPDU.

Receive superior BPDU.

Receive superior BPDU.

Receive superior BPDU.

LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
LEARN
FORWARD
FORWARD
FORWARD
FORWARD
BLOCK
FORWARD
FORWARD
FORWARD
FORWARD
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hl

Root bridge

sl-eth3
(FORWARD) [D [ D] (FORWARD)
s2-eth2 s3-eth3
(FORWARD) (FORWARD)

s2-eth3
(FORWARD) (FORWARD)  (BLOCK) (FORWARD)

h2 S2 S3 h3

mjzl0] RuE|X| 4SS &elst| s SAE 10| SAE 22 pings &™ATILICL

ping WS Mali5L7| Mol tcpdump WHS AL CE

Node: s1
root@ryu-vm:~# tcpdump -i sl-eth2 arp
Node: s2:
root@ryu-vm:~# tcpdump -i s2-eth2 arp
Node: s3:

root@ryu-vm:~# tcpdump -i s3-eth2 arp

EE2X| B ASUES MY 2SN CFS YYS U101, SAE 1014 SAE 22 pingS AL

mininet> h1l ping h2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
64 bytes from 10.
Y

--- 10.0.0.2 ping statistics ---

icmp_req=1 ttl=64 time=84.4 ms

icmp_req=2 ttl=64 time=0.657 ms
icmp_req=3 ttl=64 time=0.074 ms
icmp_req=4 ttl=64 time=0.076 ms
icmp_req=5 ttl=64 time=0.054 ms
icmp_req=6 ttl=64 time=0.053 ms
icmp_req=7 ttl=64 time=0.041 ms
icmp_req=8 ttl=64 time=0.049 ms
icmp_req=9 ttl=64 time=0.074 ms
icmp_req=10 ttl=64 time=0.073 ms
icmp_req=11 ttl=64 time=0.068 ms

0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.

O O O O O © © © © O °o
N NN DNDDNDDNDDNDDNDDNDNDN

11 packets transmitted, 11 received, 0% packet loss, time 9998ms
rtt min/avg/max/mdev = 0.041/7.784/84.407/24.230 ms
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tcpdump?| £0f|A ARP 27} s

Node: sl:

root@ryu-vm:~# tcpdump -i sl-eth2 arp

tcpdump:
tcpdump:

listening on sl-eth2,
11:30:24.692797
11:30:24.749153
11:30:29.797665
11:30:29.798250

Node: s2:

WARNING:

sl-eth2:

verbose output suppressed,

ARP,
ARP,
ARP,
ARP,

link-type EN1OMB (Ethernet),
Request who-has 10.0.0.2 tell 10.0.0.1,
Reply 10.0.0.2 is-at 82:c9:d7:e9:b7:52 (oui Unknown),
Request who-has 10.0.0.1 tell 10.0.0.2,
Reply 10.0.0.1 is-at c2:a4:54:83:43:fa (oui Unknown),

no IPv4 address assigned

use -v or -vv for full protocol decode

capture size 65535 bytes

length 28

length 28
length 28

length 28

root@ryu-vm:~# tcpdump -i s2-eth2 arp

tcpdump:
tcpdump:

listening on s2-eth2, link-type EN1OMB (Ethernet),
11:30:24.692824
11:30:24.749116
11:30:29.797659
11:30:29.798254

Node: s3:

WARNING :

verbose output suppressed,

s2-eth2:

ARP,
ARP,
ARP,
ARP,

Request who-has 10.0.0.2 tell 10.0.0.1,
Reply 10.0.0.2 is-at 82:c9:d7:e9:b7:52 (oui Unknown),
Request who-has 10.0.0.1 tell 10.0.0.2,
Reply 10.0.0.1 is-at c2:a4:54:83:43:fa (oui Unknown),

no IPv4 address assigned

use -v or -vv for full protocol decode

capture size 65535 bytes

length 28

length 28
length 28

length 28

root@ryu-vm:~# tcpdump -i s3-eth2 arp

tcpdump:
tcpdump:

listening on s3-eth2,
11:30:24.698477 ARP,

zxjgl o

rtgez, ga oo
09 2
o

£l HEHollM CHS

Node: s2:

WARNING:

s3-eth2:

verbose output suppressed,

Aol w2 STP ZHA|A

link-type EN10OMB (Ethernet),
Request who-has 10.0.0.2 tell 10.0.0.1,

no IPv4 address assigned

use -v or -vv for full protocol decode
capture size 65535 bytes
length 28

| 20f L2 mio| STP X{AHA SXH2 &HQIBHLICE 2t OpenFlow AQ|X| A|Zt & STP 7|At0] 2t2
g HYsto] ZES CHRAZLICE

root@ryu-vm:~# ifconfig s2-eth2 down

JERe!

Ho

[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]

dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000001:
dpid=0000000000000001:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:

O] ZX[=|2 STP Z{A|AtO] AHEIL|CY,

Link down.
DESIGNATED_PORT
[port=1] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
Root bridge.

[port=1] DESIGNATED_PORT
[port=3] DESIGNATED_PORT
[port=2] Link down.
[port=2] DESIGNATED_PORT
[port=1] DESIGNATED_PORT /
[port=3] DESIGNATED_PORT /
[port=2] Wait BPDU timer
[port=1] DESIGNATED_PORT
[port=2] DESIGNATED_PORT
[port=3] DESIGNATED_PORT

[port=2]
[port=2] DISABLE
BLOCK

BLOCK

LISTEN
LISTEN

DISABLE
LEARN
LEARN
is exceeded.

/ BLOCK

/ BLOCK

/ BLOCK
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[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]
[STP] [INFO]

X|S7HX] BLOCK SE{ A=

dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000002:
dpid=0000000000000002:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000003:
dpid=0000000000000002:
dpid=0000000000000002:

%F”‘OhﬁLJEL

=2 T Mg

s3-eth2 LE 7} FORWARD AE{7} E| 10, CHA| Z|Q

(==

Root bridge.

DESIGNATED_PORT
DESIGNATED_PORT
DESIGNATED_PORT

[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=2]
[port=3]

Non root

DESIGNATED_PORT /
DESIGNATED_PORT /
DESIGNATED_PORT /
bridge.
DESIGNATED_PORT
DESIGNATED_PORT
ROOT_PORT /

[port=1]
[port=2]
[port=3]
[port=3]
[port=1]
[port=3]

Non root

DESIGNATED_PORT /
DESIGNATED_PORT /
bridge.
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
DESIGNATED_PORT
ROOT_PORT
DESIGNATED_PORT
ROOT_PORT

[port=1]
[port=3]
[port=1]
[port=2]
[port=3]
[port=1]
[port=3]
[port=1]
[port=2]
[port=3]
[port=1]
[port=3]

NN N N N N N NN NN NN NN N

hl

sl-ethl

Receive superior BPDU.

Receive superior BPDU.

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK
BLOCK

LISTEN
LISTEN
LISTEN

BLOCK
BLOCK

LISTEN
LISTEN
LEARN
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Node: s2:

root@ryu-vm:~# ifconfig s2-eth2 up
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Root bridge

S sl-eth3
(FORWARD)
s3-eth3
R (FORWARD)

s2-ethl s2-eth3 s3-eth2  s3-ethl h3-
(FORWARD) (FORWARD) (BLOCK) (FORWARD)

S2 S3

5.3 OpenFlow0]| 2|5t A1fid EZ|
Ryu A1l{'d E2| 88 T2 0| M OpenFlowE AHE835H0{ O €A Amf | 7|52 st JYEXE AT HIY

SLict

OpenFlow 1.30f|= CtS1t 22 ZE°| &S M¥ot= 70| EH|=[0f AELICE Port Modification HIA|X|E
OpenFlow A2|x|0f & ist0] EQ| Zaj|Q) ME 0{F S| SES Mg o ASLICH

U g

OFPPC_PORT_DOWN | fX| E=0f 2|3} H[2tM5t MY =l AEfRILICH

OFPPC_NO_RECV st LEO|AM A5 2 E TH3IS HEIL|C

OFPPC_NO_FWD s ZEO|AM THZS ﬁ%érxl oELICtH

OFPPC_NO_PACKET_IN | table-missQ! ZA< Packet-In HIA|X|E ELHX| t&L|CH
est —E ¢ BPDU 1lZl 441 & BPDU 0]2]2] i3l £412 H|0{5t7| {5l BPDU IH3I2 Packet-In E2Q &= 4
BPDU 0|2|e| T{ZIE dropdt= EE =8 22t Flow Mod HIA|X|E AtE3H OpenFlow AQ|X|0] S= &Lt
ZHEE® = 2 OpenFlow AQ|X[0f| CHaH Of2iet 20| ZE 3 MY Y ZEEL =2 HFLOEMN ZE HENo }
2} BPDU I3l &4 EE= MAC 4 815 (BPDU 0[2|2] Tzl ~41) 3 Zaf| X& (BPDU 0|2[2| mfZl HE)E |
Of&LICt.

2FEl ZE 1M E2 85

DISABLE NO_RECV / NO_FWD | MAgiS

BLOCK NO_FWD BPDU Packet-In / BPDUO|2|drop

LISTEN EESES BPDU Packet-In / BPDUO|2|drop

LEARN HEUS BPDU Packet-In / BPDUO|2|drop

FORWARD | MXgle BPDU Packet-In
FM: Ryuof| ASE ATl E2|o| 2to|=E{2|= HolA LEARN AEHOIM MAC F4 8t (BPDU 0]2|o] T3l +4)E $35tA|
skaLICt,
O|2{gt M& & otL|2t ZAEE2|= OpenFlow A X[et HAE W £EISt LE FHSR} 2 OpenFlow AQ|X[7} 2
BPDU mizl0f|l MY E FE Ee[X| JEE HIZ R HLi7|2|st BPDU {3l E 7 &3l Packet-Out HIA|X|E L&list=
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off ASLICE.

ryu/lib/stplib.py

ryu/app/simple_switch_stp.py
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Lt
o 2

o

ot S8 T2

E
L=}
[id
i
il
il

il
oo

ol

Xol.

AH
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glo|=e{2| 71

class Stp(app_manager.RyuApp)
self.bridge_list = {}

Each OFF?‘message event handler

| class Bridge():
self.ports = {}
®

def recalculate_spanning_tree()

: STP calculation
class Bridge():

0

T
[
[
[

v y| class Port():

: self.state_machine : Status change control thread
' self.send_bpdu_thread : BPDU send thread

self.wait_bpdu_thread : BPDU wait-to-receive thread

class Port():

STP 2to|=2{2] (Stp S22

OIAEIA)7| OpenFlow AQ|X| ZHEE
S A IAB AT HMENL|CE 2}

S A QABATHY-AE E F0ll=
- Stp EalA 2AAE A A OpenFlow HA|X|
+ Bridge 2l

=0
A QIAEIAO| STP A4 (RE HE|X| M2 U 2t mEO| o5
- Port 2a{A QIAEIAC| HE

el M0|-BPDU 3!

A
AR
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4 43

oo

12

STP 2t0|E2{2|&= Stp.set_config () HIMEO QI3 HE2|X| ZE M MY IFE HSELICH Y 7tsst &#52
Ci3 #&LC

+ bridge
g5 oy 7|22
priority HE|X| M &9 0x8000
sys_ext_id | VLAN-ID A (* 3%} STP 2}0|=2{2|= VLAN H[2IA]) | 0
max_age BPDU mjZle| ~41 EfOH Z} 20[sec]
hello_time | BPDU Z{Zle| & 7tA 2 [sec]
fwd_delay Zt LETJ} LISTEN MEf 2! LEARN MEHO| O{ R = A|ZH 15[sec]

+ port
¥s T 7123
priority ZE 24 =9 0x80
path_cost | @32 H|IE Z &3 S EHIECZ XtE 43
enable EE gdsl/d|gdst 2% | True

BPDU if3l M&

BPDU I{Zl2 Port E2fA 2| BPDU H & A E (Port.send_bpdu_thread)OAM EHL|CE ZE H§H0|
X|™ ZE (DESIGNATED_PORT)?! & 22| X0 M EX|E hello time (Port.port_times.hello_time

E
CIZEE 2 x) ZtAd 2 2 BPDU HH 2l MM (Port._generate_config bpdu ()) % BPDU i3l &
(Port.ofctl.send_packet_out ())O| O|FO{&IL|CE
class Port(object):
def __init__(self, dp, logger, config, send_ev_func, timeout_func,

topology_change_func, bridge_id, bridge_times, ofport):
super (Port, self).__init__()

# BPDU handling threads
self.send_bpdu_thread = PortThread(self._transmit_bpdu)

def _transmit_bpdu(self):
while True:
# Send config BPDU packet if port role is DESIGNATED_PORT.
if self.role == DESIGNATED_PORT:

bpdu_data = self._generate_config_bpdu(flags)
self.ofctl.send_packet_out(self.ofport.port_no, bpdu_data)

hub.sleep(self.port_times.hello_time)
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HLl= BPDU I3l 2 OpenFlow AQIX| HEE2] HAA0f| & ot= ZE HHE (Port.ofport) = 22 BPDU Iff
210l @Y=l RE H2|X| YE (Port.port_priority, Port.port_times) S HIEOE JTHEILICL

class Port(object):

def _generate_config_bpdu(self, flags):
src_mac = self.ofport.hw_addr
dst_mac = bpdu.BRIDGE_GROUP_ADDRESS
length = (bpdu.bpdu._PACK_LEN + bpdu.ConfigurationBPDUs.PACK_LEN
+ 1lc.llc._PACK_LEN + 1llc.ControlFormatU._PACK_LEN)

e = ethernet.ethernet(dst_mac, src_mac, length)

1 = 11lc.11lc(1llc.SAP_BPDU, 1llc.SAP_BPDU, llc.ControlFormatU())

b = bpdu.ConfigurationBPDUs (
flags=flags,
root_priority=self.port_priority.root_id.priority,
root_mac_address=self.port_priority.root_id.mac_addr,
root_path_cost=self.port_priority.root_path_cost+self.path_cost,
bridge_priority=self.bridge_id.priority,
bridge_mac_address=self.bridge_id.mac_addr,
port_priority=self.port_id.priority,
port_number=seclf.ofport.port_no,
message_age=self.port_times.message_age+1,
max_age=self.port_times.max_age,
hello_time=self.port_times.hello_time,

forward_delay=self.port_times.forward_delay)

pkt = packet.Packet ()
pkt.add_protocol(e)
pkt.add_protocol(l)
pkt.add_protocol (b)
pkt.serialize ()

return pkt.data

BPDU {3l 21

BPDU TfjZl2] 4412 Stp 2ajA 2| Packet-In OHIE s1S2{0f| 2|5} ZtX|Z| 2 Bridge 2ajA QIAEAE E3f Port 2
A

[=]
2 AARAO0 7(|5'1-||1f O[HIE X2|7| 3" A9\ E 512 12 FZSHUAI

0 @

BPDU T{|71S 2 Al5t= TEL o|F o 2AI5 BPDU T 7] & Of

(Stp.compare_bpdu_info ())& #¥s5t0], STP Z{A|Lte] HQ O{EE EHEILILCE 0|7<10|| A A5 BPDUKELC} O
L+2 BPDU (SUPERIOR)E 'i':"S AL CMEL ZE HAX|7} £7} E" S1} 242 Y EQT EZ2X| B1Z0| BrAISICH
= 742 o|o|st, 0|= STP XjA|Ate| E&|AH7} ElL|C}.

class Port(object):

def rcv_config_bpdu(self, bpdu_pkt):
# Check received BPDU is superior to currently held BPDU.
root_id = BridgeId(bpdu_pkt.root_priority,
bpdu_pkt.root_system_id_extension,
bpdu_pkt.root_mac_address)
root_path_cost = bpdu_pkt.root_path_cost
designated_bridge_id = BridgeId(bpdu_pkt.bridge_priority,
bpdu_pkt.bridge_system_id_extension,
bpdu_pkt.bridge_mac_address)
designated_port_id = PortId(bpdu_pkt.port_priority,
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bpdu_pkt.port_number)

msg_priority = Priority(root_id, root_path_cost,
designated_bridge_id,
designated_port_id)
msg_times = Times(bpdu_pkt.message_age,
bpdu_pkt.max_age,
bpdu_pkt.hello_time,
bpdu_pkt.forward_delay)

rcv_info = Stp.compare_bpdu_info(self.designated_priority,

self.designated_times,

msg_priority, msg_times)

return rcv_info, rcv_tc

K
0z
oy
H

23 O Sl XA nFo|Lt YF AIZt RE EE|X|0|A BPDU Tf3IE B2 4 ¢le ZHEEQ nHE HESI=
Z 20| STP RfjA[rte| EB|AH7} EHLICH
213 XHh2 Stp 2 A 2| PortStatus O|HIE HS2{0]| 2|5 ZHX|5tL Bridge 22iA QAIAEH AN EX|EL|CY

BPDU Z{ZlQ| =M A|Zt Mgt Port E2iA 2| BPDU T3l 441 A=
C}. max age (C|EZE: 20 %) ¢t £E H2|X|0f|A BPDU T{ZIS 4l
1 Bridge 22|A QAR A EX[ElL|CE

~

Port.wait_bpdu_thread)OllA ZAgtL|

[ R = |
+ ol Z2 U=l aFolatn kst

]

BPDU £=2l Elo|0 HH|0|EQt AlZt XS ZX|0ll= hub 2& (ryu.lib.hub) 2| hub.Event @t hub. Timeout = A}
88LICE *° hub.Event " £ hub.Event.wait () O|A wait 4EHO0ll & ¥ hub.Event.set () 7t H&E WH7HX|
A2|E7F ZEHEILICE hub. Timeout &= X|[™E H[st Azt LHO|| try HO|IM ME2|7t ZEE[X| Z22H hub. Timeout
0|2 & HatetL|Ct. hub.Event 7t wait AEH0 2 £ hub.Timeout Of| X[HE! A& A|Zt LHO| hub.Event.set ()
7b A¥E|X| &2 wf BPDU T3l =41 A[ZH =32 THCHSHO] Bridge S2iA2| STP X{AIM Z2MAE SEFILICH

class Port(object):

def __init__(self, dp, logger, config, send_ev_func, timeout_func,
topology_change_func, bridge_id, bridge_times, ofport):
super (Port, self).__init__()
#
self.wait_bpdu_timeout = timeout_func
#
self.wait_bpdu_thread = PortThread(self._wait_bpdu_timer)

def _wait_bpdu_timer (self):

time_exceed = False

while True:
self.wait_timer_event = hub.Event ()
message_age = (self.designated_times.message_age
if self.designated_times else 0)
timer = self.port_times.max_age - message_age

timeout = hub.Timeout (timer)
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try:
self.wait_timer_event.wait ()
except hub.Timeout as t:
if t is not timeout:
err_msg = 'Internal error. Not my timeout.'
raise RyuException(msg=err_msg)
self.logger.info (' [port=Yd] Wait BPDU timer is exceeded.'
self.ofport.port_no, extra=self.dpid_str)
time_exceed = True
finally:
timeout.cancel ()

self.wait_timer_event = None

if time_exceed:
break

if time_exceed: # Bridge.recalculate_spanning_tree

hub.spawn(self.wait_bpdu_timeout)

42 BPDU {2l o] H| W X 2| (Stp.compare_bpdu_info ())Ofl 2|3 SUPERIOR EE & REPEATED Tt El
ZeL TE 22X 0jM BPDU T3S 24 & + A SS 2/0/5t7| W20l BPDU 44l EHO|H B o
OlO] E (Port._update_wait_bpdu_timer ))& LICE hub.Event Ol 3 & 5t= Port.wait_timer_event

9| set() XME|l0| 2|3} Port.wait_timer_event = wait & Ef O A| release®l BPDU TLH?J A AYE
(Port.wait_bpdu_thread) & except hub.Timeout H A|ZF X[gt M2|0f| E0 7HX| Z 0= EIO|HE F &
St CEA| EFO|HE CHA| M- sts 422 CHZ22| BPDU i3l 412 A|ZHEILICH

class Port(object):

def rcv_config_bpdu(self, bpdu_pkt):

#

rcv_info = Stp.compare_bpdu_info(self.designated_priority,
self.designated_times,
msg_priority, msg_times)

#

if ((rcv_info is SUPERIOR or rcv_info is REPEATED)
and (self.role is ROOT_PORT
or self.role is NON_DESIGNATED_PORT)):
self._update_wait_bpdu_timer ()

def _update_wait_bpdu_timer (self):
if self.wait_timer_event is not None:

self.wait_timer_event.set ()

self.wait_timer_event = None
STP At
STP 74 (RE H2|x| M=) o 2t mE| of3t MEH)2 Bridge 2HA0A MYBILICE
STP A ttE +&st= 40= HERZ EEZX| HZ0| L5t mfZlo] FZE 4 V| 20| YEtBE ZES

=
BLOCK &Ei2 M (port.down)stil ESt EEEX| #HH O|HIE (EventTopologyChange) &9 APLOI7| SX|&t
oZM S El MAC T4 MEO| X7|5tE EXIFHLCE

O
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O|% Bridge._spanning_tree_algorithm() FE HE|X| Y ZE AgtZ MENS |3, 2t ZTEE LISTEN AEHO]|
M AIE (port . up)5t0] ZE HEf HAS AIZIELICE

class Bridge(object):

def recalculate_spanning_tree(self, init=True):
""" Re-calculation of spanning tree. """
# All port down.
for port in self.ports.values():
if port.state is not PORT_STATE_DISABLE:
port.down (PORT_STATE_BLOCK, msg_init=init)

# Send topology change event.
if init:

self.send_event (EventTopologyChange (self .dp))

# Update tree roles.
port_roles = {}
self.root_priority = Priority(self.bridge_id, O, None, None)

self.root_times = self.bridge_times
if init:
self.logger.info('Root bridge.', extra=self.dpid_str)

for port_no in self.ports.keys():
port_roles[port_no] = DESIGNATED_PORT
else:
(port_roles,
self.root_priority,

self.root_times) = self._spanning_tree_algorithm()

# All port up.
for port_no, role in port_roles.items():
if self.ports[port_no].state is not PORT_STATE_DISABLE:
self.ports[port_no].up(role, self.root_priority,

self.root_times)

E B2[X|e| M&E2 floff 22|X| ID § XHle| B2|X| FE = 2t ZEO|A =415t BPDU HZl0f| MFE CHE 22|
He} H|w7} O|R{ELICH (Bridge. _select_root_port).

O Zu RE ZEJHEARH (RRAle| HE|X| YEECH ZETF A2 OHE BE|X| MEIt L2 Z?) CHE BE[X[7t 8
=] O] MZE (Bridge._select_designated_port)dl HX|H ZE ME (RE ZE
[ XI¥ ZE 0|2|9| ZEES HIX|Y ZEZ MEF)0| O|R0{FLIC

,RE ZEJL QI 4 (RAle| Ba|x| HEI} oK LIS Z9) XAg RE HalX| BEtstn, 2 ZEE BE X

class Bridge(object):

def _spanning_tree_algorithm(self):
""" Update tree roles.
- Root bridge:
all port is DESIGNATED_PORT.
- Non root bridge:
select one ROOT_PORT and some DESIGNATED_PORT,
and the other port is set to NON_DESIGNATED_PORT."""
port_roles = {}

root_port = self._select_root_port()
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if root_port is None:
# My bridge is a root bridge.
self.logger.info('Root bridge.', extra=self.dpid_str)
root_priority = self.root_priority

root_times = self.root_times

for port_no in self.ports.keys():
if self.ports[port_no].state is not PORT_STATE_DISABLE:
port_roles[port_no] = DESIGNATED_PORT
else:
# Other bridge is a root bridge.
self.logger.info('Non root bridge.', extra=self.dpid_str)
root_priority = root_port.designated_priority

root_times = root_port.designated_times
port_roles[root_port.ofport.port_nol = ROOT_PORT

d_ports = self._select_designated_port(root_port)
for port_no in d_ports:
port_roles[port_no] = DESIGNATED_PORT

for port in self.ports.values():
if port.state is not PORT_STATE_DISABLE:
port_roles.setdefault (port.ofport.port_no,
NON_DESIGNATED_PORT)

return port_roles, root_priority, root_times

EE M| HZ

ZEO| ME HE ME|=, Port 2222 MEf 5} K0 AYE (Port.state_machine) OA] A5t QJUELICE Ct
2 ME{2 MatE w7tX| Ef0|M Q! Port. _get_timer () £ AMESt, EIO|0 PtE ¥ Port._get_next state()
Ol M CHS AEHS 7hXQt, MENE HASHBILICE LS STP X A|AH0| 2hA510] X|27HXIQ] ZE AEHOf| 2t7|810]
BLOCK &EHZ FBtA|F|= AO|A S Port._change_status() O AHE A0 HEf HZ0| O|FO{FL|CE O]
2ist 2A2r 0% A= X™H hub 2= hub.Event 2 hub. Timeout = 0|8610{ A&SI11 YELICE

class Port(object):

def

_state_machine(self):
""" Port state machine.
Change next status when timer is exceeded

or _change_status() method is called."""

while True:
self.logger.info (' [port=%d] %s / %s', self.ofport.port_no,
role_str[self.role], state_str[self.state],

extra=self.dpid_str)

self.state_event = hub.Event ()
timer = self._get_timer ()
if timer:

timeout = hub.Timeout (timer)

try:
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self.state_event.wait ()
except hub.Timeout as t:
if t is not timeout:
err_msg = 'Internal error. Not my timeout.'
raise RyuException(msg=err_msg)
new_state = self._get_next_state()
self._change_status(new_state, thread_switch=False)
finally:
timeout.cancel ()
else:

self.state_event.wait ()
self.state_event = None

def _get_timer(self):
timer = {PORT_STATE_DISABLE: None,
PORT_STATE_BLOCK: None,
PORT_STATE_LISTEN: self.port_times.forward_delay,
PORT_STATE_LEARN: self.port_times.forward_delay,
PORT_STATE_FORWARD: None}

return timer[self.statel

def _get_next_state(self):
next_state = {PORT_STATE_DISABLE: None,

PORT_STATE_BLOCK: None,

PORT_STATE_LISTEN: PORT_STATE_LEARN,

PORT_STATE_LEARN: (PORT_STATE_FORWARD
if (self.role is ROOT_PORT or

self.role is DESIGNATED_PORT)

else PORT_STATE_BLOCK),

PORT_STATE_FORWARD: Nonel}

return next_state[self.state]

5.4.2 3 ZE1%
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Ryu 28 Z= 28 Alsl 0] L}2IQ!= OpenFlow 1.3 CiE2| Al E2| 28 T2 13 (simple_switch_stp_13.py)2}

rAQIEl 5{E AL|E |HO| X}0|S &MOZ MHstD YU&L|Ct

[Le

F_CONTEXTS.A3

rEl=3 0f2]70]4 ok 20| STP 2t0|HE{2|E AE3H= CONTEXTE SEefLC.

from ryu.lib import stplib

class SimpleSwitch13(app_manager.RyulApp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'stplib': stplib.Stp}
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4 43

STP 2}0|22{2| set_config () MAMEE AE30] 714 €FS LT 07| oRI= Tf3 kS LT

OpenFlow A2|X| = =S

dpid=0000000000000001 | bridge.priority | 0x8000
dpid=0000000000000002 | bridge.priority | 0x9000
dpid=0000000000000003 | bridge.priority | 0xa000

0| MA<2 dpid = 00000000000000012| OpenFlow AQ|%|2| HE|X| ID7} &4+ £[AZH0| RE Ha|X|of M|
A gt

class SimpleSwitch13(app_manager.RyulApp):

def __init__(self, *args, **kwargs):
super (SimpleSwitch13, self).__init__(*args, **kwargs)
self.mac_to_port = {}
self.stp = kwargs['stplib']

# Sample of stplib config.
# please refer to stplib.Stp.set_config() for details.
config = {dpid_lib.str_to_dpid('0000000000000001 ") :
{'bridge': {'priority': 0x8000}},
dpid_lib.str_to_dpid('0000000000000002"') :
{'bridge': {'priority': 0x9000}},
dpid_lib.str_to_dpid('0000000000000003") :
{'bridge': {'priority': 0xa000}}}
self.stp.set_config(config)

STP OHIE X{2|

= ofT2[A[0]d 2k Z0] STP 2t0|HE{2|2| SX|7t O|HIEE =4I5t= O|HIE X2|7|E MS LT

mjo

A
24

ok
o]

A
o

STP 2to|=22{2|0f|AM H2|El stplib.EventPacketIn O[HIEE 0|83t0{ BPDU {3l S H|2ISH T3l
7| wj2oll, TALE e ot Z2 i3l S0 PZefL|CH

class SimpleSwitch13(app_manager.Ryulpp):

@set_ev_cls(stplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

il
HU
40

E
7|

2X

20
=]

0 L

mo

b U
!& Mkl

E tHZ A2 OHIE (stplib.EventTopologyChange)E B0} St5El MAC T4 U SEE
= Ct
=

class SimpleSwitch13(app_manager.RyuApp):
def delete_flow(self, datapath):

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

for dst in self.mac_to_port[datapath.id].keys():
match = parser.0FPMatch(eth_dst=dst)
mod = parser.0FPFlowMod (
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datapath, command=ofproto.OFPFC_DELETE,

out_port=ofproto.0FPP_ANY, out_group=ofproto.0FPG_ANY,

priority=1, match=match)
datapath.send_msg(mod)

@set_ev_cls(stplib.EventTopologyChange, MAIN_DISPATCHER)
def _topology_change_handler(self, ev):

dp = ev.dp

dpid_str = dpid_lib.dpid_to_str(dp.id)

msg = 'Receive topology change event. Flush MAC table.

self.logger.debug(" [dpid=Ys] %s", dpid_str, msg)

if dp.id in self.mac_to_port:
self.delete_flow(dp)
del self.mac_to_port[dp.id]

E MEef #HZE & O|HIE (stplib.EventPortStateChange)E BH1l X
L{Ct.

o> H

class SimpleSwitch13(app_manager.RyuApp) :

@set_ev_cls(stplib.EventPortStateChange, MAIN_DISPATCHER)

def _port_state_change_handler(self, ev):

dpid_str = dpid_lib.dpid_to_str(ev.dp.id)

of _state = {stplib.PORT_STATE_DISABLE: 'DISABLE',
stplib.PORT_STATE_BLOCK: 'BLOCK',
stplib.PORT_STATE_LISTEN: 'LISTEN',
stplib.PORT_STATE_LEARN: 'LEARN',
stplib.PORT_STATE_FORWARD: 'FORWARD'}

self.logger.debug (" [dpid=Ys] [port=/d] state=is",

e Ol =23 £

dpid_str, ev.port_no, of_state[ev.port_state])

Asstn ASLC

O oM = Atli'd E2| 2t0|22{2] AF8S FH| 2 LIS &5 tisi 2YIHELICL

+ hub.EventS 0|28t O[HIE C{7]| X2|2| A5 Hit

+ hub.TimeoutZ 0|28t Ef0| H|O] X{2|2Q] Al HitH

S5t= 2to|=22{2]et 20| HR{2| & At&sts S8 T2 0N
k=3
=

212 Al

=2 =
AnHul
b o

Eg| 7|

=
o
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| >
i

IGMP

OEl

O] olM= Ryu £ 0|88 IGMP A8 7|52 Foists WS 4Y st AFLICH

6.1 IGMP A%d

6.1.1 IGMP 72

IGMP (Internet Group Management Protocol) = AEull 7tof| HE| FHAE 1319 SAMX|E 22|57 Yot Z2E
SelL|ct

E| HAE BHRE = BHRE{7} ZE B MU0 sl ZE| FHA

o E1
2 Q¥ BLICt (IGMP Query Message). HE| I|AE O F of #0{ot= SAET} OfH MEUIO| =Xl 5t= 42 sl
=2
A

E H0 Z2E I =X ORE FI1He
AE L
O HE| JHAE OF Of FHOI5H=X| HE| HAE 2t2E off 2 RL|T (IGMP Report Message) . ZE| 7H
FREl= sAE H07Foj= MEUIOIM HLHE ZQIXIE 7|2f5t2 * Ot HE| JHAE 2FOIH RS ofH A
HEEX" E 2HLICE =olof tist 207t girLt E= 5 2E| JHAE OF0|A HE| HAIX] (IGMP

Leave Message ) & SAEZRE W2 L HE| J|AE 2B = siE MEU of oist 2E, E= X[YE 2E| A
7

E JE07 m43l2 T 5iX| 5Lt

JE &0 SAET}gls MEU0)| chal ZE| FHAE TiZ0| MEE|X| o w2t 22 E

Le— [=

87



Chapter 6. IGMP A%d

[Learning]
For 225.0.0.1 5
from: 192.168.1.0/24

to: 192.168.3.0/24

IGMP Report : IGMP Report s
(225.0.0.1) (225.0.0.1)
192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

Send to as
learned

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

6.1.2 MEUI2| Ttx|e} IGMP A5E i

ol
-~

-1—

IGMPE AtE310{ MEUIHZ SEQst EGIE EY 4 AUKX|T, MEU L{of|A 0fH5| 225t E2fT|o] 2

T AFLICL

Ml

E| HAE HAO| BHX| MAC Fhi S45t 200/7] G20 L2 A9|X/2] MAC 4 BIOIZ0IN SHEEIX| 94T, &
A HREHAE ChA| ELICH Tf2HM 0IS SO, 0f Site] ZEOIBH HE| HAE IF &0l SAET} AZE|0f 9
UKD B, L2 AQIXIE +A1E HE| HHAE WIS BE TER MLk BLIC
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Multicast for
Send to as 225.0.0.1
learned

192.1

192.168.1.1 192.168.1.2 192.168.1.3
(Host joined in
Multicast group)

IGMP AT 2 HE| HAE OF £0] SAEN|AM HE| IHA
X|0| M A% (snoop)st0] HE|FHAE Tzl Ciat ZEE
E O 20| SAEJ EXsIX| b= ZE0| HE| HHAE

LS 1=
SLict

2tRE{0]| M&E|= IGMP Report MessageZ L2 A¢)
3*¢3|'E SHAIQIL|CEH O B2 MBI Lo HE| FHA

=
1200 MEEl= 22 el7[o 22 Qs E2fEs 2 +
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IGMP At

IGMP
Message

[
=+
=
€=

[Learning]

For 225.0.0.1,
to 192.168.1.0/2

[Learning]

Fort225t.r(3.20.1, —GMP_Report

o€ (225.0.0.1)

ethl —= eth3
eth2

IGMP Report

(225.0.0.1)

.1.0/24

192.168.1.1 192.168.1.2 192.168.1.3

(Host joined in
Multicast group)

Multicast for
-~ 225.0.0.1

Send to as
learned

Send to as
learned

192.168.1.1 192.168.1.2
(Host joined in
Multicast group)

192.168.1.3

U2 otes L2 29RX= 02 SAEOM SUS LE| HHAE OF0| &7tsta
M T 2= 181 Bhofl IGMP Report MessageE M &5HX| 2&L|Ct S SA

C}= IGMP Report
EO0| M IGMP Leave
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6.2. Ryu S8 T2 M3l

Message & M35t CHE SAUSH HE| IHAE OF0| £0i5tE SAEJL EX5tE S2tH0|= #2I2 IGMP Leave
MessageE ™&5HX| et&LICt O o1 FH2|= OiX| 5tLte| SAEQL IGMP HIA|X|E wEtst= ZXE 20[7 &

6.2 Ryu 28 Z273 M3

IGMP A+Z 7|52 OpenFlowE 0|85101 85t Ryu2| IGMP AT 2

oo
|H
HuU
[

I}
o

>

o
el
il
r
in]

Ryu 24 E2|0f| ZEHE|0{QlE simple_switch_igmp.py= OpenFlow 1.0 Mg S8 ZZI%0|7| 20 07 [0 M=
ME7| OpenFlow 1.30]| Ci &8t simple_switch_igmp_13.py2 SHSLICt O] Z2 M 2rAL|E 52 L0 IGMP A%H
7152 F715t 28 m2aQlLct st o] =222 dpid = 0000000000000001 AQ|X|S HE| IHAE 2t
EI2 F3stn, ZE 20| HZAE[0YE SAEE HE| JHAE MHE X2t MYE(Of USLICH

AA 0|E : simple_switch_igmp_13.py

from ryu.base import app_manager

from ryu.controller import ofp_event

from ryu.controller.handler import CONFIG_DISPATCHER
from ryu.controller.handler import MAIN_DISPATCHER
from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vi_3

from ryu.lib import igmplib

from ryu.lib.dpid import str_to_dpid

from ryu.lib.packet import packet

from ryu.lib.packet import ethernet

class SimpleSwitchIgmpl13(app_manager.Ryulpp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'igmplib': igmplib.IgmpLib}

def __init__(self, *args, **kwargs):
super (SimpleSwitchIgmpl13, self).__init__(xargs, *xkwargs)
self.mac_to_port = {}
self._snoop = kwargs['igmplib'l]
self._snoop.set_querier_mode(
dpid=str_to_dpid('0000000000000001"'), server_port=2)

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def switch_features_handler(self, ev):

datapath = ev.msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser
install table-miss flow entry
We specify NO BUFFER to max_len of the output action due to

#

#

#

# 0VS bug. At this moment, if we specify a lesser number, e.g.,

# 128, 0VS will send Packet-In with invalid buffer_id and

# truncated packet data. In that case, we cannot output packets

# correctly.

match = parser.0FPMatch()

actions = [parser.0FPActionOutput (ofproto.0FPP_CONTROLLER,
ofproto.0FPCML_NO_BUFFER) ]

self.add_flow(datapath, O, match, actions)
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def add_flow(self, datapath, priority, match, actions):
ofproto = datapath.ofproto

parser = datapath.ofproto_parser

inst = [parser.O0FPInstructionActions(ofproto.O0FPIT_APPLY_ACTIONS,

actions)]

mod = parser.0FPFlowMod(datapath=datapath, priority=priority,
match=match, instructions=inst)

datapath.send_msg(mod)

O@set_ev_cls(igmplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

in_port = msg.match['in_port']

pkt = packet.Packet(msg.data)
eth = pkt.get_protocols(ethernet.ethernet) [0]

dst = eth.dst

src = eth.src

dpid = datapath.id
self.mac_to_port.setdefault(dpid, {})

self.logger.info("packet in ¥%s %s %s %s", dpid, src, dst, in_port)

# learn a mac address to avoid FLOOD next time.

self.mac_to_port[dpid] [src] = in_port

if dst in self.mac_to_port[dpid]:

out_port = self.mac_to_port[dpid] [dst]
else:

out_port = ofproto.0FPP_FLOOD

actions = [parser.0FPActionOutput (out_port)]

# install a flow to avoid packet_in next time

if out_port != ofproto.0FPP_FLOOD:
match = parser.0FPMatch(in_port=in_port, eth_dst=dst)
self.add_flow(datapath, 1, match, actions)

data = None
if msg.buffer_id == ofproto.O0FP_NO_BUFFER:
data = msg.data

out = parser.0FPPacketOut(datapath=datapath, buffer_id=msg.buffer_id,
in_port=in_port, actions=actions, data=data)

datapath.send_msg(out)

@set_ev_cls(igmplib.EventMulticastGroupStateChanged,
MAIN_DISPATCHER)
def _status_changed(self, ev):
msg = {
igmplib.MG_GROUP_ADDED: 'Multicast Group Added',
igmplib.MG_MEMBER_CHANGED: 'Multicast Group Member Changed',
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igmplib.MG_GROUP_REMOVED:

}

self.logger.info("}s:

[%s] querier:[%s] hosts:%s",

'Multicast Group Removed',

msg.get(ev.reason), ev.address, ev.src,

ev.dsts)

FM: O oloM= HE| FHA
Lo
o

ojArS 15H= ESM = 0 7|0 A

AE _uH | A

o T
Y5tx| LT

2 M0oj| VLC (http://www.videolan.org/vic/)S At2LICE VLC MX|, & AEZ[Q 2

o

hls2-ethO
(192.168.1.1/

mn B2 07 Ha= CHS

hls hZSi

hls2

h2s2

o ZELC.

h3sl-ethO

h3s2-eth0
.168.1.3/24)

of7HH4 | 2k Ay
topo linear,2,3 | 2 7He| AQIX|7} ZF AAL|= EZZX| (ZH AQIX|0f 3 72| SAETL YiZE|E)
mac gle AEO2 SAEQS MAC FAE MY
switch ovsk Open vSwitchE A2
controller | remote OpenFlow ZIEE2{= Q59| S 0|8
X ole xterm A|Zt
A3l ol = CH2at Z&LC
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ryu@ryu-vm:~$ sudo mn --topo linear,2,3 --mac --switch ovsk --controller remote -x

***x Creating network

*x* Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*%*x Adding hosts:

hisl hi1s2 h2s1 h2s2 h3sl h3s2

*** Adding switches:

sl s2

*** Adding links:

(his1, s1) (hi1s2, s2) (h2s1, s1) (h2s2, s2) (h3s1l, s1) (h3s2, s2) (s1, s2)
*x* Configuring hosts

hisl hi1s2 h2s1 h2s2 h3sl h3s2

*** Running terms on localhost:10.0

*** Starting controller

**x* Starting 2 switches

sl s2

*** Starting CLI:

mininet>

mininet> net

hisl hilsl-ethO:

hi1s2 hils2-ethO:

h2s1 h2s1-ethO:

h2s2 h2s2-ethO:

h3s1 h3sl-ethO:

h3s2 h3s2-ethO:

sl lo: sl-ethl:hlsl-ethO sl-eth2:h2sl1-ethO sl-eth3:h3sl-ethO sl-eth4:s2-ethd
s2 lo: s2-ethl:hls2-eth0 s2-eth2:h2s2-eth0 s2-eth3:h3s2-eth0 s2-eth4:sl-eth4
cO

mininet>

6.2.2 IGMP B{H MH

Ryul| IGMP ALT 28 =2 1842 |GMP vi/v2 Ot X|IEHL|Ct ZF SAETLIGMP v32 AL25HK| UEE MG
Ct O] H&H Qa2 2t SAEO| xtermOi|AM TN L.

host: hisl:

root@ryu-vm:~# echo 2 > /proc/sys/met/ipv4/conf/hlsl-ethO/force_igmp_version

host: hls2:

root@ryu-vm:~# echo 2 > /proc/sys/net/ipv4/conf/hls2-ethO/force_igmp_version

host: h2st:

root@ryu-vm:~# echo 2 > /proc/sys/net/ipv4/conf/h2sl1-ethO/force_igmp_version

host: h2s2:

root@ryu-vm:~# echo 2 > /proc/sys/mnet/ipv4/conf/h2s2-eth0/force_igmp_version

host: h3s1:
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root@ryu-vm:~# echo 2 > /proc/sys/met/ipv4/conf/h3sl-eth0/force_igmp_version

host: h3s2:

root@ryu-vm:~# echo 2 > /proc/sys/net/ipv4/conf/h3s2-eth0/force_igmp_version

6.2.3 IP 4 &3

Mininetoi| 2|3l AtSo 2 SEE IP FoE= ZE SAEIZ2 MEUIO| &5

2t SAEO|M IP TAE CHA| ShebgiLCt

ISLICH THE MEUS 2537(2/5H

30
|
-H)I'
ol

host: hisl:

root@ryu-vm: i 10.0.0.1/8 dev hlsl-ethO

root@ryu-vm: i 172.16.10.10/24 dev hlsl-ethO

host: hls2:

root@ryu-vm: i 10.0.0.2/8 dev hils2-ethO
root@ryu-vm: i 192.168.1.1/24 dev hls2-ethO

host: h2s1:

root@ryu-vm: i 10.0.0.3/8 dev h2s1-ethO
root@ryu-vm: i 172.16.20.20/24 dev h2sl-ethO

host: h2s2:

root@ryu-vm: i 10.0.0.4/8 dev h2s2-ethO
root@ryu-vm: i 192.168.1.2/24 dev h2s2-ethO

host: h3s1:

root@ryu-vm: i 10.0.0.5/8 dev h3sl-ethO
root@ryu-vm: i 172.16.30.30/24 dev h3sl-ethO

host: h3s2:

root@ryu-vm: i 10.0.0.6/8 dev h3s2-ethO

root@ryu-vm: i 192.168.1.3/24 dev h3s2-ethO

6.2.4 7|2 H0|Egllo] ¥H

2} SAEOM IGMP T{ZI0| Y3 Xz Hl £ =5 7|2 H0|ER0|E ZFelLICt

host: hisl:

root@ryu-vm:~# ip route add default via 172.16.10.254

host: hls2:
root@ryu-vm:~# ip route add default via 192.168.1.254
host: h2s:
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root@ryu-vm:~# ip route add default via 172.16.20.254

host: h2s2:

root@ryu-vm:~# ip route add default via 192.168.1.254

host: h3sl:

root@ryu-vm:~# ip route add default via 172.16.30.254

host: h3s2:

root@ryu-vm:~# ip route add default via 192.168.1.254

6.2.5 OpenFlow H{ZF MH

Al83t= OpenFlow HES 1.322 EFELICE 0] BBES A2(X| 51, 29| xtermOf| A YHSHFH L.

switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

switch: s2 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

6.2.6 A9% &

|T
1o
z
gg

FLICE O] WEo] Y2ie ZEZ2] c02| xtermO|A] AA|SHZ=A|

ol

FH[7F 32 M Z0f| 2= Ryu S8 Z=aS Al
o

controller: cO (root):

root@ryu-vm:~# ryu-manager ./simple_switch_igmp_13.py

loading app ./simple_switch_igmp_13.py

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

instantiating app None of IgmpLib

creating context igmplib

instantiating app ./simple_switch_igmp_13.py of SimpleSwitchIgmpl3

instantiating app ryu.controller.ofp_handler of OFPHandler

A% % HE2 A9IX| 510] ZE| HHAE 242E| (GMP Query MessageS H&517| H20] A2 DS 8) 22t Azt
£ %2 LEis 207t S8,

controller: cO (root):

[querier] [INFO] started a querier.
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6.2. Ryu 38 =21

|=
L

F2|= 60 =0 §t 1 IGMP Query MessageE B E ZEZ M4&50] IGMP Report Message?} EA|El ZE0f Cist
0f HE| FHAE MHOAM HE| JHAE T3l S etz EE2R =2 SERILICL

SAloll #z2| 0|22 AL|X|0|A IGMP T2l A5EO| AIZFELICY.

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=4 IGMP received. [QUERY]

2ol 21 2|z A9IR| s10|M 2 IGMP Query MessageE AR|X| 527} ZE 40(|M ~418H WS LIEFALICE A9
X| s2&= B2 IGMP Query MessageE H2E F|AESHL|CE

FM: ALglo| FH|7F Q17| HMof| H2|7|0|M XS IGMP Query Message 7} H&E! 4= QI&LICE 0| 4R 60 = 0f HUH CIS
IGMP Query MessageZ 7|Ct2IL|C}.

6.2.7 ZE| JH2E OF FIt

0|0f Zt SAEE UE| IHAE JEO EHIIEILICEL VLCOIM EX HE| JHAE FAR HIlE AEEIS | ¥st2{ 1D 3
£ 1ff, VLCE= IGMP Report MessageE HHL|C}

SAE hls2E 225.0.0.1 23S0 714AlA
LM SAE h1s20|A HE| FHAE FAT225.0.0.1,01H AEEIS MMUFIEE MASIL|CE VLCE SAE hl1s20{|A
IGMP Report MessageE HYMHL|C}

host: hls2:

root@ryu-vm:~# vlc-wrapper udp://©225.0.0.1

AQ|X| s2= SAE hi1s20|A IGMP Report MessageE ZE 12 $A1510] HE| JHAE FA225.0.0.1,2 2= O2
0| ZE 10| MX =xf5t= 74 olAlsL|C}.

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [REPORT]
Multicast Group Added: [225.0.0.1] querier:[4] hosts:[]

Multicast Group Member Changed: [225.0.0.1] querier:[4] hosts:[1]
[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [REPORT]
[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [REPORT]

flof 2= 220X 20 AN

+ IGMP Report MessageE ZE 10|\ B2

- ZE| HAE F472250.0.1,2 45t BE| JHAE OF2| EME AMGH=X| O (A2(X|7t L7 4™
X Ex)
+ HE| HAE FA7225.0.0.1,2 A5 282 F0| SAE ZE 1 20| =X 0%

E LIEPALICE VLCE A|ZHE ) IGMP Report MessageZ 3 3| HLUIE2 £|0] A&L|Ch
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0| & #2[7|= 60 =0f & M IGMP Query MessageE 7% ELi= HIAXIE 41510 HE| IHAE OIF &0i SAE
h1s2& Jujotct IGMP Report MessageS F&8tL|Ct.

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=4 IGMP received. [QUERY]

[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [REPORT]

o] AI™OIM H2|7]0] SEE EER? =2 &QlgtLICt
switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=827.211s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.1 actions=output:4

cookie=0x0, duration=827.211s, table=0, n_packets=14, n_bytes=644, priority=65535,ip,in_port
=4 ,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=843.887s, table=0, n_packets=1, n_bytes=46, priority=0 actions=
CONTROLLER:65535

He[7|o
+ EE 2 (ZE| HHAE MH{)0f|A] 225.0.0.101A| TS 21 8 BR0= ZE 4 (A9IX| s2)= HE

- XE 4 (A2IX] s2)0f|M 225.0.0.10{1A| ZiZ!E =2 8t AL20|= Packet-In st=
« TAR|E 32 o Z2 Table-miss 222 &5

N 7tX| EE &50| SEE|0] JSLICE
EES AQIR| 520 SEE|0 Y= E2Q FH2E Sols| SLct
switch: s2 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows s2

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=1463.549s, table=0, n_packets=26, n_bytes=1196, priority=65535,ip,
in_port=1,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=1463.548s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.1 actions=output:1

cookie=0x0, duration=1480.221s, table=0, n_packets=26, n_bytes=1096, priority=0 actions=
CONTROLLER:65535

AQ|X| s20]
« XE 1(Z2AE h1s2)0f|M 225.0.0.10]|7] @2l S M st A220|= Packet-In st=

« EE 4 (/2] 7Dol|A 225.0.0.101A TS 21 & FR0=E ZE1(ZEL Ehis2)2 TS
=

SAE h3s28 225.0.0.1 20 714AH

0|0f ZAE h3s20| M= HE| JHAE FAM225.0.0.1,00H AEZIS MG EE MAHSBILICL VLCE SAE h3s20]
M IGMP Report MessageZE HHL|C}
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host: h3s2:

root@ryu-vm:~# vlc-wrapper udp://@225.0.0.1

AQ|X| s2&= SAE h3s20{|A IGMP Report MessageE EZE 30| £415110 HE| IHAE FAM225.0.0.1,8 =415t
S DEo| &0l SAEJL EE 19| 42 ZE 3 Rl ZXES QAL

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=3 IGMP received. [REPORT]
Multicast Group Member Changed: [225.0.0.1] querier:[4] hosts:[1, 3]
[snoop] [INFO] SW=0000000000000002 PORT=3 IGMP received. [REPORT]
[snoop] [INFO] SW=0000000000000002 PORT=3 IGMP received. [REPORT]

O| A|HOIM FHE|7[0f| SEE E22 SF2 SQIRL|C
switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows sl

OFPST_FLOW reply (O0F1.3) (xid=0x2):

cookie=0x0, duration=1854.016s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.1 actions=output:4

cookie=0x0, duration=1854.016s, table=0, n_packets=31, n_bytes=1426, priority=65535,ip,
in_port=4,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=1870.692s, table=0, n_packets=1, n_bytes=46, priority=0 actions=
CONTROLLER :65535

switch: s2 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows s2

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=1910.703s, table=0, n_packets=34, n_bytes=1564, priority=65535,ip,
in_port=1,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=162.606s, table=0, n_packets=5, n_bytes=230, priority=65535,ip,in_port
=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=162.606s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,

nw_dst=225.0.0.1 actions=output:1,output:3

cookie=0x0, duration=1927.375s, table=0, n_packets=35, n_bytes=1478, priority=0 actions=
CONTROLLER :65535

AQIX| s20]

« XE 1(Z2AE h1s2)0f|M 225.0.0.10)|7| @li2l & £Mst HL0|= Packet-In 5t=

« XE 3 (ZAE h3s2)0f|A 225.0.0.10017| 5f2I2 =25t AL0|= Packet-In st=

- XE 4 (2] 7])0lIM 225.0.0.100|7] Tf3l S F+A15t A20|= ZEE 1 (EA E h1s2) U ZE 3 (SAE h3s2)E
s

« TA91E 5E ot Z2 Table-miss 222 &5

4712 222 50| SEE[0] AFLICL
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SAE h2s2E 225.0.0.2 250 71AIY
O O SAE h2s2 CHE SAEQN= OFE HE| IHAE FA225.0.0.2,0074 AEEE xfdst=E MFetL|CH
VLCE SAE h2s20|M IGMP Report MessageS HHHL|CH

host: h2s2:

root@ryu-vm:~# vlc-wrapper udp://0225.0.0.2

=0
=

s2&= SAE h2s20{|M IGMP Report MessageE ZE 20| M 41 HE| IHAE F=A °°225.0.0.2"8 $A6H=
0] SAEJ} ZE 2 x| ExXfsH S olAlsH|C}

[>

]
Hu do
>

controller: cO (root):

[snoop] [INFOI SW=0000000000000002 PORT=2 IGMP received. [REPORT]
Multicast Group Added: [225.0.0.2] querier:[4] hosts:[]
Multicast Group Member Changed: [225.0.0.2] querier:[4] hosts:[2]

[snoop] [INFO] SW=0000000000000002 PORT=2 IGMP received. [REPORT]
[snoop] [INFO] SW=0000000000000002 PORT=2 IGMP received. [REPORT]

O] AI™OIM FH2|7]0l SEE EE2? 52 EQlgLICt
switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=2289.168s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.1 actions=output:4

cookie=0x0, duration=108.374s, table=0, n_packets=2, n_bytes=92, priority=65535,ip,in_port=4,
nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=108.375s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.2 actions=output:4

cookie=0x0, duration=2289.168s, table=0, n_packets=38, n_bytes=1748, priority=65535,ip,
in_port=4,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=2305.844s, table=0, n_packets=2, n_bytes=92, priority=0 actions=
CONTROLLER :65535

+ EE 2 (ZE| HHAE MH{)0f|A] 225.0.0.101A| TS 21 Bt BR0= ZE 4 (A9IX| s2)=2 HE

m

« EE 4 (A%IX] s2)0i|M 225.0.0.204|A] zfZ S =21 5t ZH20l|= Packet-In &

I

+ XE 2 (ZE| JHAE MB{)0lIM 225.0.0.20{A T{Z!S =41 8t BR0= ZE 4 (AQIX[s2)2 HE
« EE 4 (A9]X] s2)0l|A] 225.0.0.1001A] THZIS 421 8t HR0|= Packet-In 3
« TAR|E 3|2 2 Z2 Table-miss E222 &5

5712 E22 &50| SEEO ASLICH

n

n
ol
o
>

X[ s20| SEE[0QE=E E2R =T &0l FLCL
switch: s2 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows s2
OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=2379.973s, table=0, n_packets=41, n_bytes=1886, priority=65535,ip,
in_port=1,nw_dst=225.0.0.1 actions=CONTROLLER:65509
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cookie=0x0, duration=199.178s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.2 actions=output:2

cookie=0x0, duration=631.876s, table=0, n_packets=12, n_bytes=552, priority=65535,ip,in_port
=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=199.178s, table=0, n_packets=5, n_bytes=230, priority=65535,ip,in_port
=2,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=631.876s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,

nw_dst=225.0.0.1 actions=output:1,output:3
cookie=0x0, duration=2396.645s, table=0, n_packets=43, n_bytes=1818, priority=0 actions=
CONTROLLER:65535

LIR] s204|

« XE1(S2AE hi1s2)0f|M 225.0.0.1011A| af2I2 =M 8t ZHR0ll= Packet-In £

rir

« EE 4 (2] 7D0l|A 225.0.0.20f|A {3l +4 8t BR0I= ZE 2 (ILE h2s2)2 TS

+ XE 3 (ZAE h3s2)0|A 225.0.0.100|A| @izl

NW
Z
o
X

24 5t Z20l|l= Packet-In &

« XE 2 (SAE h2s2)0llM 225.0.0.20i|7] T2l S 4 8t AR0)|l= Packet-In 3

rir

« EE 4 (2] 7])0f|M 225.0.0.10{|17] T2l S =M st A= ZE 1 (EAE his2) U ZE 3 (SAE h3s2)2

Ha
o

.« T29|E 51E o Z2 Table-miss 222

oot
i

67le| 222 &=0| SEE|N AL

SAE h3s1E 225.0.0.1 250 7FAIZ

S SAE h3s10| M HE| FHAE FA225.0.0.1,00H AERS MYSI=E MFEHLICL VLCE SAE h3s10)M
IGMP Report MessageS 2 '#L|C}.

host: h3s1:

root@ryu-vm:~# vlc-wrapper udp://©225.0.0.1

SAE h3slE 29X 522 AZAE|0 AUX| EELICE U2t IGMP A%E 7| 52| L] OtL|2t 27| Afole] Lt
Mol IGMP miZle| wets AA|gfLCt.

O A|EOIM FHE|7[0| SEE 222 52 &elgtL|ct
switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=12.85s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.1 actions=output:3,output:4

cookie=0x0, duration=626.33s, table=0, n_packets=10, n_bytes=460, priority=65535,ip,in_port
=4 ,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=12.85s, table=0, n_packets=1, n_bytes=46, priority=65535,ip,in_port=3,
nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=626.331s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.2 actions=output:4

cookie=0x0, duration=2807.124s, table=0, n_packets=46, n_bytes=2116, priority=65535,ip,
in_port=4,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=2823.8s, table=0, n_packets=3, n_bytes=138, priority=0 actions=
CONTROLLER : 65535
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ezl
. EE 2 (HE| JAE M0 225.0.0.10{AH| THIIS 441 5 HR0||= ZE 3 (h3s1) U ZE 4 (A X s2)2

A
HE

o2t

ZE 4 (291%] s2)0flM 225.0.0.201|4 THZ! S =21 5 H0l= Packet-In
ZE 3 (h3s1)0flM 225.0.0.10017] THZI S 441 8t ZL0ll= Packet-Indt7|
« EE 2 (HE| IHAE MH{)0f|M 225.0.0.20{|A|

H
- BE 4 (AYIX| s2)0A 225.0.0.1017 THE!E 441 8 B0 Packet-In 4

ﬂ
40

. TAQ|E 5|2 9F Z+2 Table-miss 222 &=

6 712 222 &=0| SEE|0f JUSLICL
6.2.8 2AE2|Y AIE

UE| HAE Mu{el SAE h2s10]4 AER|YS AFFILICE ZE| HAE F40(=7225.0.0.1,2 ALSELICE

host: h2sl:

root@ryu-vm:~# vlc-wrapper sample.mov --sout udp:225.0.0.1 --loop

J2{X}, 71225.0.0.1,HE| JHAE 2 Z20f| £0i5H= his2, h3s2, h3s1 ZF SAEO|M A3list= VLC HE| JHAE MB{0]|
M HSste SG40| x4 EL|Ch r225.0.0.2,01 £0{5H= h2s20iME SG 40| T Y= K| &L|Ch
6.2.9 ZE| J{AE O F AH|

0|0 Zt SAEE HE| I|AE JIF0|A LHEA|ZLICE AEZ PMSQ VLCE ZEEFE [ VLC= IGMP Leave
MessageS HHL|C}.

SAE hls2E 225.0.0.1 2F0M EEAH

SAE his20f| A A =0l VLCE Ctrl+C S o2 SR EL|CE ALK s2= SAE hls2 EE= 2t IGMP Leave
MessageE ZLE 12 2510 HE| JHAE FA225.0.0.1,2 £Al5t= I1E9| 0{ SAEJ ZE 19| Bof| ZXH5IX|

controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=1 IGMP received. [LEAVE]

Multicast Group Member Changed: [225.0.0.1] querier:[4] hosts:[3]

2ol 23 AQ|R| s20] U0
« ZE 10|M IGMP Leave MessageE B2

.« HE| FHAE FA225.0.0.1,2 $A5= 2129

U’-.'!

0] SAE XE 3 Z0f| %=X

£ LIEFALICE IGMP Leave Message =41 T7HX|= HE| JHAE F4"225.0.0.1,8 $4l5k= 152| &0 SAEE=
ZE 13} 39| o] Zx§510] 21AI5tT QUKD IGMP Leave Message $=+IA| ZE 10| H|Q|ElL|C}.

ol

o AIFIM H2l7|0l S2E B2 #=22 EHolstznELC

J
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switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si
OFPST_FLOW reply (OF1.3) (xid=0x2):
cookie=0x0, duration=1565.13s, table=0, n_packets=1047062, n_bytes=1421910196, priority

=65535,ip,in_port=2,nw_dst=225.0.0.1 actions=output:3,output:4

cookie=0x0, duration=2178.61s, table=0, n_packets=36, n_bytes=1656, priority=65535,ip,in_port
=4 ,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=1565.13s, table=0, n_packets=27, n_bytes=1242, priority=65535,ip,in_port
=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=2178.611s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.2 actions=output:4

cookie=0x0, duration=4359.404s, table=0, n_packets=72, n_bytes=3312, priority=65535,ip,
in_port=4,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=4376.08s, table=0, n_packets=3, n_bytes=138, priority=0 actions=
CONTROLLER :65535

switch: s2 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows s2

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=2228.528s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.2 actions=output:2

cookie=0x0, duration=2661.226s, table=0, n_packets=46, n_bytes=2116, priority=65535,ip,
in_port=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=2228.528s, table=0, n_packets=39, n_bytes=1794, priority=65535,ip,
in_port=2,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=548.063s, table=0, n_packets=486571, n_bytes=660763418, priority=65535,
ip,in_port=4,nw_dst=225.0.0.1 actions=output:3

cookie=0x0, duration=4425.995s, table=0, n_packets=78, n_bytes=3292, priority=0 actions=
CONTROLLER :65535

AL|X| 520
« ZE 4 (F2| 7])0llM 225.0.0.20(A| THZIS 44l 5 AL0|= ZE 2 (EA E h2s2)E M4
« EE 3(SAE h3s2)0f|A 225.0.0.10A| T3l S 441 t A0 Packet-In $&

« EE 2 (SAE h2s2)0|M 225.0.0.20017 ThZlS =M & HAL0|= Packet-In =&

4 (2] 7))l 225.0.0. 10 THZIS 241 3 HR0|= ZE 3 (ZA E h3s2)2 M
- TAQIE 52 o Z2 Table-miss S22 &5
5702 222 #=0| SEE|0] USLICEL U3 7K Hs)

+ ZE 1(SAE h1s2)0l|A 225.0.0.10|7| THZIS £ §t ZLL0||= Packet-In 3

2 SH20| A2, EESH FH2|7|0A 225.0.0.1 242 i3l CHACZHE| ZE 1 (SAE his2)0| HQ| &l 7S

SAE h3s28 225.0.0.1 2S0M SHEIAH

SAE h3s22 8E IGMP

2 =
2AEH= 180|210 SAE ZE 3 BE Z=X|5HX|

JHLCIE SAE h3s20| M AMSOI VICE Ctrl + C S22 &
Leave Message EE 30|A £ "E| JHAE FA2250.0.1,2
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controller: cO (root):

[snoop] [INFO] SW=0000000000000002 PORT=3 IGMP received. [LEAVE]

Multicast Group Removed: [225.0.0.1] querier:[4] hosts:[]

Qo] 2= AQX| 20U M
« IE 30|M IGMP Leave MessageS HH2

« HE| IHAE FAM225.0.01.2

r>
o
rir
|J
Hu
10
o2k
o
>
m
N
I-IJ

EXEHR] 42

2 LIEfALICE
O] AI™OIM #H2|7]0] SEE EER =2 EelgtLCt
switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=89.891s, table=0, n_packets=79023, n_bytes=107313234, priority=65535,ip,
in_port=2,nw_dst=225.0.0.1 actions=output:3

cookie=0x0, duration=3823.61s, table=0, n_packets=64, n_bytes=2944, priority=65535,ip,in_port
=4 ,nw_dst=225.0.0.2 actions=CONTROLLER:65509

cookie=0x0, duration=3210.139s, table=0, n_packets=55, n_bytes=2530, priority=65535,ip,
in_port=3,nw_dst=225.0.0.1 actions=CONTROLLER:65509

cookie=0x0, duration=3823.467s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=2,
nw_dst=225.0.0.2 actions=output:4

cookie=0x0, duration=6021.089s, table=0, n_packets=4, n_bytes=184, priority=0 actions=
CONTROLLER:65535

Hz2|7|of
-« XE 2 (HE| HHAE M)A 225.0.0.1017A] A S 241 & R0l ZE 3 (h3s)E MS
. EE 4 (AQR| s2)0l|A 225.0.0.20)|A] THZIE 44l §F AL0||= Packet-In 48

ZE 3 (h3s1)0[A 225.0.0.10{|7| ZiZlE =41 gt AR0l|= Packet-Inst7|
« EE 2 (HE| JHAE M)A 225.0.0.201A THZIE 41 5t A0 ZE 4 (AQ|X| s2)2 NS
« TAQIZEl 5|2 0 Z+2 Table-miss 22 &=
5712 EE2 &=0| SE&(0] YSLICE W3 HIHX| HlsH
4 (ARIR| s2)0f| A 225.0.0.10017A| T3l S 41 §t AL0ll= Packet-In =&

z2 %*EOI AR E| D, 8 HE| FJHAE ME{O| A 225.0.0.10{7] THZI2| CHALOIM ZE 4 (AQ|X| s2)7} H|QJIEl A

EESt AQIR| 20| SEE|OE EER &5k &l & FLC.
switch: s2 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows s2

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=4704.052s, table=0, n_packets=0, n_bytes=0, priority=65535,ip,in_port=4,
nw_dst=225.0.0.2 actions=output:2

cookie=0x0, duration=4704.053s, table=0, n_packets=53, n_bytes=2438, priority=65535,ip,
in_port=2,nw_dst=225.0.0.2 actions=CONTROLLER:65509
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cookie=0x0, duration=6750.068s, table=0, n_packets=115, n_bytes=29870, priority=0 actions=

CONTROLLER :65535

AL|%| 520
- ZE 4 (2| 7])0IM 225.0.0.201A TS 4 5 AR0|l= ZE 2 (A E h2s2)2 TS
. EE 2 (SAE h2s2)0f|A 225.0.0.20{|A| 7S 441 §t AL0||= Packet-In 434
« TAQIZEl 5|2 9 ZH2 Table-miss 222 &5

M 7tx| 222 &50| SEE0 ASLICE W3 K| H|sH

A

—

o

« IZE 3 (SAE h3s2)0{|A 225.0.0.10f|7] z3l 40| = Packet-In 3
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+

AQ0|= EZE 3 (EA E h3s2)2 M&

. 4 (FH2| 7])ollA 225.0.0.10{|7| THZIS =4l

222 §20| AH B 22 2 & UBLC

6.3 Ryu2| IGMP A%d 7|5 78

=XIE 41 ESLC

fas)

OpenFlowE ALE5101 O{"2H| IGMP A%E 7|52 &85t

IGMP A%=ENGMP 12l S &5 =,0|2t= SE2 OpenFlow?| Packet-In HIA[X[E AtESt0] 735t ASLICH
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5t 21710 E| HAE 2R ERHA| o= HIEAIOIME IGMP AT 7|50] S8 4 YTS pseudo
H217| 715 = T B

OlAte| LIS IGMP AT 7|52 TR0 R T#sHE IGMP AL 20|22{2| U 2j0|=2{2|2 AlgsH= 28 &
220] Lh=0{ 33|

IGMP A2l 2lo|=z]z|

- IGMP Query MessageE BtoM HQ351 & 0{Ho| MEE x7|55t1 IGMP Report MessageE 7|C}
=
- IGMP Report MessageE £=A15tH {2t H|O|E2 A5t ERsCH E22 &5 S22 MA| L6t
=
=

Qs 32 Hal7| HAIX|

- IGMP Leave MessageZ o™ &olof| L5t IGMP Query MessageE ELi1 St 0] gloM Z22 &t
Z9| MHIE MAISICE S HRFH HR #2[7| HAIXK| & M=
- HR5t = i E|O|S0| UC|O|EX[S W O AHME S8 Z2 70| 22[7| Il O|HES H'H
+ pseudo 27| 7|5
- ™M7|M o2 IGMP Query MessageE Z2{4, IGMP Report MessageE 7|CHE!

- IGMP Report MessageE oM ZE22 52 S5

- IGMP Leave MessageE HtoM ZE2 2 SI=Z Alx|

0[0

2
=]

[El

2
+ IGMP A% 2lo|HE{2|e| EXIE W2 205 &
- IGMP T3 ol2le| Tzl FeHcHZ ota-Ha
IGMP A2 2lo|22{2| Y S8 TR2IMO| AA FE, Ryu 2A E2|0f YELICH
ryu/lib/igmplib.py
ryu/app/simple_switch_igmp.py

0[7| wi=ofl o] YoM ="Ryu S& Z2 02 Al L0l 204

FM: simple_switch_igmp.py= OpenFlow 1.0 M8 28 =2 134
3.py 7|HteE S8 Z=MO| M|t LHIES MYFILICH.

ZFQE OpenFlow 1.30| CHS5H= simple_switch_igmp_1

6.3.1 IGMP AL 2jo|Ha{a| 73

[

S ZOIME 2le] 7150 IGMP A 2fo|u
sttt ZAIE Qe UF & gﬂzsmug.

A A2} pseudo H2I7| E2iA

2to|=2{2|e| x7|5} ) A=E F2fALL pseudo H2|7| F2HAE QA AS} FHLLCY.

def __init__(self):

"""initialization."""

super (IgmpLib, self).__init__()
self.name = 'igmplib'
self._querier = IgmpQuerier ()
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self._snooper = IgmpSnooper(self.send_event_to_observers)

Pseudo #2|7| AAHAC| Cst #2|7] HetS SHe A9|X|Q| BFut HE| JHAE MHZ AAE|= ZE HFY2 2}0|
Hei2|of HIMENA AFZELITt

def set_querier_mode(self, dpid, server_port):
"""set a datapath id and server port number to the instance

of IgmpQuerier.

dpid the datapath id that will operate as a querier.

server_port the port number linked to the multicasting server.

nnn

self._querier.set_querier_mode(dpid, server_port)

Pseudo #2|7| QIAEA AQIX|Q ZE HS I} XM=l AL XN
2|7| XMz2|E AlEfeh|ct

rn
[>
40
ﬂ
N
olo
(]
[El
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|2
ul'l-l
=

| 91A3HE 1l Pseudo 3

O@set_ev_cls(ofp_event.EventOFPStateChange,
[MAIN_DISPATCHER, DEAD_DISPATCHER])
def state_change_handler(self, evt):
"""StateChange event handler."""
datapath = evt.datapath
assert datapath is not None
if datapath.id == self._querier.dpid:
if evt.state == MAIN_DISPATCHER:
self._querier.start_loop(datapath)
elif evt.state == DEAD_DISPATCHER:
self._querier.stop_loop ()

Packet-In X 2|

r2l3 o{32|7[0| M ,#at ofL|2t IGMP {32 B E IGMP AT 2to|E22{2|of| A X2|EL|ct IGMP THZIE 44
28[X|7} pseudo #{2|7| AAE A HYF 22X HR0|= pseudo HE|7| AARHAZ, T 29 HR0=E &

QIABIAO 2kt H2|2 2|1 YBLIC

Okl [k

—
an

@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)

def packet_in_handler(self, evt):
"""PacketIn event handler. when the received packet was IGMP,
proceed it. otherwise, send a event."""
msg = evt.msg

dpid = msg.datapath.id

req_pkt = packet.Packet(msg.data)
req_igmp = req_pkt.get_protocol(igmp.igmp)
if req_igmp:
if self._querier.dpid == dpid:
self._querier.packet_in_handler(req_igmp, msg)
else:
self._snooper.packet_in_handler (req_pkt, req_igmp, msg)
else:

self.send_event_to_observers (EventPacketIn(msg))
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AT OIAEAQ| Packet-In ME|0A = 4=2A1E IGMP TiZl2| ZF0] 2} X 2|&h|ct.

def packet_in_handler(self, req_pkt, req_igmp, msg):

#

if igmp.IGMP_TYPE_QUERY == req_igmp.msgtype:
self.logger.info(log + "[QUERYI")
(req_ipv4, ) = req_pkt.get_protocols(ipvé4.ipv4)
(req_eth, ) = req_pkt.get_protocols(ethernet.ethernet)
self._do_query(req_igmp, req_ipvé4, req_eth, in_port, msg)

elif (igmp.IGMP_TYPE_REPORT_V1 == req_igmp.msgtype or

igmp.IGMP_TYPE_REPORT_V2 == req_igmp.msgtype):

self.logger.info(log + "[REPORTI")
self._do_report(req_igmp, in_port, msg)

elif igmp.IGMP_TYPE_LEAVE == req_igmp.msgtype:
self.logger.info(log + "[LEAVE]")

self._do_leave(req_igmp, in_port, msg)

Pseudo #|2|7| QIAEIA9| Packet-In X 2|2 A=l IGMP T{Z12] 30 w2t X 2| HL|C}.

def packet_in_handler(self, req_igmp, msg):
#
if (igmp.IGMP_TYPE_REPORT_V1 == req_igmp.msgtype or
igmp.IGMP_TYPE_REPORT_V2 == req_igmp.msgtype):
self._do_report(req_igmp, in_port, msg)
elif igmp.IGMP_TYPE_LEAVE == req_igmp.msgtype:

self._do_leave(req_igmp, in_port, msg)

AT OIAEAO|AM IGMP Query Message 2|

248 RUAEIAL SRIETHED |9} S8 ZEHED |9 P EASHED (S| MAC 0.8 SXst 2el0
2k AQIX|0] CSI 2afEl HE| HAE D rolT HE| HAE IF O Hojsts SAETH AZHE|0fg)

e HJ§IEHIAIII 24 0f5,2 XIBH YAo| ULk

43} QIAHAL IGMP Query Message $41A] HIAIXIZ HLiSICH: #j2|7|o| YRS QRIscE

IESH ZF AQIX|o IA|X| 44l O{EE £7|51HH2 |GMP Query Message Z2{2 & HE| I|AE I8 0] SAEM
IGMP Report Message $=4| EIQl 0} X{2|E MA|EtL|C}.

def _do_query(self, query, iph, eth, in_port, msg):
#

# learn the querier.

self._to_querier [dpid] = {

'port': in_port,
'ip': iph.src,
'mac': eth.src
}
#
if '0.0.0.0' == query.address:
# general query. reset all reply status.
for group in self._to_hosts[dpid].values():
group['replied'] = False
group['leave'] = None
#
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actions = [parser.0FPActionOutput (ofproto.0FPP_FLOOD)]
self._do_packet_out(

datapath, msg.data, in_port, actions)

# wait for REPORT messages.
hub.spawn(self._do_timeout_for_query, timeout, datapath)

AT OIABAL HE| A E OF 0] SAE|A IGMP Report MessageE A3 S ff 3iE HE| IHAE FAS
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5 olig ZE| JAE & IGMP Report MessageE ZE0| XS 22 Z20l= Y& BE Y2 YC0|EstL
o ZE|HAE m3lo| o= 1 REE FUIet ER Y53 S5t HE|HAE 15 WY O[HUES HHLICt

3t HE| I|AE T=Z9| IGMP Report Message= OZ! 2|7| 2 FEH5IX| 942 Ao0f| FM& stk

def _do_report(self, report, in_port, msg):
#
if not self._to_hosts[dpid].get(report.address):
self._send_event (
EventMulticastGroupStateChanged(
MG_GROUP_ADDED, report.address, outport, []))
self._to_hosts[dpid].setdefault (
report.address,
{'replied': False, 'leave': None, 'ports': {}})

#
if not self._to_hosts[dpid] [report.address]['ports'].get(
in_port):
self._to_hosts[dpid] [report.address]['ports'][
in_port] = {'out': False, 'in': Falsel}
self._set_flow_entry(
datapath,
[parser.0FPActionOutput (ofproto.0FPP_CONTROLLER, size)],

in_port, report.address)

if not self._to_hosts[dpid] [report.address]['ports'][
in_port]['out']:
self._to_hosts[dpid] [report.address]['ports'][

in_port]['out']l = True

#
if not self._to_hosts[dpid] [report.address]['ports'][
in_port]['in']:
actions = []
ports = []
for port in self._to_hosts[dpid] [report.address]['ports']:
actions.append(parser.0FPActionOutput (port))
ports.append (port)
self._send_event (
EventMulticastGroupStateChanged (
MG_MEMBER_CHANGED, report.address, outport, ports))
self._set_flow_entry(
datapath, actions, outport, report.address)
self._to_hosts[dpid] [report.address]['ports'][

in_port]['in'] = True
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# send a REPORT message to the querier if this message arrived

# first after a QUERY message was sent.

if not self._to_hosts[dpid] [report.address]['replied']:
actions = [parser.0FPActionOutput (outport, size)]
self._do_packet_out (datapath, msg.data, in_port, actions)
self._to_hosts[dpid] [report.address]['replied'] = True

AT OIAEAO|M IGMP Report Message 321 Et2l 012 X{2|

IGMP Query Message 2| £ & A|Zt0| X|LIH IGMP Report Message =4l E}Ql OF2 &{2| 2H2|S A|ZHEHL|CE
HE| JHAE OIZ £0] SAEJ ERYFICHH UHER{ 0l A|Zt X7} EHA4517| F0l| IGMP Report MessageS HLIQ 7|
2I3H, IGMP Report Message XMZ|0f|M HZE 212io| 0| EJ} O| RO ZEILLH.

U AJZH0| ZTHE SOIT 0fF 5| S e 9H IS0l Tif3t IGMP Report MessageS 4-A151%| 25101 g &
el FHAE IE0 27} BAET} GlOjE Ao 7155/0f HE| FHAE 15 AX| OMEE HLfT, B2 2ol AF|

def _do_timeout_for_query(self, timeout, datapath):

#
hub.sleep(timeout)
#

remove_dsts = []

for dst in self._to_hosts[dpid]l:
if not self._to_hosts[dpid][dst]['replied']:
# if no REPORT message sent from any members of
# the group, remove flow entries about the group and
# send a LEAVE message if exists.
self._remove_multicast_group(datapath, outport, dst)

remove_dsts.append(dst)

for dst in remove_dsts:
del self._to_hosts[dpid][dst]

def _remove_multicast_group(self, datapath, outport, dst):

self._send_event(
EventMulticastGroupStateChanged (
MG_GROUP_REMOVED, dst, outport, [1))
self._del_flow_entry(datapath, outport, dst)
for port in self._to_hosts[dpid][dst]['ports']:
self._del_flow_entry(datapath, port, dst)

#.
AT OIAEAO|M IGMP Leave Message X{2|
ALT OIAEIAL HE| JYAE TIF £0] SAEO| A IGMP Leave MessageE $AIGHS Iff, HH HE gjoio) 2t
HAIXIE XZet & &Holof| CHEH IGMP Query Messages =215t TEZ M&5t0 HE| IHAE 20 20{ SAENA
IGMP Report Message (Leave 2E}) 441 E}2l o} X222 $&ghL|Ct.

def _do_leave(self, leave, in_port, msg):
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self._to_hosts.setdefault (dpid, {})
self._to_hosts[dpid].setdefault (

leave.address,

{'replied': False, 'leave': None, 'ports': {}})
self._to_hosts[dpid] [leave.address]['leave'] = msg
self._to_hosts[dpid] [leave.address]['ports'][in_port] = {

'out': False, 'in': Falsel}

#

# send a specific query to the host that sent this message.
actions = [parser.0FPActionOutput (ofproto.0OFPP_IN_PORT)]
self._do_packet_out(datapath, res_pkt.data, in_port, actions)

# wait for REPORT messages.
hub.spawn(self._do_timeout_for_leave, timeout, datapath,

leave.address, in_port)

ALg QIAEAN M IGMP Report Message (Leave SH) $21 EI! 0f2 X{2|

IGMP Leave Message X 2| 0| A IGMP Query Message H:H & 2& A|ZF Z0{| IGMP Report Message £=4I Et2l
0} XM2|E A|ZtetL|Ct HE| FHAE 15 70| SAEJL ZXSHCHH 2t o 2 H[SH A|ZF 2= F 0| IGMP Report
MessageE HL| @7| mj20f| ME H= ¢2i0| Ao|0|Ex|X| %&L|Ct

UM AJZt0] Akt S0l 0iH 5| EY HUE| FHAE IE0] Cist IGMP Report MessageS 4=4I5tX| 25HH sl =
Eo| Bofl& sl HE| HHAE IF0f &0{sts SAET} QIOTI U= 745, HE| JHAE OF W O[HIES| HE E
2R 20| UH|0|E HE HZE JS Uoo|EFLICE

HE ME HY0IM HeIst Zut siE HE| JHAE JF0| 7St SAEE= ZEQL 27| 9l= R HE| HAE OF 4
HOMEE Hiji, E22 &Ro| MH|, HE HE | UO|0|EE SJHELICE 0] ] 2Rt U= IGMP Leave
MessageZ} Qo™ #2|7|of| 2L ct

def _do_timeout_for_leave(self, timeout, datapath, dst, in_port):
#
hub.sleep(timeout)
#

if self._to_hosts[dpid] [dst]['ports'][in_port]['out']:
return

del self._to_hosts[dpid]l[dst]['ports'][in_port]
self._del_flow_entry(datapath, in_port, dst)

if len(actions):
self._send_event(
EventMulticastGroupStateChanged (
MG_MEMBER_CHANGED, dst, outport, ports))
self._set_flow_entry(
datapath, actions, outport, dst)
self._to_hosts[dpid] [dst]['leave'] = None
else:
self._remove_multicast_group(datapath, outport, dst)
del self._to_hosts[dpid] [dst]
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def _remove_multicast_group(self, datapath, outport, dst):

leave = self._to_hosts[dpid] [dst]['leave'l]

if leave:

if ofproto.0FP_VERSION == ofproto_v1_0.0FP_VERSION:
in_port = leave.in_port

else:
in_port = leave.match['in_port']

actions = [parser.O0FPActionOutput (outport)]
self._do_packet_out(

datapath, leave.data, in_port, actions)

Pseudo #2|7| AAAHAMNA IGMP Query Message H7| &2 x{2|

2F AlZHo| X|LtH

rulrl
o
on
ok

Pseudo #2|7| QIAEHAE 60 =0 gt 1 IGMP Query MessageE Z2{2 &fL|Ct.
IGMP Report Message =21 E}2! O} X2|Z A|ZFghL|Ct.

def _send_query(self):
#
timeout = 60
#
while True:
#
self._do_packet_out (
self._datapath, res_pkt.data, send_port, flood)
hub.sleep(igmp.QUERY_RESPONSE_INTERVAL)
#

Pseudo #2|7| QAEHANAM IGMP Report Message *{2|

Pseudo #2|7| QIAEAE HE| I|AE 15 F0] SAE U AT O|AEI AN A IGMP Report MessageE £=2I134
2 m s HE[ FHAE FAO| L2 4 ZET| 7|AUE[0] JX| o™ HHE 7|dstn E2L =2 SSILICL

def _do_report(self, report, in_port, msg):
#
update = False
self._mcast.setdefault (report.address, {})
if not in_port in self._mcast[report.address]:

update = True

self._mcast[report.address] [in_port] = True
if update:
actions = []

for port in self._mcast[report.address]:

actions.append(parser.0FPActionOutput (port))
self._set_flow_entry(

datapath, actions, self.server_port, report.address)
self._set_flow_entry(

datapath,

[parser.0FPActionOutput (ofproto.0FPP_CONTROLLER, size)],

in_port, report.address)
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Pseudo #2|7| AAAEHAGAM IGMP Report Message £ EfQ! Of X2

IGMP Query Message M7|& HW S & A|ZH 0| IGMP Report Message $=4I E}Ql 0}20] CHst X 2| & A|ZHgh
LIC}. IGMP Report Message?} M&E[X| 42 ZEO| CHaiA Pseudo #E|7| QARHALE 7[ASH HHO| AC{|0|E Y
EER =S YOO|ERLICE NS M ZEVL Q= 2R EER &= AFELICE

def _send_query(self):
#
while True:
#
hub.sleep(igmp.QUERY_RESPONSE_INTERVAL)
#
del_groups = []
for group, status in self._mcast.items():
del_ports = []
actions = []
for port in status.keys():
if not status[port]:
del_ports.append(port)
else:
actions.append(parser.0FPActionOutput (port))
if len(actions) and len(del_ports):
self._set_flow_entry(
self._datapath, actions, self.server_port
if not len(actions):

self._del_flow_entry(

group)

self._datapath, self.server_port,
del_groups.append (group)
if len(del_ports):

group)

for port in del_ports:

self._del_flow_entry(self._datapath, port,

group)
for port in del_ports:
del status[port]
for group in del_groups:

del self._mcast[group]

Pseudo #2|7| QAAEHANM IGMP Leave Message X{2|

Pseudo F2|7| QIAEHA L= HE| IHAE I 2 20{ SAEON|M IGMP Leave MessageE AN mf, 7|2dst HEH9|
YUHo|E X E22 &5 UHI0|EE AFLICE H

S Uy ZET Qls B2 222 5SS AR
def _do_leave(self, leave, in_port, msg):

"""the process when the querier received a LEAVE message."""
datapath = msg.datapath

parser = datapath.ofproto_parser

self._mcast.setdefault (leave.address, {})
if in_port in self._mcast[leave.address]:
self._del_flow_entry(
datapath, in_port, leave.address)
del self._mcast[leave.address][in_port]
actions = []
for port in self._mcast[leave.address]:

actions.append(parser.0FPActionOutput (port))
if len(actions):

self._set_flow_entry(

datapath, actions, self.server_port, leave.address)
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else:
self._del_flow_entry(

datapath, self.server_port, leave.address)

Ryu 28 T2 724 Alsl 0| L}2IQl= OpenFlow 1.3 X2 IGMP A%+ 28 T2 T3 (simple_switch_igmp_13.py)2}
512 ,AR|E 5{E2| XI0|E At2| 2 MYFILICE

r_CONTEXTS.&%d

[kl
i3

ryu.base.app_manager.RyuApp2 7| St Ryu 28 T2 1M CONTEXTS. dictionary0f| C+2 Ryu
2 d¥si0f CIE S8 T2 E HEo| A oM HHAH = ASLICE 047]0A = IGMP ARE
IgmpLib A E igmplib,2t= 0|22 27 _CONTEXTS.2 MFEHL|Ct.

o
[SXS
=

=i
to|=2{=|

|_o

from ryu.lib import igmplib

class SimpleSwitchIgmpi3 (app_manager.RyuApp):
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]
_CONTEXTS = {'igmplib': igmplib.IgmpLib}

T CONTEXTS0fl 8&st S8 =22 _init_() HIA = kwargsOIM QIAEAZS A2 £ USLICE

# ...
def __init__(self, *args, **kwargs):

super (SimpleSwitchIgmpl3, self).__init__ (*args, **kwargs)
self.mac_to_port = {}
self._snoop = kwargs['igmplib'l]

gtoj=e{2lel 7|2

LT "Ryu S& Z=17 &30 0|lM HOjE

r_CONTEXTS.2 M 3t IGMP A% 2to|=aiz|e| £7| 2MS +3
A4 2lo|=22{2| 7} M| &3}= set_querier_mode()

Ch= #217]2] == pseudo0{OFRtLICE. 2F0| U= L IGMP
HAMEE AELIC 017]|0f ChS 242 S giLCt

OH 74 4 i oy
dpid str_to_dpid('0000000000000007) | F2|7| ¥&E St= HIO|E{uiA ID
server_port | 2 HUE[FHAE ME{7} AZRY] U= FHE|7|e ZE

0| M&< [|o|E{ ZZ IDT0000000000000001,2| OpenFlow AQ|X|7} H2|7| A&+S st HE| JHAE Tf3le
PI202 TE DE WS Z2Q RS SEsH= AYULICH

# ...
self._snoop = kwargs['igmplib']
self._snoop.set_querier_mode(
dpid=str_to_dpid ('0000000000000001"'), server_port=2)
#
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A% Heol O|HIEES

rel3 o 22| A o|M ,eat ofL| 2} IGMP A% 2l0|E2{2|= IGMP 1{3l0| Z&tE|X| &2 Packet-In HA|X| 2

|
EventPacketIn 2= AL} He| O|MIER HEHL|CH ALK} Z 2| O[HIEL| O|HIE X2|7| = Ryulf|M H|SSt= 0]
HIE M2|7|ME ryu.controller.handler.set_ev_cls O|Z2|0|E =2 FAIGLICE

O@set_ev_cls(igmplib.EventPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):

msg = ev.msg

datapath = msg.datapath

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

in_port = msg.match['in_port']

**

s IGMP A &= E 20l E & 2 =

BEIHA2E JIFS F7H/HE/ A4HE & o
EventMulticastGroupStateChanged O|HIE S &41517| wjZ0i, 0|Z0i| siE O|HE X2|7|E BHE0 L

C}.

@set_ev_cls(igmplib.EventMulticastGroupStateChanged,
MAIN_DISPATCHER)
def _status_changed(self, ev):
msg = {
igmplib.MG_GROUP_ADDED: 'Multicast Group Added',
igmplib.MG_MEMBER_CHANGED: 'Multicast Group Member Changed',
igmplib.MG_GROUP_REMOVED: 'Multicast Group Removed',
}
self.logger.info("%s: [%s] querier:[%s] hosts:%s",
msg.get (ev.reason), ev.address, ev.src,
ev.dsts)

= 2t0|=2{2|2t 210|222 E A83ts 88 Z2O0|M IGMP 258 7|5

=T
S HSIELICE

0|2} Z40|, IGMP ALT 7|5
Z

= I 29 sHol =

u Mo
-
OH
j&
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CHAPTER 7

OpenFlow ZEEEZ

0| &M= OpenFlow Z2EZ0| M=l 0jX|(match), W& (instruction) 2! @HM(action)o]] CHsH A EHL|CT,

7.1 OiX|
Oix[ofl At S = U= E240f|= 012] 71X|7} 20, OpenFlow?| H{F0| S2t& wf OiCt 3 37 &= S7tst JEL
C}. OpenFlow 1.00|A = 12 &5 24 X|3t OpenFlow 1.3 &= 40 7tX|Q| =710| Ho|&|0f Q/&L|Ct

JHe ol XtM|BH LI OpenFlow Al S Atx5IA|H EIL|CE 017]0| M= OpenFlow 1.3 Match 2 EEZ ZHCHs}||
A0k

Match ZE 0|5 | MY
in_port M IEQXE HS
in_phy_port M ZEQ| EE|M ZE HS
metadata HO|S7Hl| §EE MEYot= o AFEE[= HIE} C|O|E
eth_dst Ethernet CH& MAC =4
eth_src Ethernet & MAC =2
eth_type Ethernet =&j|Q! E}2!
vlan_vid VLAN ID
vlan_pcp VLAN PCP
ip_dscp IP DSCP
ip_ecn IP ECN
ip_proto IPEEREE S5
ipv4_src IPv48| AA IP A
ipv4_dst IPv42| CHAL IP =4
tep_src TCPd 212 ZE HS
tcp_dst TCP BXX| ZE HS
udp_src UDP AA ZE HS
udp_dst UDPCHA ZE HS
sctp_src SCTPo| Q2 ZE HiS
sctp_dst SCTP B&X| XE Hs
icmpv4_type ICMP2| Type
icmpv4_code ICMP2| Code
arp_op ARPO| Atz AE

2t Aol
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Chapter 7. OpenFlow ZEEZ

Table 7.1 — O|H H|O|X|OIM &

Match ZE 0|2

MO
=20

arp_spa
arp_tpa
arp_sha
arp_tha
ipv6_src
ipv6_dst
ipv6_flabel
icmpv6_type
icmpv6_code
ipv6_nd_target

ARPQ| AA P F=A

ARP2| CHAH P =4

ARPS| 2A MAC A

ARP2| Ll MAC 4

IPv62| AA IP FA

IPv62| CHAN IP =4

IPv62| EE22 20|

ICMPv62| Type

ICMPv62| Code

IPv6 L[O|H] C|AF{HE[2| CHA FA
3A

ipv6_nd_sll IPv6 H[O|H] CIAFHzE| RIZ2 23 AE Fa
ipv6_nd_tll IPv6 L0t C|AF{HE| EFZI /3 AS T4
mpls_label MPLS glo|&
mpls_tc MPLS Ezfj=! S2jA (TC)
mpls_bos MPLS2| BoS H|E
pbb_isid 802.1ah PBBQ| I-SID
tunnel_id =2| ZE0| clist HIEt G| O|E
ipv6_exthdr IPv6 2HE 5l Q| oAl EE
MAC =48t IP 4 2| YR EHE= st OIAIE X|FE & JUSLICE
7.2 Y

M (instruction)2
&Lk

i x[oll siEsts @

S mo| SH2 Yolot= AR, gt 22

RO A=

o

Moq
=20

Goto Table (24

Clear Actions (&
Meter (SM)

Write Metadata (&
Write Actions (2=

Apply Actions (&

SiX| o

= o
=52 4F

= ®xjl E|O|S IDEL} 2 2t0| OfL|H QHElL|CY.

) | 0lZ2| HloZ0lA & 4 /= HIE} HlO|EIS AFEL C.
M MEO| XIFE AN £7H SiIck SUsH K| AMo| o|o] LHE B0

oL I—=2 T o i

S MZe AMoZ thHIELIC
M) | oM MES s o
M) | B o4 HEOIA BE ofttg HASLIC

O+ K| &I o

[ iy —1

XY OJEof S HEgfL .

—1Tod

OpenFlow 1.1 O] 40l A= 012] 72| Z2 2 E||0|ES §HL|Cl. Goto Tabled]| 2|5 x|
2 1_1H9'°| XE|E XEE 222 HI0I20M XSS
E 0] 22 3! 0ff VLAN-ID 2002 71510] EH|0|2 20f H

%E* = AFLICL

= ASLLEL HE S

e.,0[2t2 EE

ool 3iY5h= CkS

Ryu= 2t 8

Zaj A7} 28E0]

ASLIL.

OFPInstructionGotoTable

* OFPInstructionWriteMetadata

* OFPInstructionActions
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* OFPInstructionMeter
Write/Apply/Clear Actionse= OPFInstructionActionsOfl H2|5t11 U1, QAAEIA MMA|0]| MEHEHL|CE

FM: Write Actions?| X2 Ao EHZE E|0] RLX|2H O™ HF 2| Open vSwitchOfl M= R8I E[X| £SO, CHAl Apply
ActionsS AL23l|0F UELICE Open vSwitch 2.1.00| M Write Actions X|2/0| F7}t=[}SL|CT.

7.3 A4M

OFPActionOutput S A = Packet-Out HIA|X|2} Flow Mod HA|X|E At235}0] T3] MA& S X|™HStH= AL M
AXto| ol CHA It 7“52310” Hif2{™ z|cff ¢[o]E] 37| (max_len)2 X|HELICL CHMOl= AQIX|Q| 22 E
HS 2o @ 7ix| Hol=l 22 XHE £ JSLICH

12
el

U gy

OFPP_IN_PORT M ZEZ MAELCH

OFPP_TABLE A ZE2 2 0|2 L|C}

OFPP_NORMAL ALIX|Q| L2/L3 7|52 MAEL|Ct

OFPP_FLOOD 2AMEE L 225 TEE N|Q|F sl VLANS| RE 22| ZE| Flooding

OFPP_ALL M ZEE HQSt RE Sa|Y ZEO|| MAEHCH

OFPP_CONTROLLER | #AEE2{0j| Packet-In H|A|X|2 ELHL|C}

OFPP_LOCAL AQ|R|e| 2H ZEES XML

OFPP_ANY Flow Mod (delete) M|A|X] 2! Flow Stats Requests HIA|X| OIA ZEE MEHS! [ff 21
EIIEE M8ot= A=, W3l ME0M ALSEIX| 4&LICt

max_len 02 X|H5tHM Packet-In HIA|X[ ZiZl2] O|Z! Cf|O|E{ & M E5IA| &&LIC. OFPCML_NO_BUFFER 2 X|& 5}
™ OpenFlow A2|X| Of| A TH3lS B Q10| Packet-In HA|X| THZ! HH|7} HLEELICE
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CHAPTER 8

ofproto 2(0|=2{2|

0| =oM< Ryul| ofproto 20| =2{2|0]| CH5H A7HEHL|C}.

8.1 7L

ofproto 2t0|E2{2|= OpenFlow ZZEZE MA[X|S| ZHd-2M S 57| 9I8 2t0|22{2| L.

8.2 B 14

2t OpenFlow BH{H™ (HHZ XY)0f| CHalf 44~ B2& (ofproto_vX_Y)2} tA 2= (ofproto_vX_Y_parser)7} ZEtE|0] Q&5
L|Ct. Zt OpenFlow H{E2| 2 7| 2XHo =2 S2IE|0 JUESLIC.

OpenFlowH®™ | &+ 2E oM 25

1.0.x ryu.ofproto.ofproto_v1_0 | ryu.ofproto.ofproto_v1_0_parser
1.2.x ryu.ofproto.ofproto_v1_2 | ryu.ofproto.ofproto_v1_2_parser
1.3.x ryu.ofproto.ofproto_v1_3 | ryu.ofproto.ofproto_v1_3_parser
1.4.x ryu.ofproto.ofproto_v1_4 | ryu.ofproto.ofproto_v1_4_parser

g BE2 Z2EE Y5 F2lFLICL oIS =9 th3a ZELIC

)é)}-_)l\_ Mo

OFP_VERSION TZEZ HE WS
OFPP_xxxx ZE HS
OFPCML_NO_BUFFER | H{m{gio| Mx| mfzle ML
OFP_NO_BUFFER HRE Ho Hs

8.2.2 IlM BE

IpM 2=2 2} OpenFlow HIA[X|0f TS Bt 22271 F2=|0f AFLICE OIS SH CH3at Z&LICH 0] 2221
QAAHAE fO= HIA|X| S2H2, TIAIX] ZHA[2t2 LIt
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Sefla Ay
OFPHello OFPT_HELLO H|A|X]

OFPPacketOut | OFPT_PACKET_OUT M|A|X]|
OFPFlowMod | OFPT_FLOW_MOD H|A|X|

EESH ItM 2 =2 OpenFlow HIA|X|2] HO|2E F0f| AL E|= 70| CHSot= SHAE Ho|=|0f YSLICE HIE =
M CH33t Z5LICh o] SafALt O AHAE ooz X FejA, XA| ZHA 2t gLICY.

2zl A

OFPMatch ofp_match
OFPInstructionGotoTable | ofp_instruction_goto_table

I>

OFPActionOutput ofp_action_output

8.3 72Xl A2Y

8.3.1 ProtocolDesc A

AtE3t= OpenFlow Z2EZEE X|Hs}7| 9I5t S AQJLICE HAIX] Z2fA2| _init_2| datapath 21= 0] 24
(£ up Sl oI Datapath Z2iA)2| A E XIHEHLICH

from ryu.ofproto import ofproto_protocol

from ryu.ofproto import ofproto_vi_3

dp = ofproto_protocol.ProtocolDesc(version=ofproto_vi_3.0FP_VERSION)

8.3.2 HEHI F2

Ryu ofproto 2}0|EZ{2|2] API= 7|=X o= EAtE H3O| HIEY S FA7t ALZELLE o S o33} 20t

F4A: 2L} OpenFlow 1.00] 2t3lA= CHE ER0| AHZE|D JUELICE (20141 22! FHxH)

FA ZE3 | python 2XtE Of|x|
MAC =& | 00:03:47:8c:al:b3’
IPv4 =4 | "192.0.2.1

IPv6 4 *2001:db8::2'

8.3.3 HIAIX] 7HA|2| 4

2t HAIX] 2aliA, A=A S A2| QAAHAS XA QleZ MHetL|Ch

214:9| 0|52 7|2 5O OpenFlow ZZESU|A FahE L 0SS SYBHLICE J2iLt pythono| djofoiet 55
= A ObR|Sfolf S F&LTh T SIRI0IME type_ 0l O[of SErEILIC

from ryu.ofproto import ofproto_protocol

from ryu.ofproto import ofproto_vi1_3

dp = ofproto_protocol.ProtocolDesc(version=ofproto_vi_3.0FP_VERSION)

ofp = dp.ofproto

ofpp = dp.ofproto_parser

actions = [parser.0FPActionOutput (port=ofp.0FPP_CONTROLLER,
max_len=ofp.0FPCML_NO_BUFFER)]
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8.3. 7I=Xl A 8Y

inst = [parser.0FPInstructionActions(type_=ofp.OFPIT_APPLY_ACTIONS,
actions=actions)]
fm = ofpp.0FPFlowMod(datapath=dp,
priority=0,
match=ofpp.0FPMatch(in_port=1,
eth_src='00:50:56:c0:00:08"'),

instructions=inst)

M d4 B2E oM 252 A importsto] ArEsi= X AtE3}H= OpenFlow H{TS HASH I z|45te| +¥o= ELE

M
7ts3t ProtocolDesc 7H#|2| ofproto, ofproto_parser EM 2 AIR6H= 742 HAFSH|CE.

Y

8.3.4 HIAIX| ZHHIS] £M

HIAIX] ZHAIS| LHIE S shelgt o~ JELICE
0|2 =0 OFPPacketIn 7HA| pide| match 2 E7} pin.match2 AUM|AE 4= Q&L
OFPMatch ZHHM|2| 2t TLV Ct21t 20| 0|2 MM AT 4= QISLICH.

print pin.match['in_port']

8.3.5 JSON

HIAIX] ZHX|E json.dumps St dictionary2 Bi&t5H= 7|1} json.loads 2t dictionary0f| A HIA|X| 7HA|E 2215}
= 7|s0| IELICE

ZFM: J2{L} OpenFlow 1.0 28 ME 30| S2FMEHL|CE (2014 22 ixY)

import json

print json.dumps(msg.to_jsondict ())

8.3.6 HIAIX|2] aliA (Parse)

HIAIX|2| HIO|E BOf|A] siE HIAIX| A S HdofLict AQX[0|AM B2 HAIX| 82 = {37} AS22 0]
X2l &5k7| flsh, Ryu & Z2I-M0M X = iELIC

FHHe=E CH3a ZELU T

1. ryu.ofproto.ofproto_parser.header &t £+ £ A 25t0 HM S8 HE S8 2M 21 ZIE
ryu.ofproto.ofproto_parser.msg &H4=0f| =510 LIHX| HE2 EXM

8.3.7 M|A|X[2| ‘4H (Serialization)

|
::
0.*..
o
r
in}

HIAIX] ZHA[0 A SliE HIA|IX|2| HIO|EE g gtL|ct. A2AX[0] 2= HAX HE2 =2 {37t AHS2= 0| A
2|E A5t7| 2lsh, Ryu S8 Z2HO| XIS 2= S T

FHHe=E Ch3n 25Ut

1. HAIX| 7H&|Q| serialize HIMEEZE &5
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N
=2
=
A
\J
——
2
To
o
c

=4
dm
0x
fljo
no
mjo

‘lap'ZFO OlH mC L
len'Z2 B =10

O.I.I.
>
12
|o
Hu
£y
mjo
Ral
0%

451X| LOE serializeA| XF5 22 AH|AHEIL|LCY.
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CHAPTER 9

o3 2jo|ea|a]

OpenFlow?| Packet-InT} Packet-Out HA|X|= IA|(raw) THZ! LI £ LIEILY = HIO|E 2XIA0| S0{7t= ZEJ}
QUELICE RyuOiA= O|2{st }IA| TiZlE S8 ZE2EOM0M CHE7| l=5 2to|=E2{2| 7t Z&E|0] IELICE o Zhojl
ME 0| 2lo|E2{2|E A RLICE

9.1 7|=2X¢Ql AHEY

9.1.1 Z2EZ 3| S22

[El

Ryu o7l 2t0|22{2|= Ciefet Z2EZ JIE0f| tHSshs 2227t ZeE|of ASLIC

2t
1

il

L|C

S

Al

rr
[l

2EEZ

fuin
o
Rl
rio
e

-

|

Z3tst 2E 20 f25Hs 2aHA S RHMEH AEHS API T{2iA B Hxst

10 Mo

10l

< arp

- bgp
bpdu

- dhcp

+ ethernet

- icmp

« icmpv6

« igmp
ipv4
ipv6

+ llc

- lidp

+ mpls

+ ospf
pbb
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Chapter 9. T3l 2t0|E22{2]

.+ sctp
+ slow
.« tcp

- udp
« vilan
< VITp

EEZ 5|H 2222 _init_ 2l4= 0|§2 7|=2X 22 RFC SOI|lA AL 0|S2t S5t £[0f A&
e Eai2o| AARA £4o| Y Ak ORXIIX|LICE J2{Lt type S Python built-inzt S 3f
1E0]| siiest= _init_ 214~ O|F2 type X2 OFX[}of 7} E&LICE

lo {1y
mFl '“H‘ Il:l

LR _init_ Q= 7|2 240] EYE0], YEF £ ASLICE CHS OFI0IM = version=4 S0| ‘Y2FE|0] ELICH

from ryu.lib.ofproto import inet

from ryu.lib.packet import ipv4

pkt_ipv4 = ipvé4.ipv4(dst='192.0.2.1"',
src='192.0.2.2"',
proto=inet.IPPROTO_UDP)

print pkt_ipvé4.dst
print pkt_ipv4.src
print pkt_ipv4.proto

9.1.2 HEQ3A FA

Ryu I{Zl 2t0|22{2|2| API= 7|2X o2 EXIE 32| HEQA F47F MEEHLICE oS SH CIS32 Z5LICh

FA& EF | python Xt ofH|
MAC A | “00:03:47:8c:al:b3’
IPv4 =4 | 7192.0.2.17

IPv6 A | "2001:db8::2'

9.1.3 {3l &4 (Parse)

n{Z19| H}O|E ol M sl python XS - etL|Ct.
THHMe == CH3at 2L Ch
. ryu.lib.packet.packet.Packet 22jA2| ZHx|E MM (data Q14 EM5H= HIO|EE X|F)
2. 1. 7iA|2| get_protocol HIME S52 At83510] Zt T2 EZE 3|0l SHEst= 7HHIE 7182

pkt = packet.Packet(data=bin_packet)
pkt_ethernet = pkt.get_protocol(ethernet.ethernet)
if not pkt_ethernet:
# non ethermnet
return
print pkt_ethernet.dst
print pkt_ethernet.src
print pkt_ethernet.ethertype
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9.1.4 i3lo| ¥4y (Serialization)

python ZHX|0]|A] SiE T3

FHHe=E ChEt

Zatich

1. ryu.lib.packet.packet.Packet 22HA 2| ZHH|E M

2. 24 Z2EZ 50| siYot= M E MY (ethernet, ipv4, ...)
3. (a) 7HA|2| add_protocol HMEE ALE3t0] 2. SHE A2 F7t
4. (a) 7HA| serialize HIMEZE ££5}0] HIO|E sequenceE MM
HA o mo]=E 20| 52| U HEE YAHLZ S X|HGHK| 240tk serializeA| Xk
HEE 7t 2o AHUAS HESHIAIR
pkt = packet.Packet ()
pkt.add_protocol (ethernet.ethernet (ethertype=...,
dst=...,
src=...))
pkt.add_protocol(ipv4.ipv4(dst=...,
src=...,
proto=...))
pkt.add_protocol(icmp.icmp(type_=...,
code=...,
csum=...,
data=...))

pkt.serialize ()
pkt.data

bin_packet

HI2:5H CHR| APIQI Scapy T3t AL THs 3t 3IEH0] T2t AR FAAIL.

ethernet.ethernet (...)

®

ipvd.ipva(...)

udp.udp(...)
e/i/u

pkt

9.2 S8 ZEI% 0f|A|

flo| HIFIE AHESH0] 2HE pinglll SESHE 88 =S HojFELIt

ARP REQUEST®} ICMP ECHO REQUESTZ Packet-In0i| A
_init_ HIME0]| 5lE ZEE|0] Q&L CE

o=
Copyright (C) 2013 Nippon Telegraph and Telephone Corporation.
Copyright (C) 2013 YAMAMOTO Takashi <yamamoto at valinux co jp>
Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
"AS IS" BASIS,

either express or

distributed under the License is distributed on an

#
#
#
#
#
#
#
#
#
#
#
# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,

OS2 ALHEILICE XiMIEt

HHO} SHAHS Packet-OutQ 2 HWHL|CE

IPFEA S22

=
T

127



Chapter 9. {3l 2to|Ez{2|

# implied.
# See the License for the specific language governing permissions and

# limitations under the License.

# a simple ICMP Echo Responder

from ryu.base import app_manager

from ryu.controller import ofp_event
from ryu.controller.handler import CONFIG_DISPATCHER, MAIN_DISPATCHER

from ryu.controller.handler import set_ev_cls

from ryu.ofproto import ofproto_vi_3

from ryu.lib.packet import packet
from ryu.lib.packet import ethernet
from ryu.lib.packet import arp

from ryu.lib.packet import ipv4

from ryu.lib.packet import icmp

class IcmpResponder (app_manager.RyuApp) :
OFP_VERSIONS = [ofproto_v1_3.0FP_VERSION]

def __init__(self, *args, **kwargs):
super (IcmpResponder, self).__init__ (*args, **kwargs)
self.hw_addr = 'Oa:e4:1c:d1:3e:44"'
self.ip_addr = '192.0.2.9"'

@set_ev_cls(ofp_event.EventOFPSwitchFeatures, CONFIG_DISPATCHER)
def _switch_features_handler(self, ev):
msg = ev.msg
datapath = msg.datapath
ofproto = datapath.ofproto
parser = datapath.ofproto_parser
actions = [parser.0FPActionOutput (port=ofproto.0FPP_CONTROLLER,
max_len=ofproto.0FPCML_NO_BUFFER)]
inst = [parser.0FPInstructionActions(type_=ofproto.0OFPIT_APPLY_ACTIONS,
actions=actions)]
mod = parser.0FPFlowMod(datapath=datapath,
priority=0,
match=parser.0FPMatch(),
instructions=inst)

datapath.send_msg(mod)

@set_ev_cls(ofp_event.EventOFPPacketIn, MAIN_DISPATCHER)
def _packet_in_handler(self, ev):
msg = ev.msg
datapath = msg.datapath
port = msg.match['in_port']
pkt = packet.Packet(data=msg.data)
self.logger.info("packet-in ¥%s" % (pkt,))
pkt_ethernet = pkt.get_protocol(ethernet.ethernet)
if not pkt_ethernet:
return
pkt_arp = pkt.get_protocol (arp.arp)
if pkt_arp:
self._handle_arp(datapath, port, pkt_ethernet, pkt_arp)

return
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pkt_ipv4 = pkt.get_protocol (ipv4.ipv4)
pkt_icmp = pkt.get_protocol(icmp.icmp)
if pkt_icmp:
self._handle_icmp(datapath, port, pkt_ethernet, pkt_ipv4, pkt_icmp)

return

def _handle_arp(self, datapath, port, pkt_ethernet, pkt_arp):
if pkt_arp.opcode != arp.ARP_REQUEST:
return
pkt = packet.Packet ()
pkt.add_protocol (ethernet.ethernet (ethertype=pkt_ethernet.ethertype,
dst=pkt_ethernet.src,
src=self.hw_addr))
pkt.add_protocol (arp.arp(opcode=arp.ARP_REPLY,
src_mac=self.hw_addr,
src_ip=self.ip_addr,
dst_mac=pkt_arp.src_mac,
dst_ip=pkt_arp.src_ip))
self._send_packet (datapath, port, pkt)

def _handle_icmp(self, datapath, port, pkt_ethernet, pkt_ipv4, pkt_icmp):
if pkt_icmp.type !'= icmp.ICMP_ECHO_REQUEST:
return
pkt = packet.Packet ()
pkt.add_protocol (ethernet.ethernet (ethertype=pkt_ethernet.ethertype,
dst=pkt_ethernet.src,
src=self.hw_addr))
pkt.add_protocol (ipv4.ipv4 (dst=pkt_ipv4.src,
src=self.ip_addr,
proto=pkt_ipvé4.proto))
pkt.add_protocol (icmp.icmp(type_=icmp.ICMP_ECHO_REPLY,
code=icmp.ICMP_ECHO_REPLY_CODE,
csum=0,
data=pkt_icmp.data))
self._send_packet (datapath, port, pkt)

def _send_packet(self, datapath, port, pkt):

ofproto = datapath.ofproto

parser = datapath.ofproto_parser

pkt.serialize ()

self.logger.info("packet-out %s" % (pkt,))

data = pkt.data

actions = [parser.0FPActionOutput (port=port)]

out = parser.0FPPacketOut (datapath=datapath,
buffer_id=ofproto.0FP_NO_BUFFER,
in_port=ofproto.0FPP_CONTROLLER,
actions=actions,
data=data)

datapath.send_msg(out)

FM: OpenFlow 1.2 0| &0l A& Packet-In H[A|X] match ZE0|M Parse®l 13! S5 LIS S Mg 4 JUEL|CL T2{L} 0]
ZCof AofLt B2 MEE Ho| Suts AQ|x|e] 23o) w2t CEL|CE oS S0{ Open vSwitchs £|Ate| HEDH Ho{F=X| o
ooZ U2 HR HEES Fo0|M w3l LH&S REMsHoFRLICt. SHH LINCE 7St 8t B2 HEE E t

CHE2 ping -c 35 & &t 22 279| oLt

EVENT ofp_event->IcmpResponder EventOFPSwitchFeatures

switch features ev version: 0x4 msg_type 0x6 xid 0xb63c802c OFPSwitchFeatures(auxiliary_id=0,
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hapter 9. T3l 2f0|E2{2|

capabilities=71,datapath_id=11974852296259 ,n_buffers=256,n_tables=254)

move onto main mode

EVENT ofp_event->IcmpResponder EventOFPPacketIn

packet-in ethernet(dst='ff:ff:ff:ff:ff:ff',ethertype=2054,src='0a:e4:1c:d1:3e:43"'), arp(dst_ip
='192.0.2.9"',dst_mac='00:00:00:00:00:00"',hlen=6,hwtype=1,o0pcode=1,plen=4,proto=2048,src_ip
='192.0.2.99',src_mac='0a:ed:1c:d1:3e:43'), '\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\
x00\x00\x00\x00\x00\x00"'

packet-out ethernet(dst='0Oa:ed4:1c:d1:3e:43"',ethertype=2054,src="'0a:e4:1c:d1:3e:44"'), arp(
dst_ip='192.0.2.99',dst_mac='0a:e4:1c:d1:3e:43"',hlen=6,hwtype=1,opcode=2,plen=4,proto=2048,
src_ip='192.0.2.9',src_mac='0Oa:e4:1c:d1:3e:44"')

EVENT ofp_event->IcmpResponder EventOFPPacketIn

packet-in ethernet(dst='Oa:e4:1c:d1:3e:44',ethertype=2048,src='0a:e4:1c:d1:3e:43'), ipv4(csum
=47390,dst="'192.0.2.9' ,flags=0,header_length=5,identification=32285,0ffset=0,option=None,proto
=1,src='192.0.2.99"',tos=0,total_length=84,tt1=255,version=4), icmp(code=0,csum=38471,data=echo
(data="'S,B\x00\x00\x00\x00\x00\x03L) (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\xlc\x1d\xle\x1f !"#$%&\"' () *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=0) ,type
=8)

packet-out ethernet(dst='Oa:ed4:1c:d1:3e:43',ethertype=2048,src='0a:e4:1c:d1:3e:44"'), ipv4(csum
=14140,dst='192.0.2.99"',flags=0,header_length=5,identification=0,0ffset=0,option=None,proto=1,
src='192.0.2.9',tos=0,total_length=84,ttl=255,version=4), icmp(code=0,csum=40519,data=echo (
data="'S,B\x00\x00\x00\x00\x00\x03L) (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\xlc\x1d\xle\x1f !"#$%&\' ) *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=0) ,type
=0)

EVENT ofp_event->IcmpResponder EventOFPPacketIn

packet-in ethernet(dst='Oa:e4:1c:d1:3e:44',ethertype=2048,src='0a:ed4:1c:d1:3e:43'), ipv4(csum
=47383,dst='192.0.2.9',flags=0,header_length=5,identification=32292,0ffset=0,option=None,proto
=1,src='192.0.2.99"',tos=0,total_length=84,ttl=255,version=4), icmp(code=0,csum=12667,data=echo
(data="'T,B\x00\x00\x00\x00\x00Q\x177(\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\xlc\x1d\xle\x1f !"#$%&\' () *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=1) ,type
=8)

packet-out ethernet(dst='Oa:e4:1c:d1:3e:43',ethertype=2048,src='0a:e4:1c:d1:3e:44"'), ipv4(csum
=14140,dst='192.0.2.99"',flags=0,header_length=5,identification=0,0ffset=0,option=None,proto=1,
src='192.0.2.9"' ,tos=0,total_length=84,tt1=255,version=4), icmp(code=0,csum=14715,data=echo(
data="'T,B\x00\x00\x00\x00\x00Q\x177(\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\xlc\x1d\xle\x1f !"#$%&\"' () *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=1) ,type
=0)

EVENT ofp_event->IcmpResponder EventOFPPacketIn

packet-in ethernet(dst='Oa:ed4:1c:d1:3e:44"',ethertype=2048,src='0a:e4:1c:d1:3e:43'), ipv4(csum
=47379,dst='192.0.2.9',flags=0,header_length=5,identification=32296,0ffset=0,option=None,proto
=1,src='192.0.2.99"',tos=0,total_length=84,tt1=255,version=4), icmp(code=0,csum=26863,data=echo
(data="'U,B\x00\x00\x00\x00\x00!\xa26 (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\xlc\x1d\xle\x1f !"#$%&\"' () *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=2) ,type
=8)

packet-out ethernet(dst='0Oa:e4:1c:d1:3e:43"',ethertype=2048,src='0a:e4:1c:d1:3e:44'), ipv4(csum
=14140,dst="'192.0.2.99"',flags=0,header_length=5,identification=0,0ffset=0,option=None,proto=1,
src='192.0.2.9"' ,tos=0,total_length=84,tt1=255,version=4), icmp(code=0,csum=28911,data=echo(
data='U,B\x00\x00\x00\x00\x00!\xa26 (\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\
xla\x1b\xlc\xld\xle\x1f !"#$%&\"' O *+,-./\x00\x00\x00\x00\x00\x00\x00\x00"',id=44565,seq=2) ,type
=0)

|2 gLt OpenFlow Z2EZ XHH|0fl= MTUE AMst=
. 32|10 Ryu i3l 2to|22{2|= &4 T3l M| Parse /




CHAPTER 10

OF-Config 2}0|=2{2|

0| FOollM= Ryuofl el OF-Config 22t0|1E 2t0| 22{2|0f Chs A7HEHL|Cl.

10.1 OF-Config ZEESF

OF-Config= OpenFlow A k|2 22| E et ZT2EZQLICE NETCONF (RFC 6241) A7|0F2 Ho|&|0f, =8| A
IR, ZE, 7 S| 4EHE oLt HF™Oo| 7tsEiLICE

OpenFlow?2t SY5t7| ONFO|M X|HEH S 2, LIS ALO|EO|M ABIS EHOIEH 4~ QIEL|CH
https://www.opennetworking.org/sdn-resources/onf-specifications/openflow-config

0| 2t0|22{2|= OF-Config 1.1.12 £4=5111 &L|C

F=M: 31l Open vSwitchi= OF-ConfigE X|@l5tX| £X|Qt Z2 =X 2 2|8 OVSDBstE= MH|AE X35t U&SLIC
OF-Configs H|1& M2 EZOZ Open vSwitch7t OVSDBE 3L ul= OFE] =XH5HK| QA LICH.

R LS M A H

OVSDB Z2EZ2 RFC 704722 AHI0| ZIHE|0] UX|Tt AHAIAF Open vSwitch M Z2EZ0| &| 10 JEL|CE OF-Confige
HIZ 2t SEHSIQIXIE D20l B2 OpenFlow ALIZ|0IM 73E o= olAELIC

10.2 2foj=eiz| M

10.2.1 ryu.lib.of_config.capable_switch.OFCapableSwitch 22jA

NETCONF M¥E X2[5t7| #let Sz ALIC

from ryu.lib.of_config.capable_switch import OFCapableSwitch

10.2.2 ryu.lib.of_config.classes 2=

HY LIS python x| = F|S35t7|9let 2202 2E MSsts Z=LICH

FM: ZEjA 0|EL 7|2X 22 OF-Config 1.1.1 yang specification0l| grouping 7| EEZ Al E|= 0|E1t SUsHL|CE 0.
OFPortType

import ryu.lib.of_config.classes as ofc
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Chapter 10. OF-Config 2}0|E2{2]

10.3 Ol

10.3.1 A2x|of] o1&

SSH EZA ZEE AE510] AQX|0]| 91ZABL|C}. unknown_host_cb0= & 2 Q= SSH SAE F|& X 2|st= 2
i St71 AX|TE 070N E B=U HEE H&5tEE 5t Y&LICE

’

sess = OFCapableSwitch(
host='localhost',
port=1830,
username="'linc',
password="'linc',

unknown_host_cb=lambda host, fingeprint: True)

10.3.2 GET

NETCONF GET2 A2510] MEfE 71X @&= diell|ct 2= ZE 9| [resources/port/resource-id®} /resources/
port/current-rateS EA|gL|Ct.

csw = sess.get()
for p in csw.resources.port:

print p.resource_id, p.current_rate

10.3.3 GET-CONFIG

NETCONF GET-CONFIGE At23510] MES ZM5H= of|iLCt.

FM: M2 B NETCONF2| CllO|E| MEA00M M= FYALICE 7&0)| K2t 2 Yol startup (BXIE AIAfE O 2E
E|= 7|Ef ) Lt candidate (&2 #%) S2| H|0|E] 2E0{E 0|88 & AFLICE

BE=E ZEQ| [resources/port/resource-id®?} /resources/port/configuration/admin-stateS EA|gHL|C}.

csw = sess.get_config('running')
for p in csw.resources.port:

print p.resource_id, p.configuration.admin_state

10.3.4 EDIT-CONFIG

NETCONF EDIT-CONFIGE At85}t0] 8HE A= OIYULICt 7|2XMO=E GET-CONFIGOHAM ¥2 H¥ S HElst
01 EDIT-CONFIGE A3l CtA| M&5H= THA L C

A Z2EZY0|ME= EDIT-CONFIG €Fe| #25 HES & =& UAX|2 0[2{5t o] RiAgh|ct

i

B E EZEO9| [resources/port/configuration/admin-stateE down2 2 MAEtL|C}.

csw = sess.get_config('running')
for p in csw.resources.port:
p.configuration.admin_state = 'down'

sess.edit_config('running', csw)
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oz
&
1T

O FollM= RESTE Ar&sH 2 S 5hi= WS Ar&st= Yol cish 2 st

11.1 = HIHAES| St of (IPv4)

CHSTH 22 EB2X|S ST STt AQIX| 10 Z2E £IHARISHE OIS &7 HEH—I Ct.
IP:10.0.0.1
MAC:00:00:00:00:00:01
sl
IP:10.0.0.2 IP:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

11.1.1 &4 1=

24 Mininetd]| 23S FSetL|Ct. 2=5H= - =221 5 0fMeL ZE&LC

ryu@ryu-vm:~$ sudo mn --topo single,3 --mac --switch ovsk --controller remote -x

*x* Creating network

**%*x Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*x* Adding hosts:

h1l h2 h3
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**x* Adding switches:

sl

*%* Adding links:

(h1, s1) (h2, s1) (h3, s1)

*x* Configuring hosts

hi h2 h3

*** Running terms on localhost:10.0
**x* Starting controller

*x* Starting 1 switches

s1

*x* Starting CLI:

mininet>

st ZAE E21{0]| st xtermE SHLE O AIZFRLICH

mininet> xterm cO

mininet>

0|0f AtZ5H= OpenFlow HE S 1.322 AAgtL|Ct

switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0OpenFlowl3

Ofx|ate 2, ZEE2] xtermOf|M rest_firewall2 A|ZFghL|Ct.
controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_firewall

loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_firewall of RestFirewallAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2210) wsgi starting up on http://0.0.0.0:8080/

Ryut AQ[X| Zto| A0 Y E5H Chg HAIX| 7} EAIE LT

controller: cO (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall

11.1.2 =7| AElS| 1A

firewall A|ZF RS0 D E EAI

—

mjo
>

tEtSH= 5 HIZ2dst SEH2 2|0 AL LS Y22 243t (enable)gtL

rin

A 0|30] MO ARBSH= REST API| RHHIE LIS B SISEOREST API S5 18 &% SHIAIS.

Node: cO (root):

root@ryu-vm:~# curl -X PUT http://localhost:8080/firewall/module/enable/0000000000000001

[
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"switch_id": "0000000000000001",
"command_result": {

"result": "success",

"details": "firewall running."

root@ryu-vm:~# curl http://localhost:8080/firewall/module/status
[

"status": "enable",

"switch_id": "0000000000000001"

h1oilM h20f ping 418 Sfols] &

o>
=
to
[
i}
r
)
2
4

A
o

MFSIX| 27| W 20)| RHTHE|0of HEILICE.
host: hi:

root@ryu-vm:~# ping 10.0.0.2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
~C

--- 10.0.0.2 ping statistics ---

20 packets transmitted, O received, 100% packet loss, time 19003ms

Atet=l IfZl 2730 7|2 ElL|CL
controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='00:00:00:00:00:02"',ethertype
=2048,src='00:00:00:00:00:01"'), ipv4(csum=9895,dst='10.0.0.2"',flags=2,header_length=5,
identification=0,o0ffset=0,option=None,proto=1,src='10.0.0.1"',tos=0,total_length=84,tt1=64,

version=4), icmp(code=0,csum=55644,data=echo(data="'K\x8e\xaeR\x00\x00\x00\x00=\xc6\r\x00\x00\
x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1lc\x1d\xle\x1f !"#$%&\' O
*+,-./01234567 ' ,1d=6952,seq=1) , type=8)

11.1.3 & F7t

h12t h2 AfO|Oof| A pingE 3183t 1Al F7HetLtt e &S F71sH0F gL C.

Che #alg Z71510] ZAICH 7 IDE RS #3 XFE LI
ETE] Chet ZZEZ | 0% | (7EID)
10.0.0.1/32 | 10.0.0.2/32 | ICMP 8 |1
10.0.0.2/32 | 10.0.0.1/32 | ICMP 38 |2

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.1/32", "nw_dst": "10.0.0.2/32", "nw_proto":
"ICMP"}' http://localhost:8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
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"result": "success",

"details": "Rule added. : rule_id=1"

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.2/32", "nw_dst": "10.0.0.1/32", "nw_proto":
"ICMP"}' http://localhost:8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Rule added. : rule_id=2"

FIt AEl0| 22 502 AQX|0 S=2E/LCY.
switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si
OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=823.705s, table=0, n_packets=10, n_bytes=420, priority=65534,arp actions
=NORMAL

cookie=0x0, duration=542.472s, table=0, n_packets=20, n_bytes=1960, priority=0 actions=
CONTROLLER:128

cookie=0x1, duration=145.05s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

cookie=0x2, duration=118.265s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.2,nw_dst=10.0.0.1 actions=NORMAL

S5t h29k h3 AOIOIA ping@ asH DE IPv4 T3S S18S=S FAIS SIFBILICL
(

2= CHe Z2EE | o{f | (#3ID)
10.0.0.2/32 | 10.0.0.3/32 | any 518 | 3
10.0.0.3/32 | 10.0.0.2/32 | any 58 | 4

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.2/32", "nw_dst": "10.0.0.3/32"}' http://
localhost :8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [

{

"result": "success",
"details": "Rule added. : rule_id=3"
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root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.3/32", "nw_dst": "10.0.0.2/32"}' http://
localhost :8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": [

{

"result": "success",
"details": "Rule added. : rule_id=4"

%7t 30| B2

4o
ook
J
lo
Hu
[>
=)
Rall
=2
on
Jn
o
-
]

switch: s1 (root):

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x3, duration=12.724s, table=0, n_packets=0, n_bytes=0, priority=1,ip,nw_src=10.0.0.2,
nw_dst=10.0.0.3 actions=NORMAL

cookie=0x4, duration=3.668s, table=0, n_packets=0, n_bytes=0, priority=1,ip,nw_src=10.0.0.3,
nw_dst=10.0.0.2 actions=NORMAL

cookie=0x0, duration=1040.802s, table=0, n_packets=10, n_bytes=420, priority=65534,arp
actions=NORMAL

cookie=0x0, duration=759.569s, table=0, n_packets=20, n_bytes=1960, priority=0 actions=
CONTROLLER:128

cookie=0x1, duration=362.147s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

cookie=0x2, duration=335.362s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.2,nw_dst=10.0.0.1 actions=NORMAL

=]

=}
10 10.0.0.2/32 | 10.0.0.3/32 | ICMP A | 5
10 10.0.0.3/32 | 10.0.0.2/32 | ICMP At |6

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.2/32", "nw_dst": "10.0.0.3/32", "nw_proto
": "ICMP", "actiomns": "DENY", "priority": "10"}' http://localhost:8080/firewall/rules
/0000000000000001

[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Rule added. : rule_id=5"

root@ryu-vm:~# curl -X POST -d '"{"nw_src": "10.0.0.3/32", "nw_dst": "10.0.0.2/32", "nw_proto
": "ICMP", "actions": "DENY", "priority": "10"}' http://localhost:8080/firewall/rules
/0000000000000001
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"switch_id": "0000000000000001",

"command_result": [
{
"result": "success",
"details": "Rule added. : rule_id=6"

FIt AEl0| 22 502 AQX|0 S=EE/LCY
switch: s1 (root):

root@ryu-vm:~# ovs-ofctl -0 openflowl3 dump-flows si

OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x3, duration=242.155s, table=0, n_packets=0, n_bytes=0, priority=1,ip,nw_src
=10.0.0.2,nw_dst=10.0.0.3 actions=NORMAL

cookie=0x4, duration=233.099s, table=0, n_packets=0, n_bytes=0, priority=1,ip,nw_src
=10.0.0.3,nw_dst=10.0.0.2 actions=NORMAL

cookie=0x0, duration=1270.233s, table=0, n_packets=10, n_bytes=420, priority=65534,arp
actions=NORMAL

cookie=0x0, duration=989s, table=0, n_packets=20, n_bytes=1960, priority=0 actions=CONTROLLER
1128

cookie=0x5, duration=26.984s, table=0, n_packets=0, n_bytes=0, priority=10,icmp,nw_src
=10.0.0.2,nw_dst=10.0.0.3 actions=CONTROLLER:128

cookie=0x1, duration=591.578s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.1,nw_dst=10.0.0.2 actions=NORMAL

cookie=0x6, duration=14.523s, table=0, n_packets=0, n_bytes=0, priority=10,icmp,nw_src
=10.0.0.3,nw_dst=10.0.0.2 actions=CONTROLLER:128

cookie=0x2, duration=564.793s, table=0, n_packets=0, n_bytes=0, priority=1,icmp,nw_src
=10.0.0.2,nw_dst=10.0.0.1 actions=NORMAL

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/firewall/rules/0000000000000001
L

"access_control_list": [
{
"rules": [
{

"priority": 1,
"dl_type": "IPv4",
"nw_dst": "10.0.0.3",
"nw_src": "10.0.0.2",
"rule_id": 3,

"actions": "ALLOW"

"priority": 1,
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"dl_type":

"nw_dst":

"nw_src":

"rule_id":

"actions":

"priority

"dl_type":

"nw_proto
"nw_dst":

"nw_src":

"rule_id":

"actions":

"priority

"dl_type":

"nw_proto
"nw_dst":

"nw_src":

"rule_id":

"actions":

"priority

"dl_type":

"nw_proto
"nw_dst":

"nw_src":

"rule_id":

"actions":

"priority

"dl_type":

"nw_proto
"nw_dst":

"nw_src":

"rule_id":

"actions":

"IPv4",
"10.0.0.2",
"10.0.0.3",

4,

"ALLOW"

10,
"IPv4",
"ICMP",
"10.0.0.3",
"10.0.0.2",
5,
"DENY"

1,
"IPyv4",

"ICMP",
"10.0.0.2",
"10.0.0.1",
1,
"ALLOW"

10,
"IPv4",
"ICMP",
"10.0.0.2",
"10.0.0.3",
6,
"DENY"

1,
"IPv4",

"ICMP",
"10.0.0.1",
"10.0.0.2",
2,
"ALLOW"

"switch_id": "0000000000000001"

11.1. = EHIHES| S} ofl (IPv4)
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hl

IP:10.0.0.1
MAC:00:00:00:00:00:01

sl

switch_id:0000000000000001

hl<-->h2
ICMP: Permitted
Other: Blocked

ICMP: Blocked
Other: Permitted

B T
h2 h3
IP:10.0.0.2 IP:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

h10ll4] h22 ping2 Alstal ELICh 5123t= 70| MFE0] 97| 20| ping0] & ELICk

host: hi:

root@ryu-vm:~# ping 10.0.0.2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.

64 bytes from 10.0.0.2: icmp_req=1 ttl=64 time=0.
64 bytes from 10.0.0.2: icmp_req=2 ttl=64 time=0.
64 bytes from 10.0.0.2: icmp_req=3 ttl=64 time=0.
64 bytes from 10.0.0.2: icmp_req=4 ttl=64 time=0.

h10iL h20f ping Obc! THZIE firewallol] /3 XHEHEILICE OIS 01 h10)A h20f wget Assha TZ10] XThe|2!
Chs 27t &L

host: hi:

root@ryu-vm:~# wget http://10.0.0.2
--2013-12-16 15:00:38-- http://10.0.0.2/
Connecting to 10.0.0.2:80... °°C

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='00:00:00:00:00:02"',ethertype
=2048,src='00:00:00:00:00:01"'), ipv4(csum=4812,dst='10.0.0.2"',flags=2,header_length=5,
identification=5102,0ffset=0,option=None,proto=6,src='10.0.0.1"',tos=0,total_length=60,ttl1=64,
version=4), tcp(ack=0,bits=2,csum=45753,dst_port=80,0ffset=10,option="'\x02\x04\x05\xb4\x04\x02

\x08\n\x00H:\x99\x00\x00\x00\x00\x01\x03\x03\t"',seq=1021913463, src_port=42664,urgent=0,
window_size=14600)

h22} h3 S¢f ping Ot! TfZ! S410] 7ks8iXA| 2 AFLICE oS S0 h20iA h30f| sshE &l5HH TiZ10] XHHE|Y
Ch= 2= S3E|X| ZELCH (h30IM sshd7t 2F S5HX| 47| WiZ 0] sshofl M AZ o AufFiL|Ch.

host: h2:
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root@ryu-vm:~# ssh 10.0.0.3

ssh: connect to host 10.0.0.3 port 22: Connection refused

h20llM h3Z pingstM THZ10| firewallof] 2|3 XICHE|QICHE 237t E2{ElL|CE
host: h2:

root@ryu-vm:~# ping 10.0.0.3

PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.
~C

--- 10.0.0.3 ping statistics

8 packets transmitted, O received, 100% packet loss, time 7055ms

controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='00:00:00:00:00:03"',ethertype
=2048,src='00:00:00:00:00:02"'), ipv4(csum=9893,dst='10.0.0.3"',flags=2,header_length=5,
identification=0,0ffset=0,option=None,proto=1,src='10.0.0.2"',tos=0,total_length=84,ttl=64,
version=4), icmp(code=0,csum=35642,data=echo(data="'\r\x12\xcaR\x00\x00\x00\x00\xab\x8b\t\x00\
x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\xlc\x1ld\xle\x1f !"#$%&\"' ()
*+,-./01234567"',id=8705,seq=1) ,type=8)

11.1.5 #=! Ag|

“rulelid:5"2 Crule_id:6" A2 AFA|EIL|CE
Node: cO (root):

root@ryu-vm:~# curl -X DELETE -d '{"rule_id": "5"}' http://localhost:8080/firewall/rules
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Rule deleted. : ruleID=b5"

root@ryu-vm:~# curl -X DELETE -d '{"rule_id": "6"}' http://localhost:8080/firewall/rules
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Rule deleted. : ruleID=6"
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X 2 S Qo= LIELHM Ch3nt Z5L Tt

hl

[P:10.0.0.1
MAC:00:00:00:00:00:01

sl

switch_id:0000000000000001

hl<-->h2
ICMP: Permitted
Other: Blocked

4 h2<-->h3
All packets: Permitted

IP:10.0.0.2 IP:10.0.0.3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

AHE 2tolsl FAICE h22F h3 A0]2] ping (ICMP)2 XITHst= 7E|0] AFNIE|}7| W20, ping0] & @7t= S &

root@ryu-vm:~# ping 10.0.0.3
PING 10.0.0.3 (10.0.0.3) 56(84) bytes of data.

64 bytes from 10.0.0.3: icmp_req=1 ttl=64 time=0.841
64 bytes from 10.0.0.3: icmp_req=2 ttl=64 time=0.036
64 bytes from 10.0.0.3: icmp_req=3 ttl=64 time=0.026
64 bytes from 10.0.0.3: icmp_req=4 ttl=64 time=0.033

11.2 HE| EHHES| St off (1Pv4)

0[0f VLANO] 2|t EHE Z2[7} O|R0{X| 1 Q= T3t €2 EEZX|E UEL A2|X| s10f| 7E|S FI15H7LE 4
Histo] 2t SAE Ato|o| S4l O{R S &QI5HE WHE ATt
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hl h3

IP:10.0.0.1 VLAN ID: 2 IP:10.0.0.3 VLAN_ID:
MAC:00:00:00:00:00:01

:00:00:03

[P:10.0.0.2 VLAN _ID: 2 IP:10.0.0.4 VLAN_ID:
MAC:00:00:00:00:00:02 110
MAC:00:00:00:00:00:04

11.2.1 &4 1=

£hd EHI'E E Q| of|2f OFXIHX| 2 Minineto]| 84S 755t ZIEET Q| xterm S CHA| AIZSHjOFEtLILE. AMSHE =

AE7LSHL B715 s Aol F2| SHYAL.

mjo
-

ryu@ryu-vm:~$ sudo mn --topo single,4 --mac --switch ovsk --controller remote -x

*x* Creating network

**%*x Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*x* Adding hosts:

hi h2 h3 h4

*** Adding switches:

sl

*** Adding links:

(h1, s1) (h2, s1) (h3, s1) (h4, si)
***x Configuring hosts

hi h2 h3 h4

*** Running terms on localhost:10.0
***x Starting controller

*x* Starting 1 switches

s1

***x Starting CLI:
mininet> xterm cO

mininet>

0[0] Zt SAE QIE{H|0| 0] VLAN IDE EFgfLICt

host: hi:
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o
&
JE

root@ryu-vm:

root@ryu-vm:

root@ryu-vm:

root@ryu-vm:

host: h2:

root@ryu-vm:
root@ryu-vm:
root@ryu-vm:

root@ryu-vm:

host: h3:

root@ryu-vm:
root@ryu-vm:
root@ryu-vm:

root@ryu-vm:

host: h4:

root@ryu-vm:
root@ryu-vm:
root@ryu-vm:

root@ryu-vm:

EEst AF2 3= OpenFlow HEE

switch: s1 (root):

10.0.0.1/8 dev hl-ethO

link hl-ethO name hl-eth0.2 type vlan id 2
10.0.0.1/8 dev hi-eth0.2

dev hl-eth0.2 up

10.0.0.2/8 dev h2-ethO

link h2-ethO name h2-eth0.2 type vlan id 2
10.0.0.2/8 dev h2-eth0.2

dev h2-eth0.2 up

10.0.0.3/8 dev h3-ethO

link h3-ethO name h3-eth0.110 type vlan id 110
10.0.0.3/8 dev h3-eth0.110

dev h3-eth0.110 up

10.0.0.4/8 dev h4-ethO

link h4-ethO name h4-eth0.110 type vlan id 110
10.0.0.4/8 dev h4-eth0.110

dev h4-eth0.110 up

1. 30% MxX -I%HH_||:|.

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

Oix|Ho 2, ZHEER] xtermOllA rest_firewall2 A|ZHgtL|Ct.

controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_firewall
loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler
instantiating app None of DPSet

creating context dpset
creating context wsgi
instantiating app ryu.app.rest_firewall of RestFirewallAPI
instantiating app ryu.controller.ofp_handler of OFPHandler

(13419) wsgi starting up on http://0.0.0.0:8080/

Ryut AQ[X| Zto| A YS5H CHg HAIX|7F EAIE LT

controller: cO (root):

[FW] [INFO] switch_id=0000000000000001:

Join as firewall

11.2.2 =7| defe| WY

firewall2 &43} (enable)gtL|Ct.

Node: cO (root):

144



11.2. HE| EIHES| St 0ff (IPv4)

root@ryu-vm:~# curl -X PUT http://localhost:8080/firewall/module/enable/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": {

"result": "success"

"details": "firewall running."

root@ryu-vm:~# curl http://localhost:8080/firewall/module/status
[

status": "enable"

"switch_id": "0000000000000001"

11.2.3 7&! £}

vlan_id=20{| 10.0.0.0/82

Sa4E|= ping (ICMP Ii2))E 5{&st= &S F7t &Lt et 728 AFe Ee

77| HEO| A 25 FIFRiLICE

(2r29) [ VLANID | 2= Chat 2z [ o® [ (7% D)

1 2 10.0.0.0/8 | any ICMP k=3

1 2 any 10.0.0.0/8 | ICMP o2 | 2
Node: cO (root):
root@ryu-vm:~# curl -X POST -d '{"nw_src": "10.0.0.0/8", "nw_proto": "ICMP"}'
:8080/firewall/rules/0000000000000001/2

http://localhost
[

"switch_id": "0000000000000001",

"command_result": [

{

"result": "success"

"vlan_id": 2,

"details": "Rule added. rule_id=1"

root@ryu-vm:~# curl -X POST -d

'{"nw_dst": "10.0.0.0/8",
:8080/firewall/rules/0000000000000001/2
[

"nw_proto": "ICMP"}' http://localhost

"switch_id": "0000000000000001",

"command_result": [

{

"result": "success",

"ylan_id": 2,

"details": "Rule added. rule_id=2"
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Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/firewall/rules/0000000000000001/all
[

"access_control_list": [
{
"rules": [
{

"priority": 1,

"dl_type": "IPv4",
"nw_proto": "ICMP",
"dl_vlan": 2,

"nw_src": "10.0.0.0/8",
"rule_id": 1,

"actions": "ALLOW"

"priority": 1,
"dl_type": "IPv4",
"nw_proto": "ICMP",
"nw_dst": "10.0.0.0/8",
"dl_vlan": 2,
"rule_id": 2,
"actions": "ALLOW"
}
I
"ylan_id": 2
}
I
"switch_id": "0000000000000001"

AN 2 &els HAELICE vian_id=20|C} h10i| A, Z2 vlan_id=20|C} h2 L3l pingS A™SHH F716H 7Z]of| 2fsi

root@ryu-vm:~# ping 10.0.0.2

PING 10.0.0.2 (10.0.0.2) 56(84) bytes of data.
64 bytes from 10. 2

64 bytes from 10. 2

64 bytes from 10.0.0.2: icmp_req=3 ttl=64 time=0.
64 bytes from 10. 2

icmp_req=1 ttl=64 time=0.
icmp_req=2 ttl=64 time=0.

icmp_req=4 time=0.

vlan_id = 110 AfO[Ct h32t h4 AtO[of= &0 SEEI0 UX| 47| WiE0], ping i3l ZE= RIEHEL|CE
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host: h3:

root@ryu-vm:~# ping 10.0.0.4

PING 10.0.0.4 (10.0.0.4) 56(84) bytes of data.

~C

--- 10.0.0.4 ping statistics ---

6 packets transmitted, O received, 100% packet loss, time 4999ms

I§Zl0| RFEHE[RA7| 20l 227t S EL|CE
controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='00:00:00:00:00:04',ethertype
=33024,src='00:00:00:00:00:03"'), vlan(cfi=0,ethertype=2048,pcp=0,vid=110), ipv4 (csum=9891,dst
='10.0.0.4"',flags=2,header_length=5,identification=0,0ffset=0,option=None,proto=1,src
='10.0.0.3"',tos=0,total_length=84,ttl=64,version=4), icmp(code=0,csum=58104,data=echo(data="\
xb8\xa9\xaeR\x00\x00\x00\x00\xce\xe3\x02\x00\x00\x00\x00\x00\x10\x11\x12\x13\x14\x15\x16\x17\
x18\x19\x1la\x1b\xlc\xld\xle\x1f !"#$%&\"' () *+,-./01234567"',id=7760,seq=4) ,type=8)

11.3 e HIHES| St o (1Pv6)

et 2915 sloll Z2E £7h-4I5tD,

hl

\ IP:fe80::200:ff:fe00:1

ol

O|0{A, "t B E o S2Fof (IPv4) 19 SUSH EZZX|0|A IPv6 FAS
5

Zt SAE AO|9] S4 0{RE &olsts AHE A8t

MAC:00:00:00:00:00:01

sl

switch_id:0000000000000001

h3
IP:fe80::200:ff:fe00:2 IP:fe80::200:ff:fe00:3
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:03

11.3.1 84 1=

UL EHES| SE off (IPv4) J2F OFEE7HX| 2 Mininetof] 84S f=8fL(Ct

ryu@ryu-vm:~$ sudo mn --topo single,3 --mac --switch ovsk --controller remote -x

*x* Creating network

**%*x Adding controller
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Unable to contact the remote controller at 127.0.0.1:6633
*** Adding hosts:

h1l h2 h3

*** Adding switches:

sl

*** Adding links:

(h1, s1) (h2, s1) (h3, s1)

*x* Configuring hosts

hi h2 h3

*** Running terms on localhost:10.0
**x* Starting controller

*x* Starting 1 switches

s1

***x Starting CLI:

mininet>

5t HAE 220 5 xtermS 5Lt G A|ZFEHL|CE

mininet> xterm cO

mininet>

0|0 AI23}H= OpenFlow H{F2 1.322 MA$HL|LC}.
switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

opx|2to 2, ZIEZ2] xtermOi| A rest_firewallS A|ZFgtL|Ct.
controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_firewall

loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_firewall of RestFirewallAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2210) wsgi starting up on http://0.0.0.0:8080/

Ryu@t AQ|X| Zte| 10| 436HM CHS H|AIX| 7} ZAIELICE
controller: cO (root):

[FW] [INFO] switch_id=0000000000000001: Join as firewall

11.3.2 X=7| Melje] HA

CHS Yo 2 2435} (enable)gtL|Ct.
Node: cO (root):

root@ryu-vm:~# curl -X PUT http://localhost:8080/firewall/module/enable/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": {
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"result": "success",

"details": "firewall running."

root@ryu-vm:~# curl http://localhost:8080/firewall/module/status

[

"status": "enable",

"switch_id": "0000000000000001"

11.3.3 7&! £}

h12t h2 ALO|Of| A pingS 3183t= &S F7etLICt. et &S F715H0f gfLCt.

Ct2 &2 F7tst0{ SAICE 73] IDE XS ¥HS X|I™EL|CL
ol CHAt Z2E | o | (7 (HI22)
= ZlID)
fe80::200:ff:fe00:] fe80::200:ff:fe00:R ICMPv6 | 5|& | 1 Unicast message (Echo)
fe80::200:ff:fe00:P fe80::200:ff:fe00:] ICMPv6 | &{& | 2 Unicast message (Echo)
fe80::200:ff:fe00:] ff02::1:ff00:2 ICMPv6 | 318 | 3 Multicast message (Neighbor
Discovery)
fe80::200:ff:fe00:P ff02::1:ff00:1 ICMPv6 | 31 | 4 Multicast message (Neighbor
Discovery)

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:1", "ipv6_dst": "fe80::200:ff:
fe00:2", "nw_proto": "ICMPv6"}' http://localhost:8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Rule added. : rule_id=1"

root@ryu-vm:~# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:2", "ipv6_dst": "fe80::200:ff:
fe00:1", "nw_proto": "ICMPv6"}' http://localhost:8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Rule added. : rule_id=2"
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root@ryu-vm:~# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:1", "ipv6_dst": "£ff02::1:££00
:2", "nw_proto": "ICMPv6"}' http://localhost:8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Rule added. : rule_id=3"

root@ryu-vm:~# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:2", "ipv6_dst": "f£f02::1:£f£00
:1", "nw_proto": "ICMPv6"}' http://localhost:8080/firewall/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Rule added. : rule_id=4"

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/firewall/rules/0000000000000001/all
[

"switch_id": "0000000000000001",
"access_control_list": [
{
"rules": [
{
"ipv6_dst": "fe80::200:ff:fe00:2",
"actions": "ALLOW",
"rule_id": 1,
"ipv6_src": "fe80::200:ff:fe00:1",
"nw_proto": "ICMPve6e",
"dl_type": "IPvé6",
"priority": 1

"ipv6_dst": "fe80::200:ff:fe00:1",
"actions": "ALLOW",

"rule_id": 2,




11.3. e EHIHES| S} ofl (IPv6)

"ipv6_src": "fe80::200:ff:
"nw_proto": "ICMPveée",
"dl_type": "IPv6",
"priority": 1

"ipv6_dst": ::1:££00:
"actions": "ALLOW",
"rule_id": 3,

"ipv6_src": "fe80::200:ff:
"nw_proto": "ICMPvé6",
"dl_type": "IPv6",
"priority": 1

"ipv6_dst": "f£f02::1:££00:
"actions": "ALLOW",
"rule_id": 4,

"ipv6_src": "fe80::200:ff:
"nw_proto": "ICMPv6",
"dl_type": "IPv6",
"priority": 1

h1z} h20j| pingS Al&s SLICE 5| 8ot= #2|0] H™E|K 17| wfE0)| pingo| & EL|CH
host: hi:

root@ryu-vm:~# ping6 -I hl-ethO fe80::200:ff:fe00:2

PING £fe80::200:ff:fe00:2(fe80::200:ff:fe00:2) from fe80::200:ff:fe00:1 hl-ethO: 56 data bytes
64 bytes from fe80::200:ff:fe00:2: icmp_seq=1 ttl=64 time=0.954 ms

64 bytes from fe80::200:ff:fe00:2: icmp_seq=2 ttl=64 time=0.047

64 bytes from fe80::200:ff:fe00:2: icmp_seq=3 ttl=64 time=0.055

64 bytes from fe80::200:ff:fe00:2: icmp_seq=4 ttl=64 time=0.027

h1zZ} h3 Ato[ofl= 20| SEE|K UX| 27| W20, ping THZI0| RFEHEILIC.
host: hi:

root@ryu-vm:~# ping6 -I hl-ethO fe80::200:ff:fe00:3

PING fe80::200:ff:fe00:3(fe80::200:ff:fe00:3) from fe80::200:ff:fe00:1 hl-ethO: 56 data bytes
From fe80::200:ff:fe00:1 icmp_seq=1 Destination unreachable: Address unreachable

From fe80::200:ff:fe00:1 icmp_seq=2 Destination unreachable: Address unreachable

From fe80::200:ff:fe00:1 icmp_seq=3 Destination unreachable: Address unreachable

~C

--- fe80::200:ff:fe00:3 ping statistics ---

4 packets transmitted, O received, +3 errors, 100% packet loss, time 2999ms

oj2]0] XHHE|L7| WEo =37t SHEL|C

controller: cO (root):
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[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='33:33:ff:00:00:03"',ethertype
=34525,src='00:00:00:00:00:01"), ipv6(dst='£f£f02::1:£f£f00:3"',ext_hdrs=[],flow_label=0,hop_limit
=255 ,nxt=58,payload_length=32,src="'fe80::200:ff:fe00:1',traffic_class=0,version=6), icmpv6 (

code=0,csum=31381,data=nd_neighbor (dst='fe80::200:ff:fe00:3',option=nd_option_sla(data=None,
hw_src='00:00:00:00:00:01"',length=1) ,res=0) ,type_=135)

11.4 HE| EHHES| St ofl (1Pv6)

0[0f VLANO|| 2Jt HAE 2|7} 0| 20{X| 1 I CHST 22 EZZXIS BHET AQIX s10] FEI2 FIH57LE 4t
K501 2t BAE Afo|] EA 0JHE SOISHS WS AJHEHLIC
IP:fe80::200:ff:fe00:1 IP:fe80::200:ff:fe00:3
VLAN ID: 2 VLAN ID: 110
MAC:00:00:00:00:00:01 MAC:OO:OO:OO:OO:03

h2 h4

IP:fe80::200:ff:fe00:2 IP:fe80::200:ff:fe00:4
VLAN ID: 2 VLAN ID: 110
MAC:00:00:00:00:00:02 MAC:00:00:00:00:00:04

11.4.1 84 1=

HXTZE| HHES| SE o (IPv4) 1o OFX7IX| 2 Mininetof| #F S FS8fLC.

ryu@ryu-vm:~$ sudo mn --topo single,4 --mac --switch ovsk --controller remote -x
*x* Creating network

*x* Adding controller

Unable to contact the remote controller at 127.0.0.1:6633

*** Adding hosts:

hli h2 h3 h4

*** Adding switches:

s1

*** Adding links:
(h1, s1) (h2, s1) (h3, s1) (h4, si1)
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***x Configuring hosts

hi h2 h3 h4

*** Running terms on localhost:10.0
***x Starting controller

*x* Starting 1 switches

s1

*x* Starting CLI:
mininet> xterm cO

mininet>

0|0 Zt SAE QIE{T|0|A0|| VLAN IDS M&&H|C}.
host: hi:

root@ryu-vm: i £e80::200:ff:fe00:1/64 dev hl-ethO
root@ryu-vm: i i link hl-ethO name hl-eth0.2 type vlan id 2
root@ryu-vm: i £e80::200:ff:fe00:1/64 dev hl-eth0.2
root@ryu-vm: i i dev hl-eth0.2 up

host: h2:

root@ryu-vm: i fe80::200:ff:fe00:2/64 dev h2-ethO
root@ryu-vm: i i link h2-ethO name h2-eth0.2 type vlan id 2
root@ryu-vm: i fe80::200:ff:fe00:2/64 dev h2-eth0.2
root@ryu-vm: i i dev h2-eth0.2 up

host: h3:

root@ryu-vm: i fe80::200:ff:fe00:3/64 dev h3-ethO
root@ryu-vm: i i link h3-ethO name h3-eth0.110 type vlan id 110
root@ryu-vm: i fe80::200:ff:fe00:3/64 dev h3-eth0.110
root@ryu-vm: i i dev h3-eth0.110 up

host: h4:

root@ryu-vm: i fe80::200:ff:fe00:4/64 dev h4-ethO
root@ryu-vm: i i link h4-ethO name h4-eth0.110 type vlan id 110
root@ryu-vm: i £e80::200:ff:fe00:4/64 dev h4-eth0.110
root@ryu-vm: i i dev h4-eth0.110 up

CC

-

9

AI23tH= OpenFlow H{A 2 1.322 MA$HL|C}
switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

Oix|ate 2, ZAEE2{ xtermOf|A] rest_firewallS A[ZFetL|CE

controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_firewall
loading app ryu.app.rest_firewall

loading app ryu.controller.ofp_handler
instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_firewall of RestFirewallAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(13419) wsgi starting up on http://0.0.0.0:8080/
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Ryu@t AL|X| Zte| HZ0)| 4S5HH ChZ HAIX[7F ZAIE LI

controller: cO (root):

[FW][INFO] switch_id=0000000000000001: Join as firewall

11.4.2 =7| MElS| ¥iH

firewall2 &35} (enable)StL|LC}.
Node: cO (root):

root@ryu-vm:~# curl -X PUT http://localhost:8080/firewall/module/enable/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": {
"result": "success",

"details": "firewall running."

root@ryu-vm:~# curl http://localhost:8080/firewall/module/status
[

"status": "enable",
"switch_id": "0000000000000001"

11.4.3 7% F7}t

vlan_id=20] fe80::/640M 4415l ping (ICMPv6 T3S 5{83Hs 512 ZIHRHLICE Qfrst alg Masiop
SEER L)

(M=) | VLANID | g2 iy | Z2EE | 648 | (#& ID)
1 2 fe80::200:ff:fe00:1 | any ICMPv6 a8 |1
1 2 fe80::200:ff:fe00:2 | any ICMPv6 38 |2

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:1", "nw_proto": "ICMPv6"}'
http://localhost :8080/firewall/rules/0000000000000001/2
[

"command_result": [
{
"details": "Rule added. : rule_id=1",
"vylan_id": 2,

"result": "success"

}
1,
"switch_id": "0000000000000001"




11.4. HE| EIAES] S2t 0f| (IPV6)

root@ryu-vm:~# curl -X POST -d '{"ipv6_src": "fe80::200:ff:fe00:2", "nw_proto": "ICMPv6"}'
http://localhost :8080/firewall/rules/0000000000000001/2
[

"command_result": [
{
"details": "Rule added. : rule_id=2",
"ylan_id": 2,
"result": "success"
}
1
"switch_id": "0000000000000001"

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/firewall/rules/0000000000000001/all
[

"switch_id": "0000000000000001",
"access_control_list": [
{
"vlan_id": "2",
"rules": [
{
"actions": "ALLOW",
"rule_id": 1,
"dl_vlan": "2",
"ipv6_src": "fe80::200:ff:fe00:1",
"nw_proto": "ICMPveée",
"dl_type": "IPv6",
"priority": 1

"actions": "ALLOW",

"rule_id": 2,

"dl_vlan": "2",

"ipv6_src": "fe80::200:ff:fe00:2",
"nw_proto": "ICMPv6",

"dl_type": "IPv6",

"priority": 1

ZA&L|Ct vlan_id=20|Ct h10f| A, 282 vlan_id=20|C} h2 CH3l ping= Al
UELICH.
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host: hi:

root@ryu-vm:~# ping6 -I hl-eth0.2 fe80::200:ff:fe00:2
PING fe80::200:ff:fe00:2(fe80::200:ff:fe00:2) from fe80::200:ff:fe00:1 hl-eth0.2: 56 data
bytes

64 bytes from fe80::200:ff:fe00:2: icmp_seq=1 ttl=64 time=0.609
64 bytes from fe80::200:ff:fe00:2: icmp_seq=2 ttl=64 time=0.046
64 bytes from fe80::200:ff:fe00:2: icmp_seq=3 ttl=64 time=0.046
64 bytes from fe80::200:ff:fe00:2: icmp_seq=4 ttl=64 time=0.057

vlan_id = 110 ALO|CF h32} h4 Ato|oll= 20| SEE|0] K| 27| W20, ping If3l ZE &= RFEHEILICE
host: h3:

root@ryu-vm:~# ping6 -I h3-eth0.110 fe80::200:ff:fe00:4

PING fe80::200:ff:fe00:4(£fe80::200:ff:fe00:4) from fe80::200:ff:fe00:3 h3-eth0.110: 56 data
bytes

From fe80::200:ff:fe00:3 icmp_seq=1 Destination unreachable: Address unreachable

From fe80::200:ff:fe00:3 icmp_seq=2 Destination unreachable: Address unreachable

From fe80::200:ff:fe00:3 icmp_seq=3 Destination unreachable: Address unreachable

Y

--- fe80::200:ff:fe00:4 ping statistics ---

4 packets transmitted, O received, +3 errors, 100% packet loss, time 3014ms

I§Z10| RPEHE[RA7| W20l 227t S EL|CE
controller: cO (root):

[FW] [INFO] dpid=0000000000000001: Blocked packet = ethernet(dst='33:33:ff:00:00:04',ethertype
=33024,src='00:00:00:00:00:03"), vlan(cfi=0,ethertype=34525,pcp=0,vid=110), ipv6(dst='£f£f02::1:
£f£f00:4"',ext_hdrs=[],flow_label=0,hop_limit=255,nxt=58,payload_length=32,src='£fe80::200:ff:fe00

:3',traffic_class=0,version=6), icmpv6(code=0,csum=31375,data=nd_neighbor (dst='£fe80::200:ff:
fe00:4',option=nd_option_sla(data=None,hw_src='00:00:00:00:00:03"',length=1) ,res=0) ,type_=135)

o] HolME HZQI 0| E SHAM Wil AL WS MUMESLICE
11.5 REST API =55
O| ZHollM ATNSH rest_firewall?|] REST APIS LI&dgtL|C}.

11.5.1 2E AQX[e] AIE 75 AEH 7|

HIME | GET
URL [firewall/module/
status
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11.5.2 Z} A9Ix|2] A& 7t HEl HE

HAM=
URL

PUT
[firewall/module/{op}/{switch}
--op: [ * “enable" | " “disable" ]

—-switch: [ *"all" | AQ|X[ID ]
Zt A9|x|o| 27| gEl= disable”2 £|0] QUELICL

11.5.3 2 = 71X 27|

HAM=
URL

GET
[firewall/rules/{switch}[/{vlan}]
--switch: [ “"all" | A{|X|ID ]
--vlan: [ " "all" | VLANID ]

VLAN IDQ| X|& & MEH AFEQIL|CE.

11.5.4 7% F7}

|
M
=

URL

o
ol
Ef

10 4y

POST

[firewall/rules/{switch}[/{vlan}]

--switch: [ " "all" | AQIX|ID ]

--vlan: [ ""all" | VLANID ]

priority:[ O - 65535 ]

in_port:[ O - 65535 ]

dl_src:" <X XX XXXXEXX XX >

dl_dst:" <xXXXXEXXEXXXX>

di_type:[ "ARP" | “"IPv4" | "TIPv6" ]
NW_SFC:" <XXX. XXX, XXX, XXX/ XX>"
nw_dst:" <XXX. XXX, XXX XXX/XX"">

IPV6_SIC:" <KXXXXIXXXX:XXXX I XXXX:XXXXK:XXXX XXXX:XXXXK /XX >
iPV6_dst:" <XXXXIXXXXIXXXX:XXXXXXXX:XXXX XXX XXXX/XX>"
nw_proto":[ " TCP" | *"UDP"| " ICMP" | " ICMPv6" ]
tp_src:[ O - 65535 ]

tp_dst:[ 0 - 65535 ]

actions: [ *"ALLOW" | " "DENY" ]

S50 d351H 72! ID7} W =0 SEO =& LIt
VLAN ID2| X| &2 MEH AFFRILICE

[ S |
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11.5.5 715 A

HIME | DELETE
URL [firewall/rules/{switch}[/{vlan}]
--switch: [ " "all" | AQIX|ID ]
--vlan: [ “all" | VLAN ID ]
HIolE] | rule_id:[ “"all"[1-..]

Fe VLAN ID2| X|H2 MES AFFRIL|CE

11.5.6 2= A2X| 24 Aef 71H 27|

HME | GET
URL [firewall/log/
status

11.5.7 2t A2x|e| 24 AElf B4

HAME | PUT
URL [firewall/log/{op}/{switch}
--op: [ ““enable” | * “disable” ]

--switch: [ all" | AL|X|ID ]

FO| | Zt AQIR|O| £7| AlEHL enable"2E|0] QALICE
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2h<E

EEZZX|E WS Z A90X| EIRXE)0| T B2E FIISIALE ARE 2t SAE Zto| Sl 7Hs OfF
H

h2

IP: 172.16.10.10

= \\‘ 52
ng switch_id:
0000000000000002

sl

switch_id: s3
0000000000000001 switch_id:
0000000000000003
3\
h3
IP: 172.16.20.10 IP: 192.168.30.10
12.1.1 &4 1=

24 Minineto]| 832 FS8LICL nn YH2| 0f7 W= CHS2F ZELICH

of7Hes~ | Zf g

topo linear,3 | 3 7H2 ARIX|7} YEE QL= EEEX|
mac e ASO2 SAES MAC FAE AMF
switch ovsk Open vSwitchE Al

controller | remote | OpenFlow ZIEE2{= Q|&9| HE 0|8

X =) xterm2 A|Z
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ryu@ryu-vm:~$ sudo mn --topo linear,3 --mac --switch ovsk --controller remote -x

*x* Creating network

**%*x Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*x* Adding hosts:

hi h2 h3

*** Adding switches:

sl s2 s3

*** Adding links:

(h1, s1) (h2, s2) (h3, s3) (s1, s2) (s2, s3)
***x Configuring hosts

hi h2 h3

*** Running terms on localhost:10.0

***x Starting controller

*x* Starting 3 switches

sl s2 s3

***x Starting CLI:

mininet>

CESHEE O 2 Z1EE2{9| xterm2 A|ZFEHLICE

mininet> xterm cO

mininet>

0]0{ Z 2tRE{0f|A| At8sH= OpenFlow HEE 1.322 MAgtL|Ct
switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

switch: s2 (root):
root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

switch: s3 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s3 protocols=0penFlowl3

root@ryu-vm: i .0.0.1/8 dev hl-ethO
root@ryu-vm: i .16.20.10/24 dev hl-ethO

host: h2:

root@ryu-vm: i 2/8 dev h2-ethO
root@ryu-vm: i 10.10/24 dev h2-ethO

host: h3:

root@ryu-vm: i 10.0.0.3/8 dev h3-ethO

root@ryu-vm: i 192.168.30.10/24 dev h3-ethO
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OfX|2o 2, ZAE Z8| xtermOi|M rest_router2 A|ZFgtL|CE.

controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_router

loading app ryu.app.rest_router

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_router of RestRouterAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2212) wsgi starting up on http://0.0.0.0:8080/

Ryu2t 2t Zte| AZA0| HS5tH CHS MIAIX|7} EA|ELICY.
controller: cO (root):

[RT] [INFO] switch_id=0000000000000003: Set SW config for TTL error packet in.

[RT] [INFO] switch_id=0000000000000003: Set ARP handling (packet in) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Set L2 switching (normal) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Set default route (drop) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Start cyclic routing table update.

[RT] [INFO] switch_id=0000000000000003: Join as router.

2l 23 2t 3 iE0| ZAIZ|H FH| = L|C.

x

12.1.2 F4& MAH
2t 2tRE{0f| FAS MFSLLCY.
MX| 2tRE] s1 F4172.16.20.1/24,217172.16.30.30/24.,2 MHEiL|Ct.

FM: 0|59 MH0j|M ARSH= REST APIS| XtAN|EH LIRS & BEEQ|REST API 2

T
flio
o2t
Bl
o
=
>
1o

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address":"172.16.20.1/24"}' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.30.30/24"}' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": [
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"result": "success",

"details": "Add address [address_id=2]"

121 CHS 2FRE s20i| =AM72.16.10.1/24.172.16.30.1/247192.168.10.1/24,2 M&3H|C},

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address":"172.16.10.1/24"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.30.1/24"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [

{

"result": "success",
"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"address": "192.168.10.1/24"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=3]"

CESH 2FRE 530 =AM92.168.30.1/24,217192.168.10.20/24,2 MA ghL|C}.

Node: cO (root):
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root@ryu-vm:~# curl -X POST -d '{"address": "192.168.30.1/24"}' http://localhost:8080/router
/0000000000000003
[

"switch_id": "0000000000000003",

"command_result": [
{
"result": "success",
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "192.168.10.20/24"}' http://localhost:8080/router
/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=2]"

2tRE 0| IP FAE ST = A7 HZ20]| ZF SAE0] 7| = 7|0|ES0|Z SSFEILICL

30

host: hi:

root@ryu-vm:~# ip route add default via 172.16.20.1

host: h2:

root@ryu-vm:~# ip route add default via 172.16.10.1

host: h3:

root@ryu-vm:~# ip route add default via 192.168.30.1

12.1.3 7|2 4= 4%

Zt 2teEo 7= 8

M Hu

MK 2tRH s19| 7|2 422 2}RE 528 HFeLIC.
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "172.16.30.1"}"' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": [

{
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"result": "success",
"details": "Add route [route_id=1]"

2t2E s22| 7|2 ZE2E= 2t s18 MEgL O
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "172.16.30.30"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"details": "Add route [route_id=1]1"

2IRE s32| 7|2 A2 = 2tRE s28 ANFL|ct
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "192.168.10.1"}' http://localhost:8080/router
/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [
{

"result": "success",

"details": "Add route [route_id=1]1"

12.1.4 ¥Y 3= 44

2tRE| 20| CH3l 2tRE] s3 2512 SAE (192.168.30.0/24)0| 1A A2 £ MAShL|CH
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"destination": "192.168.30.0/24", "gateway":
"192.168.10.20"}"' http://localhost:8080/router/0000000000000002
[

"switch_id": "0000000000000002",

"command_result": [
{
"result": "success",
"details": "Add route [route_id=2]"
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172.16.30.1/24 ]

172.16.30.0/24 192.168.10.0/24
172.16.30.30/24 192.168.10.20/24
[ ] [
S &=

12.1.5 4F U

00
fo
S

Zt 2REof| ™ E LS EelgiL|ch
Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000001
[
{
"internal_network": [
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "172.16.30.1"
¥
P
"address": [
{
"address_id": 1,
"address": "172.16.20.1/24"
¥o
{
"address_id": 2,
"address": "172.16.30.30/24"
¥
]
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1,
"switch_id": "0000000000000001"

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000002
[

"internal_network": [
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "172.16.30.30"

"route_id": 2,
"destination": "192.168.30.0/24",
"gateway": "192.168.10.20"
}
1,
"address":
{
"address_id": 2,

"address": "172.16.30.1/24"

"address_id": 3,

"address": "192.168.10.1/24"

"address_id": 1,
"address": "172.16.10.1/24"

"switch_id": "0000000000000002"

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000003
[

"internal_network":
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "192.168.10.1"
}
15
"address":
{
"address_id": 1,

"address": "192.168.30.1/24"




¥o
{
"address_id": 2,

"address": "192.168.10.20/24"

"switch_id": "0000000000000003"

0| MEHOIA ping0f| 2|8t S41S QIS0 EMA|R. MK h20j| A h30|| pingS s BLICH 2LICH HSEH2 &

root@ryu-vm:~# ping 192.168.30.10

PING 192.168.30.10 (192.168.30.10) 56(84) bytes of data.

64 bytes from 192.168.30.10: icmp_req=1 ttl=62 time=48.8 ms
64 bytes from 192.168.30.10: icmp_req=2 ttl=62 time=0.402 ms
64 bytes from 192.168.30.10: icmp_req=3 ttl=62 time=0.089 ms
64 bytes from 192.168.30.10: icmp_req=4 ttl=62 time=0.065 ms

CESEh20i A 12 pingS AMESHL|CE 0|Zx M2 EME £ Q=X| 8ol &t 4 &Lt
host: h2:

root@ryu-vm:~# ping 172.16.20.10

PING 172.16.20.10 (172.16.20.10) 56(84) bytes of data.

64 bytes from 172.16.20.10: icmp_req=1 ttl=62 time=43.2 ms
64 bytes from 172.16.20.10: icmp_req=2 ttl=62 time=0.306 ms
64 bytes from 172.16.20.10: icmp_req=3 ttl=62 time=0.057 ms
64 bytes from 172.16.20.10: icmp_req=4 ttl=62 time=0.048 ms

12.1.6 X AR AMx|

2t2E s20] BHSt 2IR2H s30] X A=2E M7AFLICL
Node: cO (root):

root@ryu-vm:~# curl -X DELETE -d '{"route_id": "2"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{

"result": "success",

"details": "Delete route [route_id=2]"
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2tRE 20 Y E HEE SRSt EMAR. 2FRE s30| 1Y F=2TF MHEE HE L & ASLICL

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000002
[

"internal_network": [
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "172.16.30.30"

}
1,

"address": [

{
"address_id": 2,
"address": "172.16.30.1/24"

"address_id": 3,
"address": "192.168.10.1/24"

"address_id": 1,
"address": "172.16.10.1/24"

"switch_id": "0000000000000002"

Of HEHOI M ping0ll 2|5t 412 SIS0 EMAIR. h20| M h37HX|= =M HEIE Qlo] R0 SME 4~ = A2
o 4 ASL|CH
host: h2:

root@ryu-vm:~# ping 192.168.30.10

PING 192.168.30.10 (192.168.30.10) 56(84) bytes of data.

~C

--- 192.168.30.10 ping statistics ---

12 packets transmitted, O received, 1007 packet loss, time 11088ms

12.1.7 F4 AH|

2IRE] s10f] AF $F F£4172.16.20.1/24.,5 AMH|gHL|Ct

Node: cO (root):

root@ryu-vm:~# curl -X DELETE -d '{"address_id": "1"}' http://localhost:8080/router
/0000000000000001
[

"switch_id": "0000000000000001",
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"command_result": [

{

"result": "success"

"details": "Delete address [address_id=1]"

2I2E| s10f| MY E Y2 E E0IstoiEMA|R. 2I2E s10| MHE IP T4 F7172.16.20.1/24,7t AH|E AS & £ 9l
SLIC.

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/router/0000000000000001
[

"internal_network": [

{

"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "172.16.30.1"
}
15
"address": [
{
"address_id": 2,

"address": "172.16.30.30/24"

"switch_id": "0000000000000001"

Of HEHOIA ping0f| 2|5t S412 2RIt EHA|R2. h20A h122= h1of| &3t 519 2lE{Hlo)| Cist HH E 2t2E
SOl M AH[SHA7| 2 ofl, SA1e 4= QiCh=s AHES & 5= SlELICh

host: h2:

root@ryu-vm:~# ping 172.16.20.10

PING 172.16.20.10 (172.16.20.10) 56(84) bytes of data.
~C

--- 172.16.20.10 ping statistics ---

19 packets transmitted, O received, 1007 packet loss, time 18004ms

12.2 HE| HHES| SEF off

0]0f VLANO]| 2|5t E

HE F120| O|F0{X|1 = 32t 242 EEZX|E TS ZF A9|X| EtE)0| FL0 H2
£ FII5tAL A 2

2t SAE 710 £41 082 Eolsts WS ALY

ﬂl?.'-'_
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hls2 h2s2

192.168.30.10/24 192.168.30.11/24
VLAN ID=2 VLAN ID=110

Ff

s s2

0000000000000002
s3

0000000000000001

0000000000000003

Lo ) ’
= =
h2s1 hls3 h2s3
172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24
VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110

l
Hi

12.2.1 &4

24 Mininet0ll £ PEBILICk nn Q| 017} ¥4 k2t 20| YLict

Of7Hes~ | 2f Ay

topo linear,3,2 | 3719 AQIX|7} RHZ AL = EEZX|
(ZH AQIX|Of| 2 72| SAET AZE|E=

mac =) XS22 SAEQ MAC FAE ¥

switch ovsk Open vSwitchE At

controller | remote | OpenFlow HEE2{ 2|22 ZHZ 0|8

X =3 xtermZ A|E

A o= Ch3at Z5Lch

ryu@ryu-vm:~$ sudo mn --topo linear,3,2 --mac --switch ovsk --controller remote -x
*x* Creating network

*x* Adding controller

Unable to contact the remote controller at 127.0.0.1:6633

*** Adding hosts:

hisl hl1s2 h1s3 h2sl1 h2s2 h2s3

*** Adding switches:

sl s2 s3

*** Adding links:

(his1, s1) (his2, s2) (hi1s3, s3) (h2s1, s1) (h2s2, s2) (h2s3, s3) (s1, s2) (s2, s3)
**x* Configuring hosts

hisl hls2 h1s3 h2sl h2s2 h2s3

*** Running terms on localhost:10.0

**x* Starting controller

***x Starting 3 switches

sl s2 s3

*** Starting CLI:

mininet>

Lot ZIEER| 9| xtermS St O AIZfEiL|CE

mininet> xterm cO
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mininet>

0]0{ 2} 2t2E{0flA| AFR5tH= OpenFlow HHEE 1.322 MA§HL|C}
switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

switch: s2 (root):
root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

switch: s3 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s3 protocols=0OpenFlowl3

host: hisl:

root@ryu-vm: i 10.0.0.1/8 dev hisl-ethO
root@ryu-vm: i link hlsl-ethO name hlsl-eth0.2 type vlan id 2

root@ryu-vm: i 172.16.10.10/24 dev hilsl-eth0.2
root@ryu-vm: i dev hlsl-eth0.2 up

host: h2s1:

root@ryu-vm: i 10.0.0.4/8 dev h2sl1-ethO

root@ryu-vm: i link h2sl1-ethO name h2sl-eth0.110 type vlan id 110
rootQ@ryu-vm: i 172.16.10.11/24 dev h2sl1-eth0.110

root@ryu-vm: i dev h2s1-eth0.110 up

host: hls2:

root@ryu-vm: i 10.0.0.2/8 dev hils2-ethO

root@ryu-vm: i link hls2-ethO name hls2-eth0.2 type vlan id 2
root@ryu-vm: i 192.168.30.10/24 dev hls2-eth0.2

root@ryu-vm: i dev hls2-eth0.2 up

host: h2s2:

root@ryu-vm: i 10.0.0.5/8 dev h2s2-ethO

root@ryu-vm: i link h2s2-ethO0 name h2s2-eth0.110 type vlan id 110
root@ryu-vm: i 192.168.30.11/24 dev h2s2-eth0.110

root@ryu-vm: i dev h2s2-eth0.110 up

host: h1s3:

root@ryu-vm: i 10.0.0.3/8 dev hls3-ethO

root@ryu-vm: i link hl1s3-ethO name hls3-eth0.2 type vlan id 2
root@ryu-vm: i 172.16.20.10/24 dev hils3-eth0.2

root@ryu-vm: i dev hls3-eth0.2 up

host: h2s3:

root@ryu-vm: i 10.0.0.6/8 dev h2s3-ethO
root@ryu-vm: i link h2s3-ethO name h2s3-eth0.110 type vlan id 110

rootQryu-vm: i 172.16.20.11/24 dev h2s3-eth0.110
root@ryu-vm: i dev h2s3-eth0.110 up
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OfX|2o 2, ZAE Z8| xtermOi|M rest_router2 A|ZFgtL|CE.

controller: cO (root):

root@ryu-vm:~# ryu-manager ryu.app.rest_router

loading app ryu.app.rest_router

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

creating context wsgi

instantiating app ryu.app.rest_router of RestRouterAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
(2447) wsgi starting up on http://0.0.0.0:8080/

Ryu2t 2t2E Zte| AZA0| H3tH CHS MIAIX|7} EA|ELICY.
controller: cO (root):

[RT][INFO] switch_id=0000000000000003: Set SW config for TTL error packet in.
[RT][INFO] switch_id=0000000000000003: Set ARP handling (packet in) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Set L2 switching (normal) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Set default route (drop) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000003: Start cyclic routing table update.

[RT] [INFO] switch_id=0000000000000003: Join as router.

MX 2tRE| s1 F4172.16.20.1/24,21710.10.10.1/24,2 MA gt c}. QIL|Ch 2 VLAN IDOCEH M&sopstL|Ct.
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.10.1/24"}' http://localhost:8080/router
/0000000000000001/2
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"ylan_id": 2,

"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.1/24"}' http://localhost:8080/router
/0000000000000001/2
[

"switch_id": "0000000000000001",
"command_result": [
{

"result": "success",
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"vlan_id": 2,

"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.10.1/24"}' http://localhost:8080/router
/0000000000000001/110
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"ylan_id": 110,
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.1/24"}' http://localhost:8080/router
/0000000000000001/110
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=2]"

T3 2 2HRE s20] F4r192.168.30.1/24,21710.10.10.2/24,2 A7 $iL|Ct.

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address": "192.168.30.1/24"}' http://localhost:8080/router
/0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 2,

"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.2/24"}' http://localhost:8080/router
/0000000000000002/2
[




"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"ylan_id": 2,

"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"address": "192.168.30.1/24"}' http://localhost:8080/router
/0000000000000002/110
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.2/24"}' http://localhost:8080/router
/0000000000000002/110
[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=2]"

PE{ 530 F24172.16.20.1/24,

: cO (root):

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.20.1/24"}' http://localhost:8080/router
/0000000000000003/2
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vylan_id": 2,

"details": "Add address [address_id=1]"
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root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.3/24"}' http://localhost:8080/router

/0000000000000003/2
[

"switch_id": "0000000000000003",
"command_result": [

{

"result": "success",
"vlan_id": 2,

"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.20.1/24"}' http://localhost:8080/router
/0000000000000003/110
L

"switch_id": "0000000000000003",
"command_result": [

{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "10.10.10.3/24"}' http://localhost:8080/router
/0000000000000003/110
[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"vlan_id": 110,
"details": "Add address [address_id=2]"

2tREf0l| IP Fa 7| W20 Zt SAEO0]| 7|= 7| 0|E/0|Z SELICL

host: hisl:

root@ryu-vm:~# ip route add default via 172.16.10.1

host: h2st:

root@ryu-vm:~# ip route add default via 172.16.10.1

host: hls2:
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root@ryu-vm:~# ip route add default via 192.168.30.1

host: h2s2:

root@ryu-vm:~# ip route add default via 192.168.30.1

host: h1s3:
root@ryu-vm:~# ip route add default via 172.16.20.1
host: h2s3:

root@ryu-vm:~# ip route add default via 172.16.20.1

hls2 h2s2

192.168.30.10/24 192.168.30.11/24
VLAN ID=2 VLAN ID=110

b b

hlsl 251 hls3 253

172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24
VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110

12.2.3 7|2 32 3 X B=E 4%

Zh 2tRE0] 7|2 42
M 2tRE s19| 7|2 ZEE 2tRH 28 MFRLICL
Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.2"}' http://localhost:8080/router
/0000000000000001/2
[
{
"switch_id": "0000000000000001",

"command_result": [
{
"result": "success",
"vlan_id": 2,

"details": "Add route [route_id=1]1"

176



root@ryu-vm:~# curl -X POST -d
/0000000000000001/110
[

'{"gateway":

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
110,

"Add route [route_id=1]

"vlan_id":

"details":

2tRE s22| 7|2 A2 2t s18 MEgH o}
Node: cO (root):

root@ryu-vm:~# curl -X POST -d
/0000000000000002/2
[

'{"gateway":

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
"vlan_id": 2,

"details":

root@ryu-vm:~# curl -X POST -d
/0000000000000002/110
[

'"{"gateway":

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",
110,

"Add route [route_id=1]"

"ylan_id":

"details":

2tRE 32| 7|2 == 2tRE s28 2T L

Node: cO (root):

"10.10.10.2"}"'

"

"10.10.10.1"}"'

"Add route [route_id=1]"

"10.10.10.1"}"

12.2. HE| HHELS| SE 0f

http://localhost :8080/router

http://localhost :8080/router

http://localhost:8080/router
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"10.10.10.2"}"' http://localhost:8080/router

root@ryu-vm:~# curl -X POST -d '{"gateway":
/0000000000000003/2
[

"switch_id": "0000000000000003",
"command_result": [

{

"result": "success",

"ylan_id": 2,
"details": "Add route [route_id=1]1"

root@ryu-vm:~# curl -X POST -d '{"gateway": "10.10.10.2"}' http://localhost:8080/router

/0000000000000003/110
[

"switch_id": "0000000000000003",
"command_result": [

{
"result": "success",
"vlan_id": 110,
"details": "Add route [route_id=1]1"

0|01 2t22E{ s20]| CHsl 2tRE] s3 £5t2] SAE (172.16.20.0/24)2| X A=2E MFEILICL vlan_id=2 Q! Z<0]2t

At

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"destination": "172.16.20.0/24", "gateway": "10.10.10.3"}'

http://localhost :8080/router/0000000000000002/2
[

"switch_id": "0000000000000002",
"command_result": [

{

"result": "success",

"vlan_id": 2,
"details": "Add route [route_id=2]"

12.2.4 MF L ol
7t BtQE{0f| MY E LIS SHOIH |t

[

Node: cO (root):

root@ryu-vm:~# curl http://localhost:8080/router/all/all
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"internal_network": [
{3,
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"
}
1o
"ylan_id": 2,
"address": [
{
"address_id": 2,

"address": "10.10.10.1/24"

"address_id": 1,

"address": "172.16.10.1/24"

"route":
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"
}
I
"ylan_id": 110,
"address": [
{
"address_id": 2,

"address": "10.10.10.1/24"

"address_id": 1,
"address": "172.16.10.1/24"

"switch_id": "0000000000000001"
T
{
"internal_network": [
{3,
{
"route": [
{
"route_id": 2,
"destination": "172.16.20.0/24",
"gateway": "10.10.10.3"

"route_id": 1,

12.2.

ZE| EHIHES| 3% o




"destination": "0.0.0.0/0",
"gateway": "10.10.10.1"

}
1
"vylan_id": 2,
"address": [
{
"address_id": 2,

"address": "10.10.10.2/24"

"address_id": 1,
"address": "192.168.30.1/24"

"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.1"
}
1y
"vlan_id": 110,
"address": [
{
"address_id": 2,

"address": "10.10.10.2/24"

"address_id": 1,

"address": "192.168.30.1/24"

"switch_id": "0000000000000002"
1,

"internal_network": [
{3,
{
"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"
}
1,
"vlan_id": 2,
"address": [
{
"address_id": 1,

"address": "172.16.20.1/24"

"address_id": 2,

"address": "10.10.10.3/24"




12.2.

ZE| EHIHES| 3% o

"route": [
{
"route_id": 1,
"destination": "0.0.0.0/0",
"gateway": "10.10.10.2"

}
1
"vylan_id": 110,
"address": [
{
"address_id": 1,
"address": "172.16.20.1/24"
i
{
"address_id": 2,

"address": "10.10.10.3/24"

"switch_id": "0000000000000003"

Z} 2fRE2| 4 W8S E= LIEtLH CiZ2t 20| ELith

2t VLAN IP =& 712 42 1y E=2
= ID
s1 2 172.16.10.1/24, 10.10.10.2(s2
10.10.10.1/24
s1 110 172.16.10.1/24, 10.10.10.2(s2
10.10.10.1/24
52 2 192.168.30.1/24, 10.10.10.1(s1)| CHAH:172.16.20.0/24, H|0|E|0]:
10.10.10.2/24 10.10.10.3(s3)
52 110 192.168.30.1/24, 10.10.10.1(s1)
10.10.10.2/24
s3 2 172.16.20.1/24, 10.10.10.2(s2
10.10.10.3/24
s3 110 172.16.20.1/24, 10.10.10.2(s2

10.10.10.3/24

h1s10{A h1s30]| T3l pingS A|=&LICE 22 vilan_id=22| SAE|2|0|04, 2tRE] s20] s30||A| 1 27t BFE|

of Q17| Wj2of S4l0] 7tsEiL|ct
host: hisl:

root@ryu-vm:~# ping 172.16.20.10
PING 172.16.20.10 (172.16.20.10) 56(84) bytes of data.
64 bytes from 172.16.20.10: icmp_req=1 ttl=61 time=45.9 ms

64 bytes from 172.16.20.10: icmp_req=2 ttl=61 time=0.257 ms
64 bytes from 172.16.20.10: icmp_req=3 ttl=61 time=0.059 ms
64 bytes from 172.16.20.10: icmp_req=4 ttl=61 time=0.182 ms
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h2s10iA h2s3 CH3l pingE A|=&LICH 22 vian_id=110 SAE7|2|0|X| 2t 2t2E s20] s30i|7 18 HA=27t 45
£|0] AX| 47| W20l S4l0| E7HSEILC.

host: h2s1:

root@ryu-vm:~# ping 172.16.20.11

PING 172.16.20.11 (172.16.20.11) 56(84) bytes of data.
e

--- 172.16.20.11 ping statistics ---

8 packets transmitted, O received, 100% packet loss, time 7009ms

hls2 h2s2

192.168.30.10/24 192.168.30.11/24
VLAN ID=2 VLAN ID=110

hlsl h2sl hisB h2s3

172.16.10.10/24 172.16.10.11/24 172.16.20.10/24 172.16.20.11/24
VLAN ID=2 VLAN ID=110 VLAN ID=2 VLAN ID=110

o] HollM= 2AZQI oS STM 2HRE2| AL WS MYMSLICE
12.3 REST API =5
0| ZoflM 27Kt rest_router2| REST APIS LI&§HL|Ct.

12.3.1 43 715 7|

HME | GET

URL [router/{switch}[/{vlan}]
--switch: [ " "all" | AQIX|ID ]
--vlan: [ “all" | VLAN ID ]

Fo| VLAN ID2| X|H2 MEH AFSHRIL|CE
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12.3.2 F4 H4F

HAE | POST

URL [router/{switch}[/{vlan}]

--switch: [ " "all" | AQIX|ID ]

--vlan: [ " "all" | VLANID ]

OIO|E] | address:"<xxx.XXX.XXX.XXX/Xx>"

Fo| | 4 MY RE MY Ho| 2YSHOFRILICE

VLAN ID2| X| ™2 MEHd ApetiL|Ct.

12.3.3 3 3= 4%

HAE | POST

URL [router/{switch}[/{vlan}]

--switch: [ " all" | AQ|X|ID ]
--vlan: [ "all" | VLAN ID ]

HIOJE{ | destination:"<xXXX.XXX.XXX.XXX/XX>"
gateway:" <XXX XXX XXX. XXX>"

F9| VLAN ID2| X|H2 MEd AtFRIL|CE

12.3.4 C|Z2E Hz MH

HAME | POST

URL [router/{switch}[/{vlan}]
--switch: [ " all" | A|X[ID ]
--vlan: [ " all" | VLANID ]
HIOJE] | gateway:"<XxX.XXX.XXX.XXX>"
F9 VLAN IDQ| X|H2 MEH AbgtlL|ct.

12.3.5 F4 A

HIME | DELETE
URL [router/{switch}[/{vlan}]
--switch: [ " all" | A|X|ID ]
--vlan: [ " "all" | VLANID ]

Hlo|E{ | address_id:[1- ... ]

ZFo| VLAN ID2| X| 2 MEd AFEHILICE
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12.3.6 RE A

HAM=
URL

o0&

=
o

DELETE

[router/{switch}[/{vlan}]
--switch: [ " "all" | AQIX|ID ]
--vlan: [ “all" | VLAN ID ]
route_id:[1- ... ]

VLAN ID2| X|H2 MES AFFRIL|CE
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CHAPTER 13

QoS

Of Fol|lAM= RESTOIM ©HO| 7+sEH QoS 7| 52| ALE Widofl sl ZYFLIC.

13.1 QoSYi| CHaH
QoS (Quality of Service)= L1IE$4 Ol M CIO|E{e] EF0| wE 2M 2=2|0f [z} C|0|HE H&s7LL EXE SAS

o
e
Qlst LIEYIT CHIBS oofstT UM SE2 S48 4 YEE 5t 7|2 ULICE OpenFlowis T Hojof 2]
& Qos7t JHsELIC,

13.2

MJe

< 718k QoSe| & of

ChEat 22 EEZX|E 71Yste 29X Queve EY H AEIE F H= olE 27H e
Ch EESH OFS12] WAN & QIE{T|0| A0 M E2HE] #|0|EE & RS 1215}

13.2.1 &4 15

2M Mininetdf| 242 FEEILICEL mn WHO| OW7 M4 CfS 2t ZELICH
of7H B~ | Zf Ay
mac ole ABSO= SAES| MAC FAE MHE
switch ovsk Open vSwitchE A2
controller | remote | (Hx2) 2|2 OpenFlow ZIEEZ| AIE
X = xtermZ A|E}

A% o= chaT 2L
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ryu@ryu-vm:~$ sudo mn --mac --switch ovsk --controller remote -x

***x Creating network

*x* Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*%*x Adding hosts:

hi h2

*** Adding switches:

s1

*** Adding links:

(h1, s1) (h2, s1)

*x* Configuring hosts

hi h2

*** Running terms on localhost:10.0
*** Starting controller

*** Starting 1 switches

s1

*x* Starting CLI:

mininet>

LSt HAEE212| xtermS CHA| AZFS{OFRILICY.

mininet> xterm cO

mininet>

CH2o =, AQX|0|M AHESH= OpenFlow H{T S 1.322 M EL|Ct ESHOVSDBO| AMAE 57| 9|5 6632 &
EZ A58 SFELIct

switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

root@ryu-vm:~# ovs-vsctl set-manager ptcp:6632

O|0f"AR|E &{E 0| ALEZHE simple_switch_13.py Tt S +HELICE rest_qos.py EE2 H|0|E2| mto|= 2|2l
Ol M2|=le 242 1245t Q7| 20| simple_switch_13.pye| Z222 =2 table id:10]| SE5H== HASHL|C}

controller: cO (root)

root@ryu-vm:~# sed '/OFPFlowMod(/,/)/s/)/, table_id=1)/' ryu/ryu/app/simple_switch_13.py > ryu
/ryu/app/qos_simple_switch_13.py
root@ryu-vm:~# cd ryu/; python ./setup.py install

Otx|ate g2, ZIEE2| xtermO|A] rest_qos, qos_simple_switch_13, rest_conf_switchE A|&fgtL|Ct.
controller: cO (root):

root@mininet-vm:~/ryu# ryu-manager ryu.app.rest_gos
ryu.app.qos_simple_switch_13 ryu.app.rest_conf_switch
loading app ryu.app.rest_qgos

loading app ryu.app.qos_simple_switch_13

loading app ryu.app.rest_conf_switch

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler
instantiating app None of DPSet
creating context dpset

instantiating app None of ConfSwitchSet
creating context conf_switch

creating context wsgi

186



13.2.

instantiating

app.rest_conf_switch of ConfSwitchAPI

app
app
app
app
(3519) wsgi starting up on http://0.0.0.0:8080/

ryu.

instantiating ryu.app.qos_simple_switch_13 of SimpleSwitch13

instantiating ryu.controller.ofp_handler of OFPHandler

instantiating ryu.app.rest_qos of RestQoSAPI

Ryut AQ|X| Ato]oj] 1Z0| M ZstM CHS MAIX| 7t EA|ELICE
controller: cO (root):

Join qos switch.

[QoS] [INFO] dpid=0000000000000001:

o

207 EAIE|H EH|

13.2.2 Queue MH

ALQ|X| QueueE HFeiLICE

FID | F & | FA £

0 500Kbps | -

1 (1Mbps) 800Kbps
FM: 0|E2| MYO|A AHR5H= REST APIS| RM|SH LIRS & 2 HEO|REST API 22 |2 &IESHAIAIQ.
S, OVSDBOI| HM|ASH| /5t HHS SiLICh

Node: cO (root):

root@ryu-vm:~# curl -X PUT -d
/0000000000000001/ovsdb_addr

root@ryu-vm:~#

'"tcp:127.0.0.1:6632""'

http://localhost:8080/v1.0/conf/switches

M

CH2S =, Queues MAEHL|CE

root@ryu-vm:~# curl -X POST -d "linux
"1000000", "queues":
qos/queue/0000000000000001

[

'"{"port_name": "sl-ethl",

"500000"},

"type":

[{"max_rate": {"min_rate": "800000"}]1}'

"switch_id": "0000000000000001",
{

"success",

{

"command_result":
"result":
"details":

"o": {
"config": {
"max-rate":
}
Iy
"1

"500000"

{
{

"min-rate":

"config":

"800000"

-htb",
http://localhost :8080/

"max_rate":

187



Chapter 13. QoS

= =2od
(M 22) | cha iy ZE | Z2EEE | Queue ID | (QoS ID)
1 10.0.0.1 | 5002 ubDP 1 1

Node: cO (root):

{"nw_dst":

"10.0.0.1",

"nw_proto":

"UDP",

"tp_dst":

root@ryu-vm:~# curl -X POST -d '{"match":
||5002||}, lllll}}|

[

http://localhost:8080/qos/rules/0000000000000001

"actions":{"queue":

"switch_id": "0000000000000001",
"command_result": [
{

"success",
"QoS added.

"result":

"details": qos_id=1"

13.2.4 M3 Ui

2t

2 AQ0X[0f 2YE WES

Node: cO (root):
root@ryu-vm:~# curl -X GET http://localhost:8080/qos/rules/0000000000000001

[
"switch_id": "0000000000000001",
"command_result": [
{
"gos": [
{

"priority": 1,

"dl_type":
"nw_proto"

"tp_dst":

"qos_id":

"nw_dst":
"actions":

{

"queue":

"IPv4",
: "UDP",
5002,

1,

"10.0.0.1"

[

nqn




13.2.

M
Hu
q

£ 714k Qose| St of

0| MEfO|A iperf CHY £H 2 &l ELICL h1 MH{0|M= UDP Z2EZE 5001 ZEQ} 5002 ZEO|A 441 Ci7|gt
L|C} h2= Z2l0|MER, h12| 5001 ZEO0|| IMbps2| UDP E2fj&! 2 h12| 5002 ZEO|| IMbps2| UDP Egfmle M
EFSHL|CE

FM: C12 ofdoflM = thd SH0| iperf (http://iperf.fr/)E AL EILICE iperf X L AL W2 0] 20N = HHSIK| LEL
Ct.

MA h1, h2 E{0|'2 3 SHHA AIZFRELICE

mininet> xterm hi

mininet> xterm h2

Node: h1(1) (root):

root@ryu-vm:~# iperf -i 1 -p 5001

Node: h1(2) (root):

root@ryu-vm:~# iperf

Node: h2(1) (root):

root@ryu-vm:~# iperf .0.0.1 -p 5001 -u -b 1M

Node: h2(2) (root):

root@ryu-vm:~# iperf .0.0.1 -p 5002 -u -b 1M

Node: h1(1) (root):

4] local 10.0.0.1 port 5001 connected with 10.0.0.2 port 50375

ID] Interval Transfer Bandwidth Jitter Lost/Total Datagrams
4] 0.0- 1. 60.3 KBytes 494 Kbits/sec 12.208 ms 4/ 42 (9.5%)
4] .0- 4 datagrams received out-of-order

4] .0- 58.9 KBytes 482 Kbits/sec 12.538 ms o/ 41 (0%)
4] .0- 58.9 KBytes 482 Kbits/sec 12.494 ms 0/ 41 (0%)
4] .0- 58.9 KBytes 482 Kbits/sec 12.625 ms 0/ 41 (0%)
4] .0- 58.9 KBytes 482 Kbits/sec 12.576 ms 0/ 41 (0%)
4] .0- 58.9 KBytes 482 Kbits/sec 12.561 ms (4 41 (0%)
4] .0- .5 KBytes 94.1 Kbits/sec 45.536 ms 0/ 8 (0%)
4] .0- .31 KBytes 35.3 Kbits/sec 92.790 ms 0/ 3 (0%)
4] .0- .31 KBytes 35.3 Kbits/sec 135.391 ms 0/ 0%
4] -0=10, .31 KBytes 35.3 Kbits/sec 167.045 ms 0/ 0%
4] .0-11. .31 KBytes 35.3 Kbits/sec 193.006 ms 0/ 0%
4] .0-12. .31 KBytes 35.3 Kbits/sec 213.944 ms 0/ 0%)
4] -0=18, .31 KBytes 35.3 Kbits/sec 231.981 ms 0/ 0%
4] .0-14. .31 KBytes 35.3 Kbits/sec 249.758 ms 0/ 0%
4] L0=15, .31 KBytes 35.3 Kbits/sec 261.139 ms 0/ 0%)
4] .0-16. .31 KBytes 35.3 Kbits/sec 269.879 ms (4 (0%)
4] .0-17. 12.9 KBytes 106 Kbits/sec 204.755 ms 0/ (0%)
4] .0-18. KBytes 482 Kbits/sec 26.214 ms 0/ 41 (0%)
4] .0-19. KBytes 482 Kbits/sec 13.485 ms o/ 41 (0%)

9
9
9
9

e

0 N o g W N
o

0w N O O b W N = O

e}
O O O O O O O O O O O O O O o o o o o o
IS S N N N O O
W oW W W W W W W

IS

w
© W W W wWw ww wow
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58.
58.
58.
60.
58.
58.
58.
58.
58.

KBytes 482 Kbits/sec . 0%
KBytes 482 Kbits/sec . 0%)
KBytes 482 Kbits/sec . 0%)
KBytes 494 Kbits/sec . 0%
KBytes 482 Kbits/sec . 0%)
KBytes 482 Kbits/sec . 0%
KBytes 482 Kbits/sec . (0%)
KBytes 482 Kbits/sec . 0%)
KBytes 482 Kbits/sec . 0%)
58.9 KBytes 482 Kbits/sec . 0%)
58.9 KBytes 482 Kbits/sec . 0%
1.19 MBytes 327 Kbits/sec . (0.47%)

4 datagrams received out-of

© © © © © © © W W W ©

.0
.0
.0
.0
.0
.0
.0
.0
.0
.0
.0
.6
.6

Node: h1(2) (root):

local 10.0.0.1 port 5002 connected with 10.0.0.2 port 60868

Interval Transfer Bandwidth Jitter Lost/Total Datagrams
.0- 1. 112 KBytes 917 Kbits/sec 4.288 0/ 78 (0%)
.0- 115 KBytes 941 Kbits/sec .168 0/ 80 (0%)
.0- 115 KBytes 941 Kbits/sec .454 o/ 80 (0%)
.0- 113 KBytes 929 Kbits/sec .226 0/ 79 (0%)
.0- 113 KBytes 929 Kbits/sec .096 0/ 79 (0%)
.0- 113 KBytes 929 Kbits/sec .225 0/ 79 (0%)
.0- 113 KBytes 929 Kbits/sec .055 o/ 79 (0%)
.0- 113 KBytes Kbits/sec .241 0/ 79 (0%)
.0- 115 KBytes Kbits/sec .886 0/ 80 (0%)
-0=10. 112 KBytes Kbits/sec .969 0/ 78 (0%)
.19 MBytes Kbits/sec 0/ 0%

o

O ©OW 00 N O O b W N =
© W N O U W N

W O O O © O O © O O o

AR XIS SN N S

>
r_T'g
|0
Hu
rO

Fo[, 50011 ZE=Z 15 500Kbps O|5t2 &M=, 5002

o Z Ej A
Ezljzl2 800kbps2| CiHE HEO0| O|ROEE & += USLICE

13.3 DiffServe QoSel S=t of||

2ro| of|H| 0 M= EE0ICH QoSE 4 45t0] AAM[EH X017t 7ts8t HHH, M2|sts 227t HOELE HA=ZS H|
ofst= ARIX|0| 2227} 571510 & 40| giELICE ST E220| QoSE ME|st= LA, DiffServ =Ml &7
2IRE M EERE 01 AR LIF0] ZF Z2AOIC} M0 E ot= DiffServE M EgLICL DiffServ= IP sl 2
ToS ZE0fl 6 H|E DSCP 242 AH8310{ DSCP Z4of| 2fa He|=|= PHBO| 2t M&3HES QoSE M3 §L|Ct

Ci2ar e Eg X|E 7t88t1 A x| (EFRE]) OFS10{| Queue 2 S A0 Cist CHAZE HO{E MASIT, 2tRE
OFS2E= ZEZ20] 2} DSCP 242 EAISIEE 722 HE5t= o|ME A70EtL|ct. =8t OFS12] WAN Z 2IE{H|0|

20M E H‘i. HoIES AI85Hs FRE 7FgELItt
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13.3.1 && 15

M Minineto| 248 L HELICE mn YHO| Oj7) M= O30 ZELICE
EREE EE
topo linear,2 | 2719 AQIX|7} LHZ AL EZZX|
mac ole ABSOE SAEL| MAC FAE HF
switch ovsk Open vSwitchE At

controller | remote | 2|% OpenFlow ZIEE2{ 0|8
X He= xterm A%

A o= Ch32t Z5Lch

ryu@ryu-vm:~$ sudo mn --topo linear,2 --mac --switch ovsk --controller remote -x

***x Creating network

*x* Adding controller

Unable to contact the remote controller at 127.0.0.1:6633
*%*x Adding hosts:

hi h2

*x* Adding switches:

s1

*** Adding links:

(h1, s1) (h2, s1)

*x* Configuring hosts

hi h2

*** Running terms on localhost:10.0
**x* Starting controller

**x* Starting 1 switches

s1

*x* Starting CLI:

mininet>

LEst HAEE2{9| xtermE A|ZHEHLICH.

mininet> xterm cO

mininet>

0[0] A2{X|0| M AFE3H= OpenFlow HE S 1.32 2 HgtL|Ct. E5t OVSDBOI| M| ASH | 9I5H 6632 ZEZ =4
S=& ZefLrt.

switch: s1 (root):

root@ryu-vm:~# ovs-vsctl set Bridge sl protocols=0penFlowl3

root@ryu-vm:~# ovs-vsctl set-manager ptcp:6632

switch: s2 (root):

root@ryu-vm:~# ovs-vsctl set Bridge s2 protocols=0penFlowl3

J S, 2 SAEOIN RISOR B IP FAS ANGD MEL P FAS MFLCE

host: hi:

root@ryu-vm:~# ip addr del 10.0.0.1/8 dev hl-ethO

root@ryu-vm:~# ip addr add 172.16.20.10/24 dev hl-ethO

host: h2:
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root@ryu-vm:~# ip addr del 10.0.0.2/8 dev h2-ethO

root@ryu-vm:~# ip addr add 172.16.10.10/24 dev h2-ethO

A& A, Fr2t2E] J0llM AFRSt rest_router.py= £HBILILCE rest_qos.pyOilAM = of mo|=2telofl M X
o
o

2EICt 7PYsta Q17|0f, rest_router.py2| E2

I i

controller: cO (root):

root@ryu-vm:~# sed '/OFPFlowMod(/,/)/s/0, cmd/1, cmd/' ryu/ryu/app/rest_router.py > ryu/ryu/
app/qos_rest_router.py
root@ryu-vm:~# cd ryu/; python ./setup.py install

OiX[2to =, ZIEE2] xterm0|A] rest_qos, qos_rest_router, rest_conf_switch= A|ZH&L|CE
controller: cO (root):

root@mininet-vm:~/ryu# ryu-manager ryu.app.rest_qos ryu.app.qos_rest_router ryu.app.
rest_conf_switch

loading app ryu.app.rest_qos

loading app ryu.app.qos_rest_router

loading app ryu.app.rest_conf_switch

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

instantiating app None of ConfSwitchSet

creating context conf_switch

creating context wsgi

instantiating app ryu.app.rest_conf_switch of ConfSwitchAPI
instantiating app ryu.app.qos_rest_router of RestRouterAPI
instantiating app ryu.controller.ofp_handler of OFPHandler
instantiating app ryu.app.rest_qos of RestQoSAPI

(4687) wsgi starting up on http://0.0.0.0:8080/

Ryut AQ|X| Zte| AZof| MZstH CHS HIA| X7t ZA|EL|CE.
controller: cO (root):

[RT][INFO] switch_id=0000000000000002: Set SW config for TTL error packet in.
[RT][INFO] switch_id=0000000000000002: Set ARP handling (packet in) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000002: Set L2 switching (normal) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000002: Set default route (drop) flow [cookie=0x0]
[RT][INFO] switch_id=0000000000000002: Start cyclic routing table update.

[RT] [INFO] switch_id=0000000000000002: Join as router.

[QoS] [INFO] dpid=0000000000000002: Join qos switch.

[RT] [INFO] switch_id=0000000000000001: Set SW config for TTL error packet in.

[RT][INFO] switch_id=0000000000000001: Set ARP handling (packet in) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000001: Set L2 switching (normal) flow [cookie=0x0]
[RT] [INFO] switch_id=0000000000000001: Set default route (drop) flow [cookie=0x0]
[RT][INFO] switch_id=0000000000000001: Start cyclic routing table update.

[RT][INFO] switch_id=0000000000000001: Join as router.

[QoS] [INFO] dpid=0000000000000001: Join qos switch.
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13.3.2 Queue &H

FID | Ech &2 | FA &F | EofA
0 1Mbps - Default
1 (IMbps) 200Kbps | AF3

2 (IMbps) 500Kbps | AF4

AT
1o
=1
el
m
[Va]
—1
>
T
Ao
I
[
fjo
o2k
P
_O'I_I
o=
R
1)

ZA: ol%o] MuoM ALS3HS REST APIC| RHAI3H {82 & B

244, OVSDBO|| HM| 25172t EYS BiLICE

Node: cO (root):

root@ryu-vm:~# curl -X PUT -d '"tcp:127.0.0.1:6632"' http://localhost:8080/v1.0/conf/switches

/0000000000000001/0ovsdb_addr

root@ryu-vm:~#

0[0{, QueueE MHEILICE

root@ryu-vm:~# curl -X POST -d '{"port_name": "sl-ethl", "type": "linux-htb", "max_rate":
"1000000", "queues":[{"max_rate": "1000000"}, {"min_rate": "200000"}, {"min_rate":
"500000"}]1}"' http://localhost:8080/qos/queue/0000000000000001

[

"switch_id": "0000000000000001",
"command_result": {
"result": "success",
"details": {
IeUg A
"config": {
"max-rate": "1000000"
}
¥
nin: {
"config": {
"min-rate": "200000"
¥
Fo
DR0g
"config": {
"min-rate": "500000"

13.3.3 2tRE M-

2t 2tRE0 F4, 7|2 Z2E 4Feih

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.20.1/24"}' http://localhost:8080/router

/0000000000000001
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"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.30.10/24"}' http://localhost:8080/router

/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d '{"gateway": "172.16.30.1"}"' http://localhost:8080/router

/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "Add route [route_id=1]1"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.10.1/24"}' http://localhost:8080/router

/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{

"result": "success",
"details": "Add address [address_id=1]"

root@ryu-vm:~# curl -X POST -d '{"address": "172.16.30.1/24"}' http://localhost:8080/router
/0000000000000002
[

"switch_id": "0000000000000002",
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"command_result": [
{
"result": "success",

"details": "Add address [address_id=2]"

root@ryu-vm:~# curl -X POST -d "172.16.30.10"}"'
/0000000000000002

[

http://localhost :8080/router

'"{"gateway":

"switch_id": "0000000000000002",
"command_result": [

{

"result": "success",

"details": "Add route [route_id=1]1"

EIRE{0f| IP FAE ME £ Qo0 Z Zt SAE 7|2 HO|EY0|E SE§LICE
host: hi:

root@ryu-vm:~# ip route add default via 172.16.20.1

host: h2:

root@ryu-vm:~# ip route add default via 172.16.10.1

13.3.4 QoS &3

Ct2 2t2E (s1)0fl DSCP Ztol| [HE N0 E2RE HFRLIC
(@M 229)) [ DSCP | CHZIZ ID | (QoS ID)
1 26(AF31) | 1 1
1 34(AF41) | 2 2

Node: cO (root):

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp":
://localhost :8080/qos/rules/0000000000000001
[
"switch_id": "0000000000000001",
"command_result": [
{
"result":

"success",

"details": "QoS added.

qos_id=1"

"26"},

"actions":{"queue": "1"}}' http
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http

"34"}, "actions":{"queue": "2"}}'

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp":

://localhost :8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",

"command_result": [
{
"result":

"details":

"success",
"QoS added. : qos_id=2"

22

(M 29) | oy A4 =E | Z2EZ [ DSCP | (QoS ID)
1 172.16.20.10 | 5002 UDP 26(AF31) | 1

1 172.16.20.10 | 5003 UDP 34(AF41) | 2

Node: cO (root):
"nw_proto": "UDP", "

'{"match": {"nw_dst": "172.16.20.10",

root@ryu-vm:~# curl -X POST -d
"26"}}' http://localhost:8080/qos/rules/0000000000000002

tp_dst": "5002"}, "actions":{"mark":

[

"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"details": "QoS added. : qos_id=1"

"nw_proto": "UDP", "

{"nw_dst": "172.16.20.10",
http://localhost :8080/qos/rules/0000000000000002

'"{"match":

root@ryu-vm:~# curl -X POST -d
||34ll}}l

tp_dst": "5003"}, "actions":{"mark":

[

"switch_id": "0000000000000002",

"command_result": [
"result": "success",

"details": "QoS added. qos_id=2"

13.3.5 €3 L =tel
2t AQIX|of| EHE LHE

Node: cO (root):
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root@ryu-vm:~# curl -X GET http://localhost
[

"switch_id": "0000000000000001",
"command_result": [
{
"gos": [
{
"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 34,
"actions": [
{

" queue n. non

"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 26,
"actions": [

{

"queue": "1"

root@ryu-vm:~# curl -X GET http://localhost
[

"switch_id": "0000000000000002",
"command_result": [
{
"qos": [
{
"priority": 1,
"dl_type": "IPv4",
"nw_proto": "UDP",
"tp_dst": 5002,
"qos_id": 1,
"nw_dst": "172.16.20.10",
"actions": [
{

"mark": "26"

"priority": 1,
"dl_type": "IPv4",

13.3. DiffServ2| QoS2l S=t oA

:8080/qos/rules/0000000000000001

:8080/qos/rules/0000000000000002




Chapter 13. QoS

"nw_proto": "UDP",

"tp_dst": 5003,
"qos_id": 2,
"nw_dst": "172.16.20.10",
"actions": [
{
"mark": "34"

0| AEHOl| M iperf CHYY £A 2 SiLICE h1 ME{OM= UDP Z2EZE ZE H3S 5001, 5002, 50030 A 421 CH7|
gHLict h2 22t0[AE0f|M & h1 5001 ZEZ 1Mbps2| UDP EZ{ZE, h1 5002 ZE 2 300Kbps UDP EEHr_L.% a
2|2 h15003 ZEZ 600Kbps UDP EE{T S FM&3HL|Ct

X, h2 HO|ES AIZFRiLCY.

mininet> xterm h2

mininet> xterm h2

Node: h1(1) (root):

root@ryu-vm:~# iperf -s -u -p 5002 &
root@ryu-vm:~# iperf -s -u -p 5003 &
root@ryu-vm:~# iperf -s -u -i 1 5001
Server listening on UDP port 5001

Receiving 1470 byte datagrams
UDP buffer size: 208 KByte (default)

Node: h2(1) (root):

root@ryu-vm:~# iperf -c 172.16.20.10 -p 5001 -u -b 1M

Node: h2(2) (root):

root@ryu-vm:~# iperf -c 172.16.20.10 -p 5002 -u -b 300K

Client connecting to 172.16.20.10, UDP port 5002
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 172.16.10.10 port 44077 connected with 172.16.20.10 port 5002
Interval Transfer Bandwidth

0.0-10.1 sec 369 KBytes 300 Kbits/sec

Sent 257 datagrams
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[ 4] Server Report:

[ 4] 0.0-10.2 sec 369 KBytes 295 Kbits/sec 17

Node: h2(3) (root):

root@ryu-vm:~# iperf -c 172.16.20.10 -p 5003 -u -b 600K

Client connecting to 172.16.20.10, UDP port 5003
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

4] local 172.16.10.10 port 59280 connected with 172.16.20.10 port 5003
ID] Interval Transfer Bandwidth
4] 0.0-10.0 sec 735 KBytes 600 Kbits/sec
4] Sent 512 datagrams
Server Report:
0.0-10.0 sec 735 KBytes 600 Kbits/sec 5.401 ms 0/ 512 (0%)

Node: h1(1) (root):

local 172.16.20.10 port 5001 connected with 172.16.10.10 port 37329
Interval Transfer Bandwidth Jitter Lost/Total Datagrams
0.0- 1. 119 KBytes 976 Kbits/sec 0.639 ms (4 83 (0%)
.0- 118 KBytes 964 Kbits/sec 0.680 ms 0/ 82 (0%)
.0- 87.6 KBytes 717 Kbits/sec 5.817 ms 0/ 61 (0%)
.0- 81.8 KBytes 670 Kbits/sec 5.700 ms 0/ 57 (0%)
.0- 66.0 KBytes 541 Kbits/sec 12.772 ms 0/ 46 (0%)
.0- 8.61 KBytes 70.6 Kbits/sec 60.590 ms 0/ 6 (0%)
.0- 8.61 KBytes 70.6 Kbits/sec 89.968 ms 0/ 6 (0%)
.0- 8.61 KBytes 70.6 Kbits/sec .364 ms (4 0%
.0- 10.0 KBytes 82.3 Kbits/sec .635 ms 0/ (0%)
.0-10. 8.61 KBytes 70.6 Kbits/sec .604 0/ 0%)
.0-11. 8.61 KBytes 70.6 Kbits/sec .192 ms (4 (0%)
-0=12, 8.61 KBytes 70.6 Kbits/sec .411 ms 0/ 0%
-0=18, 28.7 KBytes 235 Kbits/sec .964 ms 0/ 0%
.0-14. 44 .5 KBytes 365 Kbits/sec .721 ms 0/ 0%)
NOSHIEH 57.4 KBytes Kbits/sec .396 0/ 0%
.0-16. 118 KBytes Kbits/sec .956 0/ 0%)
.0-17. 119 KBytes Kbits/sec .820 0/ 0%)
.0-18. 118 KBytes Kbits/sec .741 (4 0%
.0-19. 118 KBytes Kbits/sec .839 0%)
.0-19. .19 MBytes Kbits/sec .981

© 00 N o 0o P W N

0 N O O W N e
N O O O O O O O O O O O O O © © © © o|o

AF412 O} Sl E3jTIS 500Kbpse| L= 0| HAME| T, AF312 OFUEl EFHTS 200Kbps| LA Z 0| HAFEIL|
C}. 8HH, Best-effort E2{Z2 AFO| EA|Zl= E2iE0| S2EE= SO CiAZ0| ZAsHS & 4 AUSLICE 0|2t 20|
DiffServ 2|all QoS7t M Z2E|=X| &tolst 4 d&L|Ct.

13.4 Meter Table2 A28t QoS2e| SE 0Of

OpenFlow 1.30f| A{ Meter TableO| =2l=|0{, OpenFlowOl| M E2{TZ| Z2|AM0| 7tssiF&LICE 07| M= Meter
Table AFE 0|2 AJHEHLICE O] X0 A= Meter Table2 X|2l5t= OpenFlow Switch®! ofsoftswitch13(https://
github.com/CPqD/ofsoftswitch13)& At2gtL|Ct.

FM: ofsoftswitch132| AX| X} S0 CHSHA = 07| M CHEX| E&LICE &: (https://github.com/CPqgD/ofsoftswitch13/
wiki/OpenFlow-1.3-Tutorial)
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CHE1h 20| 042 DiffServ =H|QI (DS =HQN 2 T E HEQIIE 7P etLICt DS =|Q1o| ZA|of #IX|5t= 2t
SE| (0|X] 2tRE)0]| 2f3H A[2F0| 0| 0] X|YE tHH=S =utsh= B2 ChA| ZA|ELICL ES, CHA| OrZE o
A2 UM Z M| AL M &2|7F Z2 SeHAE ME|ELCE oS S0, AF1 22|20 800Kbps2| CHAZS

HZ&sta1 2t DS T2l RUEE= AF11 E2HEl S 400KbpsE CHAZS X|H5HH, owo X1} EajEoE T3l
AF120] CEA| ZA|ELICE T2{Lt o] mf, AF122 Best-effort E2EO2 HEE|EE HHYFL

A

Domain

(Edge Router)

OFS1
(Core Router)

Congestion!!

LM Mininet 2 242 L EetLICt Python AJREER EEZZX|E HMEHLICE
s

- qos_sample_topology.py

from mininet.net import Mininet
from mininet.cli import CLI

from mininet.topo import Topo

from mininet.node import UserSwitch

from mininet.node import RemoteController

class SliceableSwitch(UserSwitch):
def __init__(self, name, **kwargs):

UserSwitch.__init__(self, name, '', x**xkwargs)

class MyTopo(Topo):
def __init__( self ):

"Create custom topo."
# Initialize topology
Topo.__init__( self )
# Add hosts and switches
host01 = self.addHost('hi')
host02 = self.addHost('h2')
host03 = self.addHost('h3"')
switch01 = self.addSwitch('sl')
switch02 = self.addSwitch('s2')
switch03 = self.addSwitch('s3')
# Add links
self.addLink (host01, switchO01)
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self.addLink (host02, switch02)
self.addLink (host03, switch03)
self.addLink(switchO1, switch02)
self.addLink(switchO1, switch03)

def run(net):
sl = net.getNodeByName('s1')
s1.cmdPrint ('dpctl unix:/tmp/sl queue-mod 1 1 80')
s1l.cmdPrint ('dpctl unix:/tmp/sl queue-mod 1 2 120')
sl.cmdPrint ('dpctl unix:/tmp/sl queue-mod 1 3 800')

def genericTest (topo):
net = Mininet (topo=topo, switch=SliceableSwitch,
controller=RemoteController)
net.start ()
run(net)
CLI(net)
net.stop ()

def main():
topo = MyTopo ()

genericTest (topo)

if __name__ == '__main__

main ()

FM: 0|2 ofsoftswitch13 213 £EE 1Mbps2 BHHAEHL|C

MK, ofsoftswitch132| AA FEE SHFHL|CE

$ cd ofsoftswitchi3

$ gedit lib/netdev.c

lib/netdev.c:

644 if (ecmd.autoneg) {

645 netdev->curr |= OFPPF_AUTONEG;

646 }

647

648 - netdev->speed = ecmd.speed;

649 + netdev->speed = 1; /* Fix to 1Mbps link */
650

651 } else {

652 VLOG_DBG (LOG_MODULE, "ioctl(SIOCETHTOOL) failed: %s", strerror(errno));
653 }

12|10 ofsoftswitch132 CFA| MX|EHL|C}

$ make clean
$ ./boot.sh

$ ./configure
$ make

$ sudo make install

mininet@mininet-vm:~$ sudo python qos_sample_topology.py
Unable to contact the remote controller at 127.0.0.1:6633
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Est AEEZO| xtermS Ao OF BHLICH.

mininet> xterm cO
mininet> xterm cO

mininet>

0|04, "AR|E &= O|M AL RHE simple_switch_13.py2 HZAEILICE rest_gos.pyOiA= E22 H|I0|22| ofo|=2}
QoA X2|ElCtD 7570, simple_switch_13.py2] E22 &= S table id:10| SE5I=E HARILICE
controller: cO (root)

root@ryu-vm:~# sed '/OFPFlowMod(/,/)/s/)/, table_id=1)/' ryu/ryu/app/simple_switch_13.py > ryu
/ryu/app/qos_simple_switch_13.py

root@ryu-vm:~# cd ryu/; python ./setup.py install

Ofx[ato 2, HAEZE2] xtermOf| A rest_gos, qos_simple_switch_132 A|ZtgtL|Ct.
controller: cO (root):

root@mininet-vm:~/ryu# ryu-manager ryu.app.rest_qos ryu.app.qos_simple_switch_13
loading app ryu.app.rest_qos

loading app ryu.app.qos_simple_switch_13

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

loading app ryu.controller.ofp_handler

instantiating app None of DPSet

creating context dpset

instantiating app None of ConfSwitchSet

creating context conf_switch

creating context wsgi

instantiating app ryu.app.qos_simple_switch_13 of SimpleSwitchil3
instantiating app ryu.controller.ofp_handler of OFPHandler
instantiating app ryu.app.rest_qos of RestQoSAPI

(2348) wsgi starting up on http://0.0.0.0:8080/

Ryu2t AQ|x|2te| AZA0| HZstH CHS O|A|X|7F EA|ELICE
controller: cO (root):

[QoS] [INFO] dpid=0000000000000003: Join qos switch.
[QoS][INFO] dpid=0000000000000001: Join qos switch.

[Qos] [INFO] dpid=0000000000000002: Join qos switch.

13.4.2 QoS &3

E =
(@M 22)) [ DSCP [ FID | (QoS ID)
1 0(BE) |1 1
1 12(AF12) | 2 2
1 10(AF11) | 3 3

Node: cO (root):
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root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "O", "in_port": "2"}, "actions":{"queue
": "1"}}' http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "QoS added. : qos_id=1"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "10", "in_port": "2"}, "actions":{"queue
": "3"}}' http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "QoS added. : qos_id=2"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "12", "in_port": "2"}, "actions":{"queue
": "2"}}' http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",
"details": "QoS added. : qos_id=3"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "O0", "in_port": "3"}, "actions":{"queue
": "1"}}' http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "QoS added. : qos_id=4"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "10", "in_port": "3"}, "actions":{"queue
": "3"}}' http://localhost:8080/qos/rules/0000000000000001
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"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "QoS added. qos_id=5"

root@ryu-vm:~# curl -X POST -d
". ll2||}}|
[

'"{"match": {"ip_dscp": "12",
http://localhost :8080/qos/rules/0000000000000001

"switch_id": "0000000000000001",
"command_result": [
{
"result": "success",

"details": "QoS added. qos_id=6"

root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "10"},
://localhost :8080/qos/rules/0000000000000002
[
"switch_id": "0000000000000002",
"command_result": [
{
"result": "success",

"details": "QoS added. qos_id=1"

root@ryu-vm:~# curl -X POST -d
DSCP_REMARK", "400",
/0000000000000002

[

'{"meter_id": D@

lllll}]}|

"flags":

"rate": "prec_level":

"switch_id": "0000000000000002",

"command_result": [
{

"result": "success",

"details": "Meter added. Meter ID=1"

"KBPS",

"in_port“: "3"},

"actions":{"meter":

"y}

"bands":[{"type":"
http://localhost:8080/qos/meter

"actions":{"queue

http
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root@ryu-vm:~# curl -X POST -d '{"match": {"ip_dscp": "10"}, "actions":{"meter": "1"}}' http
://localhost :8080/qos/rules/0000000000000003
L

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",
"details": "QoS added. : qos_id=1"

root@ryu-vm:~# curl -X POST -d '{"meter_id": "1", "flags": "KBPS", "bands":[{"type":"
DSCP_REMARK", "rate": "400", "prec_level": "1"}]}' http://localhost:8080/qos/meter
/0000000000000003

[

"switch_id": "0000000000000003",
"command_result": [
{
"result": "success",

"details": "Meter added. : Meter ID=1"

Node: cO (root):

root@ryu-vm:~# curl -X GET http://localhost:8080/qos/rules/0000000000000001
[

"switch_id": "0000000000000001",
"command_result": [
{
"qos": [
{
"priority": 1,
"dl_type": "IPv4",
"actions": [
{
"queue": "1"
+
1,
"in_port": 2,

"qos_id": 1
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"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "3"

}
Iy
"qos_id": 2,
"in_port": 2,

"ip_dscp": 10

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "2"

}
1)
"qos_id": 3,
"in_port": 2,

"ip_dscp": 12

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "1"

}
Iy
"in_port": 3,

"qos_id": 4

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "3"

}
1,
"qos_id": 5,
"in_port": 3,

"ip_dscp": 10

"priority": 1,
"dl_type": "IPv4",
"actions": [

{

"queue": "2"

}
15
"qos_id": 6,
"in_port": 3,

"ip_dscp": 12
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root@ryu-vm:~# curl -X GET http://localhost:8080/qos/rules/0000000000000002
[

"switch_id": "0000000000000002",
"command_result": [
{
"qos": [
{
"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 10,
"actions": [
{

"meter": "1"

root@ryu-vm:~# curl -X GET http://localhost:8080/qos/rules/0000000000000003
[

"switch_id": "0000000000000003",
"command_result": [
{
"qos": [
{
"priority": 1,
"dl_type": "IPv4",
"ip_dscp": 10,
"actions": [
{

"meter": "1"
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13.4.4 = =H

u O

=

O] MEfOi[A iperf2 CHUZE ZHE off SLICEL h1 B0 M= UDP Z2EEF0| siYsl= ZE ¥5 5001, 5002,
50030f|A =41 CH7[BHLICE h2, h3= S2I0|HER, h1of] 2 X|HE |3l EafjEg HE

12} h20]| 27, h3of| 174% Eoj'2S A=feh|ct.

mininet> xterm hil

mininet> xterm h2

mininet> xterm h3

mininet> xterm h3

Node: h1(1) (root):

root@ryu-vm:~# iperf -s -u -p 5001 &
root@ryu-vm:~# iperf -s -u -p 5002 &
root@ryu-vm:~# iperf -s -u -p 5003 &

Best-effort 2 AF11 E2fZ! Zu}j2F ShM

Node: h2 (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5001 -u -b 800K

Client connecting to 10.0.0.1, UDP port 5001
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.3 port 60324 connected with 10.0.0.1 port 5001

Interval Transfer Bandwidth

0.0-10.0 sec 979 KBytes 800 Kbits/sec

Sent 682 datagrams

Server Report:

0.0-11.9 sec 650 KBytes 449 Kbits/sec 18.458 ms 229/ 682 (34%)

Node: h3(1) (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5002 -u -b 600K --tos 0x28

Client connecting to 10.0.0.1, UDP port 5002
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.2 port 53661 connected with 10.0.0.1 port 5002
Interval Transfer Bandwidth

0.0-10.0 sec 735 KBytes 600 Kbits/sec

Sent 512 datagrams

Server Report:
0.0-10.0 sec 735 KBytes 600 Kbits/sec 7.497 ms 6/ 512 (1.2%)

0.0-10.0 sec 6 datagrams received out-of-order

AF11 E2{ 20| A< i} =2l 400KbpsE Z1t5}= 0| = Best-effort E2{E Lt CHHZ0| HEYE|Of = AE
o
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AF11 =1} E2j=la} Best-effort?t AF11 A2 CHed LY Ezf=!

Node: h2 (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5001 -u -b 600K --tos 0x28

Client connecting to 10.0.0.1, UDP port 5001

Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.2 port 42758 connected with 10.0.0.1 port 5001

Interval Transfer Bandwidth

0.0-10.0 sec 735 KBytes 600 Kbits/sec

Sent 512 datagrams

Server Report:

0.0-10.0 sec 666 KBytes 544 Kbits/sec 500.361 ms 48/ 512 (9.4%)

0.0-10.0 sec 192 datagrams received out-of-order

Node: h3(1) (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5002 -u -b 500K

Client connecting to 10.0.0.1, UDP port 5002
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.3 port 42759 connected with 10.0.0.1 port 5002
Interval Transfer Bandwidth
0.0-10.0 sec 613 KBytes 500 Kbits/sec
Sent 427 datagrams
WARNING: did not receive ack of last datagram after 10 tries.
Server Report:
0.0-14.0 sec 359 KBytes 210 Kbits/sec 102.479 ms 177/ 427 (41%)

Node: h3(2) (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5003 -u -b 400K --tos 0x28

Client connecting to 10.0.0.1, UDP port 5003
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.3 port 35475 connected with 10.0.0.1 port 5003

Interval Transfer Bandwidth

0.0-10.1 sec 491 KBytes 400 Kbits/sec

Sent 342 datagrams

Server Report:

0.0-10.5 sec 491 KBytes 384 Kbits/sec 15.422 ms 342 (0%)

AF11 %3} E2jz3} AF11 £3} E2j

Node: h2 (root):
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Client connecting to 10.0.0.1, UDP port 5001
Sending 1470 byte datagrams
UDP buffer size: 208 KByte (default)

local 10.0.0.3 port 50761 connected with 10.0.0.1 port 5001

Interval Transfer Bandwidth
0.0-10.0 sec 735 KBytes 600 Kbits/sec
Sent 512 datagrams

Server Report:
0.0-11.0 sec 673 KBytes 501 Kbits/sec 964.490 ms 43/ 512 (8.4%)

0.0-11.0 sec 95 datagrams received out-of-order

Node: h3(1) (root):

root@ryu-vm:~# iperf -c 10.0.0.1 -p 5002 -u -b 600K --tos 0x28
Client connecting to 10.0.0.1, UDP port 5002

Sending 1470 byte datagrams

UDP buffer size: 208 KByte (default)

local 10.0.0.2 port 53066 connected with 10.0.0.1 port 5002

Interval Transfer Bandwidth

0.0-10.0 sec 735 KBytes 600 Kbits/sec

Sent 512 datagrams

Server Report:
0.0-10.6 sec 665 KBytes 515 Kbits/sec 897.126 ms 49/ 512 (9.6%)

0.0-10.6 sec 93 datagrams received out-of-order

13.5 REST API =&

o] Zofl M A7H3ME reqt_qose| REST APl 2EQ]L|Ct.

13.5.1 7 Al 7|

HME | GET
URL /qos/queue/status/{switch}
--switch: [ " all" | AQ|X|ID ]

13.5.2 7 43 HH 7|

HAME | GET

URL /qos/queue/{switch}

--switch: [ " all" | AQIX|ID ]

QoS REST APIE A|%Et 0| &dstEl 7ol MF HEDHAS = JUFL|CL

o
K
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13.5. REST APl =5

13.5.3 7§ MH

HAM=
URL

HIolE

1]
]

POST
/qos/queue/{switch}
--switch: [ *all" | AQ|X[ID ]
port_name:[14El ZE 0|E]
type:[linux-htb | linux-hfsc]
max_rate:[CHS = (bps)]
queues:
max_rate:[CHAZ(bps)]
min_rate:[C{2}Z(bps)]
7|& H4H0| = 42 Ho{FEL|C
OpenvSwitchOf| A2t H&0| 7Hs | Ct.
port_name O§7} = S MO[LICE

i<

port_name2 X|H5tX| oM R E ZEQ| MFEILICE

13.5.4 7 AtH|

HME | DELETE
URL /qos/queue/{swtich}
--switch: [ " all" | AIX|ID ]

o2

il OVSDB2| QoS HZEQte| ZAHIE N|HEtL|Ct.

13.5.5 HA| QoS HE Y|

HAME | GET

URL /qos/rules/{switch}[/{vlan}]
--switch: [ “"all" | 2| X|ID ]
--vlan: [ " all" | VLAN ID ]
VLAN ID X2 SML|CH

1]
]

211



Chapter 13. QoS

13.5.6 QoS =l F7}

HAM=
URL

o0&

1]
Kl

POST
/qos/rules/{switch}[/{vlan}]
--switch: [ " "all" | AQIX|ID ]
--vlan: [ “"all" | VLAN ID ]
priority:[ 0 - 65535 ]
match:
in_port:[ O - 65535 ]
dl_src:" <XX:XXXXEXXEXXEXX>"
dl_dst:" <xx: XX XX XX XX XX>"
di_type:[ " "ARP" | ""IPv4" ]
NW_SIC:" XXX, XXX. XXX, XXX/ XX>"
NW_dst:" <XXX. XXX XXX XXX/XX"">

nw_proto":[ " "TCP" | "UDP"| " "ICMP"

1
tp_src:[ O - 65535 ]
tp_dst:[ 0 - 65535 ]
ip_dscp:[ 0 - 63 ]
actions:
[ "mark*:[0-63]11|[" "meter": [0O|
E{ID]]1I[ "queue: [FID]]
SE0| 4331 QoS ID7} Mdx[0] SEf0I| ZEHE
VLAN ID X|™He SMelL|Ct.

Lict.

13.5.7 QoS & AtH|

HIME | DELETE

URL /qos/rules/{switch}[/{vlan}]
--switch: [ " "all" | AQIX|ID ]
--vlan: [ " "all" | VLANID ]
HIOJE| | rule_id:[ “tall"|1-...]

£ | VLAN ID X|H2 g MolL|ct.

13.5.8 O[E EHO|S HE A7

HME | GET
URL /qos/meter/{switch}
--switch: [ *all" | AQ|X|ID ]
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13.5.9 OJE{ H|o|]§ &H

HME POST

URL /qos/meter/{switch}

|O|Eq meter_id:0|E{ ID
bands:

action:[DROP | DSCP_REMARK]
flags:[KBPS | PKTPS | BURST | STATS]
burst_size:[HHAE 37]]

rate:[~41 HIE]

prec_level:[i0(ste E8 M =2 &l

2]

o3
]

bandsOf| X|™ ! M &3&}= 0§71 B4 action} flagsoi|
k2t g L|c.
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CHAPTER 14

OpenFlow 2%|X| HAE £

0| oAM= OpenFlow A2|X| OpenFlow AtY =40| EE HESH=E HIAE T3] ALE S MHTH|CL

14.1 HAE E319 7

= T7E B AE BEO] W2t AIFE OpenFlow AIX|0 sl B2 &2 U £57| ¥20| S2 /W M8S 4
#5111, OpenFlow A9IXI| TH2! 1 B 2 Ha (i AF)Q| H2| Zujet HAE HE ThUo) = = 3

5]
2| 2110 H|uE 43510, OpenFlow £A9{X| OpenFlow ALt CHSE|= HEHE &HQI5H= HAE = ILICH

E3= OpenFlow & 1.3 2! OpenFlow H{F 1.42| FlowMod M|A| X|, MeterMod M|A|X| 2! GroupMod H|A|X] A
&oj| ciSstn Y&LC

Al CHe HIAIX] | CHS OH7HEH=

FlowMod H|A|X| match (IN_PHY_PORT X|2|)
actions (SET_QUEUE)
MeterMod HA|X|] | 25

GroupMod HIA|X] | 25

HEst= mizle| Ydnt izl [ 2Hy 2ol gtel S2TufiZl 2t0|E2{2| L& AMESH ELIC

14.1.1 A|@ Al ojOfx|

Im
£
m
El
M

"8 B2 ¥2 £k OlH ¥2, T

o=d =
]

HAE =& LS mio| S 0|0[X|E 2o{FLICH HA ) =
= X 82 Flof et (=7 23 &

ol
& Wiz, "7IthietE A2| Zoh ot BYELICH o 7 HAlS fle &E 2 W
7
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Test pattern

File N (4) Refer to flow table table:0
-> Process packets Flow entry A

/> Flow entry B

SW to be tested

(2) Register flow
entry

(1) Get test pattern

(6) Compare output packet
with test pattern
-> Check test result

(5) Transfer packets
(or packet-in to controller
or discard packets)

(3) Apply
packets

Test tools

(Controller) ~|

Auxiliary SW

14.1.2 A& Z3je| &= 0|0|X]

XIFE HIAE HE HIAE $22 2MCIZ 25T A Z2} (OK/ERROR)S % E. LICE. Al# Z247} ERRORS!
A2 9F WS B SSLICL Eat AlZ FRIS| OK/ERROR 74 U A5t ERROR LHSJE S2{HLICE

match: 29_ICMPV6_TYPE
ethernet/ipv6/icmpv6 (type=128)-->'icmpv6_type=128,actions=output:2"' 0K
ethernet/ipv6/icmpv6 (type=128) -->'icmpv6_type=128,actions=output: CONTROLLER' 0K
ethernet/ipv6/icmpv6 (type=135)-->'icmpv6_type=128,actions=output:2' 0K
ethernet/vlan/ipv6/icmpv6 (type=128)-->'icmpv6_type=128,actions=output:2' ERROR
Received incorrect packet-in: ethernet(ethertype=34525)
ethernet/vlan/ipv6/icmpv6 (type=128)-->'icmpv6_type=128,actions=output: CONTROLLER' ERROR
Received incorrect packet-in: ethernet(ethertype=34525)
match: 30_ICMPV6_CODE
ethernet/ipv6/icmpv6 (code=0)-->'icmpv6_code=0,actions=output:2"'
ethernet/ipv6/icmpv6 (code=0)-->'icmpv6_code=0,actions=output:CONTROLLER'
ethernet/ipv6/icmpv6 (code=1)-->'icmpv6_code=0,actions=output:2'
ethernet/vlan/ipv6/icmpvé (code=0)-->"'icmpv6_code=0,actions=output:2'
Received incorrect packet-in: ethernet(ethertype=34525)

ethernet/vlan/ipv6/icmpv6 (code=0)-->"'icmpv6_code=0,actions=output: CONTROLLER'

Received incorrect packet-in: ethernet(ethertype=34525)
Test end ---

--- Test report ---
Received incorrect packet-in(4)

match: 29_ICMPV6_TYPE ethernet/vlan/ipv6/icmpv6 (type=128)-->'
icmpv6_type=128,actions=output:2'

match: 29_ICMPV6_TYPE ethernet/vlan/ipv6/icmpvé (type=128)-->'
icmpv6_type=128,actions=output: CONTROLLER'

match: 30_ICMPV6_CODE ethernet/vlan/ipv6/icmpv6 (code=0)-->'icmpv6_code
=0,actions=output:2'

match: 30_ICMPV6_CODE ethernet/vlan/ipv6/icmpv6 (code=0)-->"'icmpv6_code
=0,actions=output:CONTROLLER'

0K (6) / ERROR(4)
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HIAE TT9| Al H

Test tools

(OpenFlow controller)

Port No.
BX ARIX|Z CHS SEE 248 & 2 = OpenFlow AL|X|7F ZEtL|CY.
- actions=CONTROLLERS| E22 &5 5
. M2l EFes ERo de 52
actions=CONTROLLERS| ZE2 &=0f| 2|5t Packet-In HIA|X] HLY7|

« Packet-Out H|A|X] £=Al0f| 2fst {7l H

© SW to be tested

(OpenFlow switch)

2 Auxiliary SW
(OpenFlow switch)

ZFM: Open vSwitchE A&l CHA AQIX|Z2 5t =7 Ml S S mininetOf| A Alsist 84 715 A3 ZIETF Ryu AA E2|0f Z
gE|o] ASL|CH
ryu/tests/switch/run_mininet.py

ATRE KN =EHAE =3 ALE off J0 7|Ri=|0f UELIC
14.2.2 H|AE T3 AlSH S1A
E|AE =3 Ryu &A E2|0f AAZ[0] AUELICH

AA FE Y

ryu/tests/switch/tester.py EHAE 3

ryu/tests/switch/of13
ryu/tests/switch/of14
ryu/tests/switch/run_mininet.py

E|AE D& MZ(OpenFlow 1.38)
E|AE i MZ(OpenFlow 1.48)
A etd 15 A3RE

HAE ==

o
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$ ryu-manager [--test-switch-target DPID] [--test-switch-tester DPID]

[--test-switch-target-version VERSION] [--test-switch-tester-version VERSION]
[--test-switch-dir DIRECTORY] ryu/tests/switch/tester.py

=4 29 7|22k
--test-switch-target Al che 221X|2| CIO|E Z= ID 0000000000000001
-—test-switch-tester HXE A{X|e| o] BZ ID 0000000000000002
--test-switch-target-version | A| & C & A 2| X| 2| OpenFlow H{ & | openflowl3

( “openflow13","openflow14" X| & 7}
s)

--test-switch-tester-version | EX AQX[2] OpenFlow H{ (" “open- | openflow13
flow13","openflow14" X|& 7}s)
--test-switch-dir HIAE miE ofle| ClAMER| A= ryu/tests/switch/of13

FM: HAE £ Ryu 88 ZEJW ryu.base.app_manager.RyuApp2 4510 BHER17| W} 20], CHE Ryu 28 ==}
OFEE7ER|2 --verbose MO 2 C|HZ HHE £3 52 X[IgH|Ct

HIAE ZHE AEISHF A CHA AQ(X[Qt HE AQX| HEED 0| GIZEM X|HE EH|AE TI{HS HIEIO R A|EH0|
AIZHEIL|CE A=l AQ|X| OpenFlow B{Z10| X| &St OpenFlow H{Z 1} CtE ZAR0]|= 2HA O|A|X|7} EA|=| 1 SH}
E H{He| A S 7|CHELICE

14.3 HIAE T3 A2 0f

ME HAE mfjEHo 3= HAE iHS 0|88 HAE =7o| &l HAIE A7 C.

14.3.1 MZE HAE mjjEio] AldH Ciyj|

Ryu AA E2|o| MZ E|AE T{E (ryu/tests/switch/of13)2 0|25t HIAE T3 Al CHAIE Ho{SL|Ct.

FM: Ryu2A E2|0fl= ME E|AE HEHO 2 FlowMod HIA| X0l CH3H match/actionsZ X|H 7%%_ FOf7H
H|AIX|9| 2t mf2tO|E{L} GroupMod MIAX|2| 2} mEtO|E 7t Zt2t YKo 2 HS5t=X| &lsh= HAE mE
1.382 OpenFlow 1.482 2 FH|E|0] &LICH.

B{=~ Al MeterMod
20| OpenFlow

ryu/tests/switch/of13

ryu/tests/switch/of14
o] EtAHOME AlE &t E 2= AT RIE (ryu/tests/switch/run_mininet.py) £ O|23510{ 2=¢ErL|C}. [H2fA] A[S Ol
& AQ|X|= Open vSwitch®IL|CE. VM O|O|X| AtE S |5t &4 M U 20l thH S2rAQ[E 5{H & FXotd
AR,

mininet> net
cO
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sl lo: sl-ethl:s2-ethl sl-eth2:s2-eth2 sl-eth3:s2-eth3

s2 lo: s2-ethl:sl-ethl s2-eth2:sl-eth2 s2-eth3:sl-eth3

2. HAE E7 MY

HAE £ A#E 2Ist HEER{2| xtermS YLILCH.

"Node: cO (root),2| xtermOj|A H|AE = E AlSHSL|Ct Ol H|AE TiE ut ClAEZ|Z2 M
Z HIAE miElo] C|AER| (ryu/tests/switch/of13)2 X|™ELICt EESH mininet £ A& CHA A
Ix|et Ex AQ|X|C| C|0|E| AZ ID= 22t --test-switch-target/--test-switch-tester S 7|
2USE &[0] A7 W20 SME WEFRIL|CE ESH AI” Cid A2(X[F HE A2|X| OpenFlow Hi
e Z+Zt —-test-switch-target-version / --test-switch-tester-version M2| 7|2Zf2 2 &|0]

Ml

27| WH20f Shet S ot W2kpL|C,

root@ryu-vm:~$ ryu-manager --test-switch-dir ryu/ryu/tests/switch/of13 ryu/ryu/

tests/switch/tester.py

ETE HASHH Ch31 20| EAIE|D Mgl AQIX|QF B AQ(X|7F AEES o HEE W7tX]
7| ct

root@ryu-vm:~$ ryu-manager --test-switch-dir ryu/ryu/tests/switch/of13/ ryu/ryu
/tests/switch/tester.py

loading app ryu/ryu/tests/switch/tester.py

loading app ryu.controller.ofp_handler

instantiating app ryu/ryu/tests/switch/tester.py of OfTester
target_dpid=0000000000000001

tester_dpid=0000000000000002

Test files directory = ryu/ryu/tests/switch/of13/

instantiating app ryu.controller.ofp_handler of OFPHandler

--- Test start

waiting for switches connection...

Al Oy A9R|Q 2= AQX[7F AEER{0| AZ=|™ ARO| AIZFELICE

root@ryu-vm:~$ ryu-manager --test-switch-dir ryu/ryu/tests/switch/of13/ ryu/ryu
/tests/switch/tester.py

loading app ryu/ryu/tests/switch/tester.py

loading app ryu.controller.ofp_handler

instantiating app ryu/ryu/tests/switch/tester.py of OfTester
target_dpid=0000000000000001

tester_dpid=0000000000000002

Test files directory = ryu/ryu/tests/switch/of13/
instantiating app ryu.controller.ofp_handler of OFPHandler
--- Test start ---

waiting for switches connection...

dpid=0000000000000002 : Join tester SW.
dpid=0000000000000001 : Join target SW.

action: OO_OQUTPUT

ethernet/ipv4/tcp-->'actions=output:2' 0K

ethernet/ipv6/tcp-->'actions=output:2' 0K
ethernet/arp-->'actions=output:2' 0K
action: 11_COPY_TTL_OUT
ethernet/mpls(tt1=64)/ipv4 (tt1=32) /tcp-->'eth_type=0x8847,actions=
copy_ttl_out,output:2' ERROR
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Failed to add flows: OFPErrorMsgl[type=0x02, code=0x00]

ethernet/mpls (ttl1=64)/ipv6 (hop_limit=32)/tcp-->'eth_type=0x8847,actions=

copy_ttl_out,output:2' ERROR

Failed to add flows: OFPErrorMsg[type=0x02, code=0x00]

ryu/tests/switch/of13 §35le| B &

<i|‘_T|_>AHE

H0>ME HAE ojiH oY 55

match / actions2| Zt MH sH=20] i st=

= (£ matchstX| g4E) 02] TfEH 22 XM E5t= HIAE mlifint YF Bl 0] &0i Cf

8 ARl S @M 29|15 WHE D|E #22 S25tD 0|5 #20] match T3S A4To

2 X5l HAE I8 U BE ZE0| FLOODINGSH= type=ALLQI & $H=0} 23 =7

of w2t £3 ZES X502 WAHSH= type=SELECTQ! I E =2 SE510] I1E &=0

match I3!S ALEX O 2 X 235l= EH|AE I{EI0| OpenFlow 1.321} OpenFlow 1.489 2
of &

ryu/tests/switch/of13/action:

00_QUTPUT. json 20_POP_MPLS. json
11 _COPY_TTL_OUT. json 23_SET_NW_TTL_IPv4
12_COPY_TTL_IN. json 23 _SET_NW_TTL_IPv6
15_SET_MPLS_TTL. json 24 _DEC_NW_TTL_IPv4
16 _DEC_MPLS_TTL. json 24 _DEC_NW_TTL_IPv6
17_PUSH_VLAN. json 25_SET_FIELD

17_PUSH_VLAN_multiple. json
18_POP_VLAN. json
19_PUSH_MPLS. json
19_PUSH_MPLS_multiple. json

26 _PUSH_PBB. json
26 _PUSH_PBB_multiple. json
27 _POP_PBB. json

ryu/tests/switch/of13/action/25_SET_FIELD:

03 _ETH_DST. json
04 _ETH_SRC. json
05_ETH_TYPE. json
06 _VLAN_VID. json
07 _VLAN_PCP. json
08_IP_DSCP_IPv4. json
08 _IP_DSCP_IPv6. json
09 _IP_ECN_IPv4. json
09_IP_ECN_IPv6. json
10_IP_PROTO_IPv4
10_IP_PROTO_IPv6
11_IPV4_SRC. json
12_IPV4_DST. json
13_TCP_SRC_IPv4. json
13_TCP_SRC_IPv6. json

.json

.json

14 _TCP_DST_IPv4. json
14 _TCP_DST_IPv6
15_UDP_SRC_IPv4. json
15_UDP_SRC_IPv6
16 _UDP_DST_IPv4. json
16 _UDP_DST_IPv6
17 _SCTP_SRC_IPv4. json
17 _SCTP_SRC_IPv6
18_SCTP_DST_IPv4. json
18 _SCTP_DST_IPv6
19_ICMPV4_TYPE. json
20_ICMPV4_CODE. json
21_ARP_OP. json
22_ARP_SPA. json

23 _ARP_TPA. json

.json

.json

.json

.json

.json

ryu/tests/switch/of13/group:

00_ALL. json
json

01 _SELECT_Ether. json

01_SELECT_IP. json

ryu/tests/switch/of13/match:

00_IN_PORT. json
02_METADATA. json
02_METADATA_Mask. json

13_TCP_SRC_IPv6. json
14_TCP_DST_IPv4. json
14 _TCP_DST_IPv6. json

24 _ARP_SHA. json
25_ARP_THA. json

26 _IPV6_SRC. json

27 _IPV6_DST. json

28 _IPV6_FLABEL. json
29 _ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31_IPV6_ND_TARGET. json
32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json
34 _MPLS_LABEL. json
35_MPLS_TC. json

36 _MPLS_BOS. json

37 _PBB_ISID. json

38 _TUNNEL_ID. json

01_SELECT_Weight_IP.

01 _SELECT_Weight_Ether. json

26 _IPV6_SRC. json
26 _IPV6_SRC_Mask. json
27 _IPV6_DST. json
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03_ETH_DST. json
03_ETH_DST_Mask
04 _ETH_SRC. json
04 _ETH_SRC_Mask
05_ETH_TYPE. json

06 _VLAN_VID. json

06 _VLAN_VID_Mask. json
07 _VLAN_PCP. json

08 _IP_DSCP_IPv4. json
08 _IP_DSCP_IPv6. json
09_IP_ECN_IPv4. json
09 _IP_ECN_IPv6. json

.json

.json

15_UDP_SRC_IPv4
15_UDP_SRC_IPv6
16 _UDP_DST_IPv4
16 _UDP_DST_IPv6
17 _SCTP_SRC_IPv4.
17 _SCTP_SRC_IPv6.
18_SCTP_DST_IPv4.
18_SCTP_DST_IPv6. json
19 _ICMPV4_TYPE. json
20 _ICMPV4_CODE. json
21 _ARP_OP. json
22_ARP_SPA. json

.json
.json
.json
.json
json
json

json

14.3.

27 _IPV6_DST_Mask. json
28 _IPV6_FLABEL. json

28 _IPV6_FLABEL_Mask. json
29_ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31_IPV6_ND_TARGET. json
32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json
34_MPLS_LABEL. json
35_MPLS_TC. json

36 _MPLS_BOS. json
37_PBB_ISID. json

HIAE =5 AE of

10_IP_PROTO_IPv4
10_IP_PROTO_IPv6
11_IPV4_SRC. json
11_IPV4_SRC_Mask
12 _IPV4_DST. json
12_IPV4_DST_Mask

13_TCP_SRC_IPv4. json

22 _ARP_SPA_Mask
23 _ARP_TPA. json
23 _ARP_TPA_Mask
24 _ARP_SHA. json
24 _ARP_SHA_Mask
25_ARP_THA. json
25_ARP_THA_Mask

.json

.json

.json

.json

ryu/tests/switch/of13/meter:

01_DROP_00_KBPS_00_1M. json

01_DROP_00_KBPS_01_10M. json
01_DROP_00_KBPS_02_100M. json
01_DROP_01_PKTPS_
01_DROP_01_PKTPS_
01_DROP_01_PKTPS_

ryu/tests/switch/of14
00_OUTPUT. json

11 _COPY_TTL_QOUT. json
12_COPY_TTL_IN. json
15 _SET_MPLS_TTL. json
16 _DEC_MPLS_TTL. json
17 _PUSH_VLAN. json

17 _PUSH_VLAN_multiple
18 _POP_VLAN. json

19 _PUSH_MPLS. json

19 _PUSH_MPLS_multiple

ryu/tests/switch/of14
03 _ETH_DST. json
04_ETH_SRC. json
O5_ETH_TYPE. json

06 _VLAN_VID. json

07 _VLAN_PCP. json

08 _IP_DSCP_IPv4. json
08 _IP_DSCP_IPv6. json
09 _IP_ECN_IPv4. json
09_IP_ECN_IPv6.json
10_IP_PROTO_IPv4. json
10_IP_PROTO_IPv6. json
11 _IPV4_SRC. json
12_IPV4_DST. json
13_TCP_SRC_IPv4. json
13_TCP_SRC_IPv6. json
14 _TCP_DST_IPv4.json

ryu/tests/switch/of14

00_100. json
01_1000. json
02_10000. json

/action:

20_POP_MPLS . json
23 _SET_NW_TTL_IPv4
23 _SET_NW_TTL_IPv6
24 DEC_NW_TTL_IPv4
24 _DEC_NW_TTL_IPv6
25_SET_FIELD

26 _PUSH_PBB. json
26 _PUSH_PBB_multip
27 _POP_PBB. json

.json

.json

/action/25_SET_FIELD:
14_TCP_DST_IPv6
15_UDP_SRC_IPv4
15 _UDP_SRC_IPv6
16 _UDP_DST_IPv4
16 _UDP_DST_IPv6. json
17 _SCTP_SRC_IPv4. json
17 _SCTP_SRC_IPv6. json
18_SCTP_DST_IPv4. json
18 _SCTP_DST_IPv6. json
19_ICMPV4_TYPE. json
20_ICMPV4_CODE. json
21_ARP_OP. json
22_ARP_SPA. json
23_ARP_TPA. json
24 _ARP_SHA. json
25_ARP_THA. json

.json
.json
L

.json

/group:

37 _PBB_ISID_Mask. json

38 _TUNNEL_ID. json

38 _TUNNEL_ID_Mask. json
39_IPV6_EXTHDR. json

39 _IPV6_EXTHDR_Mask. json

02_DSCP_REMARK_00_KBPS_00_1M. json
02_DSCP_REMARK_00_KBPS_01_10M. json
02_DSCP_REMARK_00_KBPS_02_100M. json
02_DSCP_REMARK_01_PKTPS_00_100. json
02_DSCP_REMARK_01_PKTPS_01_1000. json
02_DSCP_REMARK_01_PKTPS_02_10000. json

le.json

26_IPV6_SRC. json

27 _IPV6_DST. json

28 _IPV6_FLABEL. json
29 _ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31_IPV6_ND_TARGET. json
32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json
34 _MPLS_LABEL. json
35_MPLS_TC. json

36 _MPLS_BOS. json

37 _PBB_ISID. json
38_TUNNEL_ID. json
41_PBB_UCA. json
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00_ALL. json
01 _SELECT_Ether. json

01 _SELECT_IP. json

ryu/tests/switch/of14/match:

OO _IN_PORT. json 13_TCP_SRC_IPv6
02_METADATA. json 14 _TCP_DST_IPv4
02 _METADATA_Mask.json 14_TCP_DST_IPv6
03 _ETH_DST. json 15_UDP_SRC_IPv4.
03 _ETH_DST_Mask. json 15_UDP_SRC_IPv6
04 _ETH_SRC. json 16_UDP_DST_IPv4.
04 _ETH_SRC_Mask. json 16 _UDP_DST_IPv6
O5_ETH_TYPE. json 17 _SCTP_SRC_IPv4
06 _VLAN_VID. json 17 _SCTP_SRC_IPv6
06 _VLAN_VID_Mask. json
07 _VLAN_PCP. json

08 _IP_DSCP_IPv4. json
08_IP_DSCP_IPv6.json
09 _IP_ECN_IPv4. json
09 _IP_ECN_IPv6. json
10_IP_PROTO_IPv4. json
10_IP_PROTO_IPv6.
11 _IPV4_SRC. json
11 _IPV4_SRC_Mask.
12_IPV4_DST. json
12_IPV4_DST_Mask. json
13_TCP_SRC_IPv4. json

18 _SCTP_DST_IPv6
19 _ICMPV4_TYPE.j
20 _ICMPV4_CODE. j
21_ARP_OP. json
22_ARP_SPA. json
22_ARP_SPA_Mask
23_ARP_TPA. json
23 _ARP_TPA_Mask
24 _ARP_SHA. json
24 _ARP_SHA_Mask.
25_ARP_THA. json
25_ARP_THA_Mask.

json

json

ryu/tests/switch/ofl14/meter:

18_SCTP_DST_IPv4.

01 _SELECT_Weight_Ether.j

.json
.json

.json

json

.json

json

.json

.json
.json
json
.json
son

son

.json

.json

json

json

01 _SELECT_Weight_IP. json

26 _IPV6_SRC. json
26 _IPV6_SRC_Mask.
27 _IPV6_DST. json
27 _IPV6_DST_Mask. json

28 _IPV6_FLABEL. json

28 _IPV6_FLABEL_Mask. json
29 _ICMPV6_TYPE. json
30_ICMPV6_CODE. json
31_IPV6_ND_TARGET. json
32_IPV6_ND_SLL. json
33_IPV6_ND_TLL. json

34 _MPLS_LABEL. json
35_MPLS_TC. json
36_MPLS_BOS. json

37 _PBB_ISID. json
37_PBB_ISID_Mask. json
38_TUNNEL_ID. json

38 _TUNNEL_ID_Mask. json
39_IPV6_EXTHDR.
39 _IPV6_EXTHDR_Mask. json
41 _PBB_UCA. json

json

json

01_DROP_00_KBPS_00_1M. json
01_DROP_00_KBPS_01_10M. json
01_DROP_00_KBPS_02_100M. json
01_DROP_01_PKTPS_00_100. json
01_DROP_01_PKTPS_01_1000. json
01_DROP_01_PKTPS_02_10000. json

02_DSCP_REMARK_00_KBPS_00_1M. json
02_DSCP_REMARK_00_KBPS_01_10M. json
02_DSCP_REMARK_00_KBPS_02_100M. json
02_DSCP_REMARK_01_PKTPS_00_100. json
02_DSCP_REMARK_01_PKTPS_01_1000. json
02_DSCP_REMARK_01_PKTPS_02_10000. json

14.3.2 7|E HAE mjjEie] M th
Qe HAE IffHE PHE1 E|AE £ E Mdish= WHES HHFHL|CY,
O£ 04, OpenFlow A|X|7} 2tRE 7|52 Aist7| 2ls B8t match / actionsZ XME2|et= 7|2 7HX1 e
X| etelst= E|AE mf{HE ohELICH
1. HAE & MM
2IRE{7 212 H|o|S0 w2t I3l S MEdH= 7|52 MSot= TS E22 &50| N2 2Sst=X|
A|<>4°I-|__||:|-
match actions
CHAHPEA H1Q] 212 MACEAEMaa:aazaaaaaa:aa 2 &3
M92.168.30.0/24, CHA MACEAE"bb:bb:bb:bb:bb:bb,=2 43
TTL b7 |
i EARS S
O| HIAE miH 8 Mallst= HIAE i ot s THELCE
M oll= CH3 ot &L Tt
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A B A T Do TRISIO! SHY WHSTHIAE T TR SH W 2 2

[

SHAIZ| HEEfLICE

It O|E : sample_test_pattern.json

[
"sample: Router test",
{
"description": "static routing table",
"prerequisite": [
{

"0FPFlowMod": {
"table_id": O,

"match": {
"OFPMatch": {
"oxm_fields": [
{
"OXMT1lv": {
"field": "eth_type",
"value": 2048
¥
Fo
{
"O0XMT1v": {
"field": "ipvé4_dst",
"mask": 4294967040,
"value": "192.168.30.0"
¥
}
]
}
T
"instructions": [
{
"OFPInstructionActions": {

"actions": [

{
"OFPActionSetField":{
"field":{

"OXMT1v":{
"field":"eth_src",
"value":"aa:aa:aa:aa:aa:aa"

}

}
}
},
{
"OFPActionSetField":{
"field":{

"OXMT1v":{
"field":"eth_dst",
"value":"bb:bb:bb:bb:bb:bb"

}

}
}
Fs
{
"OFPActionDecNwTt1l":{}
¥o
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{
"0FPActionOutput": {
"port":2
}
¥
1,
"type": 4
}
}
]
}
}
1,
"tests": [
{
"ingress": [
"ethernet (dst='22:22:22:22:22:22"' ,src='11:11:11:11:11:11"',ethertype=2048)",
"ipv4 (tos=32, proto=6, src='192.168.10.10', dst='192.168.30.10', ttl=64)",
"tcp(dst_port=2222, option='\\x00\\x00\\x00\\x00', src_port=11111)",
""\\x01\\x02\\x03\\x04\\x05\\x06\\x07\\x08\\t\\n\\x0b\\x0c\\r\\x0e\\x0f '"
1y
"egress": [
"ethernet (dst='bb:bb:bb:bb:bb:bb',src='aa:aa:aa:aa:aa:aa',ethertype=2048)",
"ipv4 (tos=32, proto=6, src='192.168.10.10', dst='192.168.30.10', ttl=63)",
"tcp(dst_port=2222, option='\\x00\\x00\\x00\\x00', src_port=11111)",
""\\x01\\x02\\x03\\x04\\x05\\x06\\x07\\x08\\t\\n\\x0b\\x0c\\r\\x0e\\x0f "
]
}
]
}
]
2. A eE 25
Al 8tE 7= ATBEES AI8310] Al 2142 A SetLCh EX=HE B AE wiEHe 4 A S F
ZSHMA|L.

3. HIAE £ Al

HEE2] xtermO| M Y3 = 2ol HAE mfH ot S X
—test-switch-dir %)}_13 Cl2lEa|mat ofL|2t THUS X X
828 &ol5t7| 2|3l --verbose M2 X|HEHL|CE.

Node: cO:

root@ryu-vm:~$ ryu-manager --verbose --test-switch-dir ./sample_test_pattern.json

ryu/ryu/tests/switch/tester.py

A e AQR|QF HE AQIR|7H AEER 0 AT A0| AIZHEILICE
Tdpid=0000000000000002 : receive_packet... .2 Z 0 M E|AE T{E G} egress I{ZICZ MH
gtolla &3 mizlo| MSE AS & = USLICE ESH 017|0M = HIAE =7 St 20HS U

StAELICE

root@ryu-vm:~$ ryu-manager --verbose --test-switch-dir ./sample_test_pattern.json

ryu/ryu/tests/switch/tester.py

loading app ryu/tests/switch/tester.py

loading app ryu.controller.ofp_handler

instantiating app ryu.controller.ofp_handler of OFPHandler
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instantiating app ryu/tests/switch/tester.py of OfTester
target_dpid=0000000000000001
tester_dpid=0000000000000002

Test files directory = ./sample_test_pattern. json

--- Test start ---

waiting for switches connection...

dpid=0000000000000002 : Join tester SW.
dpid=0000000000000001 : Join target SW.

sample: Router test
send_packet: [ethernet (dst="'22:22:22:22:22:22"' ,ethertype=2048,src

='11:11:11:11:11:11"'), ipv4(csum=53560,dst='192.168.30.10',flags=0,header_length=5,
identification=0,o0ffset=0,option=None,proto=6,src='192.168.10.10"',tos=32,

total_length=59,ttl=64,version=4), tcp(ack=0,bits=0,csum=33311,dst_port=2222,offset

=6,option='\x00\x00\x00\x00"',seq=0,src_port=11111,urgent=0,window_size=0), '\x01\
x02\x03\x04\x05\x06\x07\x08\t\n\x0b\x0c\r\x0e\x0f ']
egress: [ethernet (dst='bb:bb:bb:bb:bb:bb',ethertype=2048,src='aa:aa:aa:aa:aa:aa'),
ipv4 (csum=53816,dst='192.168.30.10',flags=0,header_length=5,identification=0,o0ffset
=0, option=None,proto=6,src='192.168.10.10"',tos=32,total_length=59,tt1=63,version=4)
, tcp(ack=0,bits=0,csum=33311,dst_port=2222,offset=6,option="'\x00\x00\x00\x00"',seq
=0,src_port=11111,urgent=0,window_size=0), '\x01\x02\x03\x04\x05\x06\x07\x08\t\n\
x0b\x0c\r\x0e\x0f ']
packet_in: []
dpid=0000000000000002 : receive_packet [ethernet(dst='bb:bb:bb:bb:bb:bb',ethertype
=2048,src='aa:aa:aa:aa:aa:aa'), ipv4(csum=53816,dst='192.168.30.10"',flags=0,
header_length=5,identification=0,0ffset=0,option=None,proto=6,src='192.168.10.10"',
tos=32,total_length=59,tt1=63,version=4), tcp(ack=0,bits=0,csum=33311,dst_port
=2222,0ffset=6,option="'\x00\x00\x00\x00"',seq=0,src_port=11111,urgent=0,window_size
=0), '\x01\x02\x03\x04\x05\x06\x07\x08\t\n\x0b\x0c\r\x0e\x0f ']

static routing table

Test end ---

r

R 2 OpenFlow 22[X|0f| SEEl E22 =2 LI Z5LIT HAE =70 2f5] SE& 1zl

Ed
22 &20| matchst n_packets7} 2t7H= HE 2 4 Q&L|CH

M

Node: sl:

root@ryu-vm:~# ovs-ofctl -0 OpenFlowl3 dump-flows sl
OFPST_FLOW reply (OF1.3) (xid=0x2):

cookie=0x0, duration=56.217s, table=0, n_packets=1, n_bytes=73, priority=0,ip,
nw_dst=192.168.30.0/24 actions=set_field:aa:aa:aa:aa:aa:aa->eth_src,set_field:bb:bb
:bb:bb:bb:bb->eth_dst,dec_ttl,output:2

14.3.3 HIZE ufF ojy =y 4y

Bl AE THE TR SFRHST, json ofl SEHsHs BIAE TRIQILICE ChS BAIR 20| SHAJBILICY,

=1 O

"XXXXXXXXXX", # ANE &= oS
{
"description": "xxxxxxxxxx", # Al® LWHE A
"prerequisite": [
{

oln
Jhu
_O,ﬂ
rr
MK
it
4o
og
io
=]
m
oo
o
W]
H
oo
o

"OFPFlowMod": {...} #
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}, # (Ryu®| OFPFlowMod, OFPMeterMod, OFPGroupMod &
{ # json ACOER =Y
"OFPMeterMod": {...} # ZE22 &30 AN 7|ciste Xzl ZA17t
T, # {3l ®™&E (actions = output)? ZAR
{ # £ ZE B30 "2, E XHsSIMNAR
"OFPGroupMod": {...} # 1§ &S0 AM m3 HES & ZE=
}, # &3 ZE HSE T2,EE T3, 2
{...} # X Fstd Al
15
"tests": [
{
# Mg I3l
# 1 HOt HE8EX 2H At dA£s0 HE AL oo ozt
# (A)(B) & StLIE #Y
# (» 1¥ M8
"ingress": [
"ethernet(...)", # (Ryu I3l 2fo[EZ 2 MHHXeol HAoz =HY)
"ipvd (...)",
"tep(..)"
1y
# (B) €F A dLf HE
"ingress": {
"packets":{
"data": [
"ethernet(...)", # (A)2% S
"ipvd(...)",
"tep (..
1,
"pktps": 1000, # 22 H8s= M3 =& XH
"duration_time": 30 # %% HE A2 = CQE XF
¥
Fo
# Zloig N2 A4
# M2l Zael ZHo M2k (a) (b) (¢) (d) & dILIE HY
# (a) I3l MZ (actions = output : X) 2 E=Ql AH
"egress": [ # Jlchg ®& o3l
"ethernet (...)",
"ipvd (...)",
"tep (..
]
# (b) {3l QI (actions = CONTROLLER) | &Ql AlH
"PACKET_IN": [ # 7|ti g Packet-In H|O|H
"ethernet (...)",
"ipvd (...)",
"tep(..)"
]
# (c) table-miss &2 Alg
"table-miss": [ # table-missO|E& HE 7|tist= EEL HOES
0
]
# (d) I3 HE (actions = output : X) M X[l ol AH
"egress": [
"throughput": [
{
"OFPMatch":{ # X2 ZFO
# EX swo|l 55 &
Fo # E22 &5 Match =¢
"kbps":1000 # Old XMEHEFS Kbps 92 X H

ID
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Fa
{...3,
{...}
1
]
Yo
{...3,
{...}
1
Ty # A"l
{...}, # A®2

# Al&3

—

HE WAL="(B) €Y A7t % 08,8, 7|thst=s X2| Zt=T(d) W3l TS (actions = output : X) I X2|ZFe)
stol A3

52 242 HA510] AJE Chat SWOI Mal2he SRE 4 YBLIC

— (=]

HIAE o ojAoM X|Ysts 2=/ £ ZE M5 9| 2Afofl olish 20| =M < &1 > HE mfzle| M& o|0[x . E F
A

Target SW
(OpenFlow switch)

target_sw_sending_port_
target_sw_sending_port_1
target_sw_receiving_port

tester_sw_sending_po
tester_sw_receiving_port

_ /7tester_sw_receiving_port_

Auxiliary SW
(OpenFlow switch)

Test tools
(OpenFlow controller)

Port No.

Flow_mod M|A|X| / Meter_mod HIA|IX| HIAEE 5= 22 HE w2l M& 0[0|X|= Ci32 Z2&U T
1. BZSweol ozl S ZE (ZE HS NO|M 2l TS

2. A" oy swel migl 4 ZE (ZE S 1)0f| M Ti3] 4

3. Al CHeh swel ufZl S4 ZE 1 (ZE ¥F 2)0f|M ufzl &

4. HR Swe| mjzl £ ZE 1 (ZE B35 2)0|M T2 S 2
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sends the packet
Port No.2)

4. receives the
ands the packgt padket
Test tools (Port Na.1)

(OpenFlow controller)

Auxiliary SW
(OpenFlow switch)
X] Port No.

Group_mod HAIX| EIAEE -5h= 42 HE mjzle| S o|0|X|:= Ch3at Z&L T

1. HE Sweo| i3l £A ZE (ZE WS )0 T{3] ML

2. Al% CHAf SWel THZ! 441 ZE (ZE #3 N0jM Th3! 241
3. AlE Chat Swel 3! £41 ZE 1(ZE #3 2) i AR CfA swel Th3l &A1 ZE 2 (ZE WS 301 T3
b EY

B Target SW
(OpenFlow switch)

3.

sends the packet
(Port No.2 or 3)

4 . receives the
packet

Test tools  (PortN
(OpenFlow controller)

Auxiliary SW
(OpenFlow switch)

Port No.
23} 20|, Group_mod HIAEE #5H= 22002 AR CHy swel izl =E 2 2 B SW Izl 4l ZE 25
0|83t= 47t A&LICE
14.3.4 ZE HS 87 upey
ZH| oM ODenFIOW RIS ZE HSIIE|AE £ A3 8tF I CIEH HAE T4 HlA| SHE X|Hst
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VY] Moy 7|23k
-—test-switch-target_recv_port AME CHA AX[OAM T3l A ZEQ| | 1
ZE WS
--test-switch-target_send_port_1 | AIE CH& AQIXIOAM T3l &4 ZE 19| | 2
ZTEHS
--test-switch-target_send_port_2 | Al® CH& AQIX|OM Tzl &4 ZE 29| | 3
ZE HS
--test-switch-tester_send_port HX AQAX|O|M T3l &M ZEQI ZE | 1
HS
--test-switch-tester_recv_port_1 | HZE AQ|X|0|M TfZ] 4 ZE 12| ZE | 2
HS
--test-switch-tester_recv_port_2 | HZE AQIX|0|A TY3! M ZE 20| ZE | 3
HS
0| SME Sl ZE HSE Aotz 22, HIAE IiE DIU0M ZE HS gf =5 HASHOF &S [FelstiAlR

<EIDSHAE D ot ZHdofl et HX K=

"OFPActionOutput": {
"port":"target_send_port_1"

J O, S22 20| HIAE =7 E ALt

root@ryu-vm:~$ ryu-manager --test-switch-target_send_port_1 30 ryu/ryu/tests/switch

/tester.py

3 ZD} Bl AE o mpof siE 20| Ch3at 20| HIAE E=F0f|A s E LT

"OFPActionOutput": {
"port":30

O[30, HIAE mfE mUo| ZE WS 7S HAE T HA|0f 2Fe & A7 ELICh

14.4 27 HAX] 55

O] =0 M E3IE|= @F HAIX| SE2 20{FLICL

QF HIAX] oy

Failed to initialize flow tables: barrier request | O|& A|&O|A A|E CHA SW| EE2 R &5 AlY| A
timeout. i} (Barrier Request A|Zt X|5H

Failed to initialize flow tables: [err_msg] OFX|2E A|R 0| Al CHAF SWe| E2 SHs ALA|0f

Al (FlowMod CHSt Error HIA|X] =41)
Failed to initialize flow tables of tester_sw: barrier | O| & A& M EX SWO| ZE2 = At Aljf
request timeout. (Barrier Request A|Zt XS
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291X HIAE =H

Table 14.1 — O|™ H|O|X|OIN &

F OIAIX|

Moi
=20

Failed to
[err_msg]

initialize flow tables of tester sw:
Failed to add flows: barrier request timeout.
Failed to add flows: [err_msg]

Failed to add flows to tester_sw: barrier request
timeout.

Failed to add flows to tester_sw: [err_msg]

Failed to add meters: barrier request timeout.
Failed to add meters: [err_msg]

Failed to add groups: barrier request timeout.
Failed to add groups: [err_msg]

Added incorrect flows: [flows]

Failed to add flows: flow stats request timeout.
Failed to add flows: [err_msg]

Added incorrect meters: [meters]

Failed to add meters: meter config stats request
timeout.

Failed to add meters: [err_msg]

Added incorrect groups: [groups]

Failed to add groups: group desc stats request

timeout.
Failed to add groups: [err_msg]

Failed to request port stats from target: request
timeout.
Failed to request port stats from target: [err_msg]

Failed to request port stats from tester: request
timeout.

OFX[2f AR EX SWe| 222 &
(FlowMod CH&t Error | A|X] =41)
AlE o swoi st EE2 &= S5
Request A|ZF HISH)
AlE CHAF swof| chst
Mod CHgt Error H|A|X] %=
HZE swoll chist E22 &
quest A|ZF X[gh
HBEswoloist E22 &5 S&§
8t Error HIA|X] £=41)

Algd CH& swoll clist 0| &= S5
Request A|ZF XS

AR Chie swoll CHH O|E &5 S 2
CHEH Error HIA|X| 2=41)
AlE Cf & Swol| ci st O
Request A|ZF X|&H

AlE A swojl cist O
Mod CHSt Error HIA|X] £=41)

Al CHa SWol| Cist EE22 et S5 &l 2F (0
7|X %2 EER =0l SE H)

AlE o swoll TSt E222 &5 S5 &l A
(FlowStats Request A|Zt H|5H

Al CH& Swoi CHst

(FlowStats Request0f| EH?_F Error HA|X]|
Al CHAF SWOll CiEt OJE| 3H2 S2 ol
x| ®¢t O|E &=0| SEE)

AlE ci& swojl cist 0| &5
terConfigStats Request A|Zt
A& ci4 swoil chst Ojg] &
terConfigStats Request0| CHf
Al cHa swojl chist 28 &
X Zet 1 &=0| SEE
Al A swoll cHgt O
(GroupDescStats Request A
AlE A swoll Ciet O &

= A A

A1l (Barrier

E=

ook

t= S8 A1 (Flow-

= 4o

)

o

S2 Al (Barrier Re-
Alnf| (FlowMod CH

Al (Barrier

Alnj (MeterMod

on
Ju
Jor
ré
nz
§=I
H
?

>|
r\g/l_l

q

1
Ju
fot

J

(I)_| AIEH (Me_
H| A K] 2=21)
5.*._' 2F (7]

k

IHru ~
09'|_| E 09! Jlﬂ ol

on m ojn
JH]J =

Jhu

Jok

re

nx

:FI:I

LT 1

=

m on 2 on

M
g
=l

¢l Hu
(GroupDescStats Request0i| CH X £
)]
A8l CHA SWQ| PortStats 7H8 @X| 28t (PortStats
Request A|Zt H|BH
A& CHAF SWO| PortStats 7t @X| 28t (PortStats
RequestOl| CHt Error HIA|X| £=41)
HZX SWe| PortStats 7} @X| 28t (PortStats Re-

quest A|ZF H|SH

olut Mol
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2R HAX =5

Table 14.1 — O|™ H|O|X|OIN &

F OIAIX|

Moi
=20

Failed to request port stats from tester: [err_msg]
Received incorrect [packet]

Receiving timeout: [detail]

Failed to send packet: barrier request timeout.
Failed to send packet: [err_msg]

Table-miss error: increment in matched_count.
Table-miss error: no change in lookup_count.
Failed to request table stats: request timeout.
Failed to request table stats: [err_msg]

Added incorrect flows to tester_sw: [flows]
Failed to add flows to tester_sw: flow stats re-
quest timeout.

Failed to add flows to tester_sw: [err_msg]

Failed to request flow stats: request timeout.
Failed to request flow stats: [err_msg]

Received unexpected throughput: [detail]
Disconnected from switch

HX SWQ| PortStats 7} @X| 28t (PortStats Re-
questo|| ':H3F Error HIA|X| £=41)

£9 ﬂH’I **' J"ﬂH ()\l7r Z3)
Al (Barrier Request A|Zt &|EH
ATl (Packet-Out CH$t Error HIA|X| 4=
table-miss &2l @F (EE20{ match)
table-miss 2tQl @7 (T310| CiAte| E22 H|0|E
Ol A XM E2|=|X| 42)
2+l Aol (TableStats Request A|Zt H|

O

table-miss
)
table-miss &tQl A1l (TableStats Request0i| CH St
Error HIA|X] £=41)

2 SWojl gt B2 32 55 #ol 9F (7]
o2 B22 820| S28)
2 SWoj Ci3t 222 5 S5 &0l A (Flow-

F-Y-
W =
o

Stats Request A
Hx swoj Cijst =2
Stats RequestOi| CHgt Error HIA|X| 4=41)

X 2|2 BoIA| X SWO| LSt 222 32 S2

ol Mlaj| (FlowStats Request A|Z+ &8t

Me|ZrEelA B swoll oist E22 &5 85 &
ol M1l (FlowStats RequestOi| Ci§t Error HA|X| 4=
)
7|tHX] M2[ZHolM SEH T M2l £F
Al CHA SW EEE HZE SWOllM 213 ThM 2hA
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CHAPTER 15

Of7 =X

Ryu OF7|EX] & A7l BHLICH 2t Sai2o| A 8Y S2 APl fHEHA & &

15.1 28 =20y mdl
Ryu2g =272 =2z puls MoEh|C}

ryu-manager process

Application

Event loop Call
Thread ———>[Event handler

Retriev&an event
Event queue

&Event

|
Data path thread

vent

15.1.1 28 =24

8 T2 M2 ryu.base.app_manager.Ryulpp = &45t ZeHAQILICH ALK} 222 S8 T2 IHOR 7|
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Chapter 15. O}7|ElX|

15.1.2 O[HIE

o

mn =

£ ryu.controller.event.EventBase S &4 22{AL| JHM|ULICE 38 T2 7He| S4I2 Ol

E
S4MBO2M JHSEILICE

[m

15.1.3 O[HIE J{

15.1.4 ABE

Ryu = eventlet2 ALSH ZEI-AH|S2 SABHLICE ABS & HIMEE 0|22, AlZi0| Zals HalE 445t 2
Q0= Fop7t Wt

OMIE 2=
S8 Z2I o 3 oHo| ARSIt ISR MAELICE 0| AFEE OMIE ST Mg iICk OjMIE RxL O]
HIE F0j OJMIE7} Rlogt LY S ofMlE X217| (S0l 4%) & SEELIC

Fh A E

hub.spawn =5 AI&3t0] 71 A EE 210 S8 Z20H E X2 E & + ASLICL

eventlet

oo
[El
Hu
|d
u
=2
>z
k]
12l
>
ol
fuok
4>
30
A
0
skl
2
9'|_.
pal
52

eventlet 7|52 FELICE 7HSSICHEH hub 2 E0|A XMIZ5H=

HEHE MESEE SHUAIR.

15.1.5 O[HIE X{2|7|

=2

00

€ Z2 1% A O] HIMEE ryu.controller.handler.set_ev_cls HIZ2|0|E{E 575 5t0] O[HIE X2
718 Folg & AFLICL OHE X2|7|= XIFE 42| OHIEI WHHE 1 S T2 O|HE RN S5
EuC.
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CHAPTER 16

QE A ATES0] 2| 20| F 5tLtz, XA JHEO| FHOIE = ASLICE 0] oM = Ryu of JHEOf| F0I5H:s A
2

16.1 7HE A

Ryu 2| 7HH2 HIYYE|AEE SO FIFE1 JELICEL M2 HYAZ|AEN 7Y 5H= ARE AIZHRILICE
https://lists.sourceforge.net/lists/listinfo/ryu-devel

2 7|28 o=z Jojz 7™ ELCh AH2Y S 2|20 7L Zetez HOol= Aat 22 &

=
ORFEXS M, O|HYS BEUE NS YHY L= QIELICL E A2 AT EYYNE A&SHE A X7t Z2HE|
SR8 7|0{0[7| mZ YLt

16.2 7= 514

O MM0j| M= Ryu of ol st et A 1] Alghof chal & gfLict.

16.2.1 Python

Ryu £ Python 2.6 0|42 x|

ol

fLICE. =, Python 2.7 Ol M2t AL J7HS8t 12 S2 AMESHR| DHYAIR.

Python 3.0 01} 2 EHE7H X2l || SL&LICE SHRISH A4 AEE 8% WHO| JHss B2 S|= 2 SYar2 folst
® F2 Hect

16.2.2 3 AEIY

Ryu A& ZELE PEPS I AEHY 2 F45HT YBLICL Fol MEFARIY, HEIS 29 gol= s LhSol
PEP8S Z4:3t1 Q=] 0[2] SHol Al

http://www.python.org/dev/peps/pep-0008/

W5, AA TEJ} PEPSS F4 SHEK| HQISIRIE HIAE MMM 270t ASEIES} BH HAPIS 018 £ 9
Lk,

https://pypi.python.org/pypi/pep8
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Chapter 16. ZIEZ|SM

16.2.3 HIAE
Ryu Oll= % 7H| XS 8HEl B AE 7} QIXIBH 7k ZHEHSt 10| AFBEIS X2 Ryu BIOE SHYE|E TSl HlAE 2
LI} S0l 0l0F7|3Hs, THAIS ' mholls w2 Al mhZ0l T BlAE Also| Almfsix| o= 242 /2] &l 5

|
AR, st M2 FIHE A4 FEOf= Bl EHIAEO0 Chsl 7Hs g B0| 2Yst= Zi0] Hiah=lgh A Lt

$ cd ryu/
$ ./run_tests.sh

16.3 x| 247]

2 NP0l 24 FES MY Sh= Mol = HE MRS X

o
|ZYEAE oA =2l=|= 0] HigH=|g ZAL|C.

rot
ol

LY 2| AEZ B

FM: Ryu 22 FE ML= GitHub off EXHSHX|EE & QF S 0|&8H 7HE ZEAHATL OFEH0| 2 SHUAIL.

HUfl= DX @42 Linux 712 70 0| AF8El= AEHY S AMESt JUSLICE 0] MM0jAM= 0] AEHY THX|E o
LY AE0 A7|DHX] 2] o|E %M St AELICE O XMIS LIB2 2 EME FZ AL
http://Ixr.linux.no/linux/Documentation/SubmittingPatches
O% tHAIE A4 gLC.

1. 22 AE EHI o

of AA FE E A3 ofR gfL|Ch GitHub OflA AA AE & fork 501 XpAl o] &) XMHAE

yu L
O = AEHiX[of, Chasl5t7| Qe fl22 a2 AFZSH0] of| |2 M-t

M 82| Hstof| Cisl| mfx|E SHELICE THX|= Signed-off-by : W& E0l= WS HX| OHYAIL. 0]
MY 20| ®E st TiX|7F QE AA AZEQ0] 2to|MA0 2X|7t glSE Mo §hLCh

$ git format-patch origin -s

4. X[ 27|
Y Bl I{X| LiE0| SHIEX| &elst =, MYz 2-LICE X HS 2 o= UAX[Z git-send-email
A

ojx|ofl cist S
F5t0 CHA| 22 27t ls AYLICh

A
>
o
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CHAPTER 17
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17.2 SmartSDN Controller (NTT Z4I0])
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Flexible network path control
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Path control by QoE*

*QoE: An abbreviation for Quality of Experience, which means the quality of experience
the user feels about services such as IP phone, movie delivery and othe services.
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